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Аннотация
A thought-provoking new short story from the acclaimed author of Zero Day and Trojan Horse.

Challenging Anonymous is like waving a red flag in front of a bull. But the CEO of a major investment firm has done just that, and now cyber security expert Jeff Aiken has to try to protect the company from its leader's mistakes. The timing couldn't be worse, as Jeff is scheduled to appear at a conference that has invited an Anonymous representative as well. And Jeff's about to discover that the hacker outfit plans to bring their fight offline — and into the real world.
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Operation Desolation


Digital Security News
Cyber Threats More Serious than Terrorism
By Wilson X. Heller

FBI Deputy Director Walter Chase argued Friday that cyber-security attacks will soon be a greater threat than terrorism. “Though terrorism remains the FBI’s top priority, it is now apparent that cyber threats will soon pose the primary menace to our national security,” Chase said in a speech before the American Cyber-Security Conference.
As a result, he added that the FBI “is taking lessons it has learned from fighting traditional terrorism and applying them to cyber-crime.” The FBI agents specializing in cyber-attacks will have the most “sweeping skill set in the bureau.” He urged attendees to consider a career with the FBI.

* * *
At the desk in his San Diego hotel room, Jeff Aiken stared at his computer screen. He had fifty-five minutes. CyberCon was being held just around the corner, not five minutes away. He’d started this current project from his home office in Georgetown, D.C., and brought it to an initial point of conclusion. On the cross-country flight, he’d expanded his work and now was busy completing another fix. For some weeks his client, RegSec, had been threatened by the hacktivist group Anonymous. “Justice will be swift!” had read one posting. “Prepare to be extinguished!!!” read another. Anonymous had even named their attack “Operation Desolation”. Given their track, RegSec’s management had every reason to be concerned.
RegSec, a major investment group and bank, was in the news, having just been cleared by a federal court for its part in the financial meltdown. Through their vast offshore holdings RegSec had been short-selling derivatives under suspect circumstances in the months leading up to the financial collapse. The Court of Appeals had reversed the earlier adverse verdict, ruling that the offshore entities were sufficiently independent of corporate control as to not violate United States law. There was no doubt that RegSec had engaged in unethical and contemptible conduct, amassing billions at the expense of hapless homeowners lured into overpriced houses, but legally — technically — the company had broken no law.
The flamboyant founder and principal owner of RegSec, Reginald Hinton, had celebrated the victory in typical style by flying a bevy of Las Vegas showgirls to his private Bahamas island for a party and making a series of off-the-cuff media statements.
That was when Anonymous had announced its cyberattack. Anonymous was the name given to an Internet meme that originated online in 2003. The concept was for a multitude of committed hackers to act simultaneously to form a vast anarchic, digitized, global brain trust, which would crush targets. Though primarily concerned with antidigital piracy laws, Anonymous had evolved into a broader based, international organization, if the word even applied to such a disparate group.
They’d been roundly criticized in the mainstream media, called “hackers on steroids” and even “domestic terrorists.” Unfazed and undaunted, they’d continued their assaults on select targets. Because of its aggressiveness and notoriety, Anonymous was the epitome of hacktivism, which was the general theme of this CyberCon. Jeff was going to make a presentation later in the afternoon at the conference, but a good friend from his days with the CIA was appearing in a panel discussion in — he glanced at his wristwatch again — forty-nine minutes, and if rumor was true, even Anonymous itself planned to take part in it.
Comprised primarily of teenagers, though with a number of gifted adult hackers, Anonymous lacked any central control. Proposed targets were posted online and if a sufficient number of hackers in sympathy with the operation joined in, the subsequent attack could be digitally devastating. In recent years Anonymous had successfully penetrated the United Nations’s databases, those of the Bank of America, and even the U.S. Department of Defense (DOD).
As part of its antisecurity effort the group had stolen a gigabyte of data from NATO, posting on a Twitter account “Hi NATO. Yes we haz more of your delicious data. You wonder where from? No hints, your turn. You call it war; we laugh at your battleships.” Juvenile, yes, but the group had successfully stolen highly confidential information.
Anonymous also had launched a cyber-attack on media giant Sony as part of its self-described Operation PayBack. This was done reportedly as retaliation for Sony taking legal action against the man who’d engineered the successful jailbreak of Sony’s PlayStation 3. Waves of Anonymous attacks against Sony began with a distributed denial-of-service (DDoS) attack that temporarily took offline several Sony Web sites and continued with breaches of the Sony Online Entertainment and the Sony PlayStation Network sites. This resulted in the theft of account details for over 70 million Sony customers.
In one of its most embarrassing attacks, Anonymous had secretly recorded a conference call between the FBI and Scotland Yard in which they discussed their investigation into Anonymous hackers. Anonymous then published the call on the Internet. It developed that they’d gained access by hacking the personal e-mail account of one of the intended participants and lifting the log-in information from him. Most recent, they’d accessed local and state police records, making them available online. In addition, Anonymous was commonly believed to work hand-in-glove with WikiLeaks.
For all their vaunted successes, not every operation succeeded — most in fact did not, but when highly motivated, Anonymous had proven itself capable of widespread destruction against its targets. They subjected companies to relentless probes, searching for any weakness. Once they had their foot in the door anything was possible. This could include defacing the company’s Internet Web site, stealing customer financial information, disclosing confidential management information, even looting accounts.
The RegSec CEO had tossed kerosene on the fire by publicly condemning Anonymous and demanding the Department of Justice take criminal action against the group for its efforts at intimidation against his company. He’d gone on to brag that the company’s Web site was impervious to hackers and to DDoS attacks. This had only served to increase the threats against the company and to make a concerted attack more likely.
For nearly three weeks following the court decision, Anonymous had drummed up support on the Internet by posting YouTube videos in support of its plan and spreading word through Twitter. Then they’d launched a DDoS attack, bringing on board hundreds of sympathetic volunteers in the effort.
The plan had succeeded for two hours, bringing the Web site crashing down, and that was when Jeff received a frantic call from the IT director at RegSec, hiring him to stiffen its Web site defenses in preparation for the next phase of the ongoing effort by Anonymous. That phase would involve stealing of information, then the public disclosure of it. Failing that, Anonymous would be content with simply defacing the Web site. Either would create a loss of confidence with the public and cost the company tens of millions in lost revenue, as well as drive down the stock price.
Jeff found the antics of the company CEO intolerable. He’d been sorry to see the court case dropped when he’d read about it. Exploiting corporate law loopholes for gain was not only immoral, it should be illegal. Still, in his line of work, this was a situation in which he occasionally found himself. While he had no regard for the corporation or its ostentatious founder — indeed, nothing but contempt — he was concerned for its millions of innocent customers. He couldn’t control the irresponsible behavior of the company’s founder, but now that he was on the job Jeff took keeping the site and its customers secure as a personal mission. He didn’t like failure and it was now him versus Anonymous.
By this time, he had completed most of his analysis and in the process cleaned up several problems. Prior to boarding the plane to San Diego, he’d brought other problem areas to the attention of the company’s IT director. His personal fixes had included patching the operating system and encrypting the bank’s database of customer account passwords, steps that should have been unnecessary if the bank had followed standard cyber-security hygiene. Now he was assured that the bank was logging all Internet traffic to a separate database from their front-end servers. In the event Anonymous managed to infect those servers and delete the local logs, Jeff hoped to be able to see where the attack came from and deal with it at that end.
He uploaded his final change — for now. When he had more time, he’d backtrack and be certain he’d secured the system to the best of his ability. And he’d check to confirm that the IT department had acted on his recommendations. Jeff glanced at his watch again. He just had time for a quick shower before heading to CyberCon.
He’d arrived late the previous night and only slept a few short hours as the RegSec project was so urgent. He couldn’t help but wonder why the company hadn’t hired him once Anonymous had threatened it rather than wait until after the DDoS attack. Well, too often that was the way these cases started.
He’d worked all morning, and was sorry to have missed the opening of CyberCon and in particular the morning talk and demonstration of an Android zero day vulnerability exploit. He’d been curious to see if it was one that he and his partner Daryl, also his girlfriend, had already discovered while working on a government contract for that purpose.
CyberCon was the creation of Clive Lifton, a diffident, slightly scholarly man of middle years. He owned a small but highly regarded security training and consulting company of about thirty employees. Clive ran the conference as an indirect way to advertise his company and its services to the security community. This year CyberCon was cosponsored by Combined Technologies International (CTI), a major DOD contractor. Upward of fifty of its employees were in attendance.
Clive was an old colleague and friend with whom he and Daryl frequently traded information concerning attack techniques and security gossip. He’d tried to hire them some months earlier but they’d preferred to continue working for themselves. Jeff was looking forward to seeing him again.
Showered and dressed in casual slip-ons, tan Chinos, and blue travel blazer, Jeff headed out of the hotel into the sun. He spotted the wide delivery alley he’d used earlier as a shortcut and ducked into it. There were two vans and one delivery truck busy off-loading. For a moment he caught the slightly unpleasant odor of rotting vegetables. He walked briskly the short distance to the next street, looked left, then right, before jaywalking to the hotel entrance where CyberCon was held. He’d booked too late to get a room there.
As Jeff stepped through the doors he heard a voice call his name. He looked over and there was Dillon Ritter, a well-known programmer with CTI. “Running late, aren’t you?” he said as the pair shook hands. Ritter was of average height and recently had grown overweight. He wore frameless glasses and had already lost most of his hair. Jeff had heard of his recent divorce.
“Busy. I want to catch the panel. Aren’t you on it?”
“Relax. I’ve got ten minutes. Come on. I’ll show you where.”
“Is it true Anonymous is taking part?” Jeff asked as they went to the registration desk to pick up his credentials. Several attendees, two or three from CTI, spotted Jeff and nodded their head in recognition.
“Yes, it is.” Ritter’s tone voiced his disapproval. He was well known for his hard line against hacktivism. He’d published several articles on the subject.
There were about six hundred attending this year’s CyberCon, which made it a midsized conference, one of the more intimate. There was a ring of booths around the perimeter, some with scantily clad women known as booth babes. There were two rows of booths on the floor itself as well. These were run by various computer and Internet companies, some household names while others were known only to those working in the cyber-security industry. As always, there were fresh names Jeff would want to check out.
It was ten men to every woman, as was typical at these events. Dress ran from business casual to the genuinely nerdy and was an uncannily accurate means for predicting what the wearer did. Those in the occasional suit were either with one of the traditional computer companies or were from the FBI or another law enforcement agency.
“All the talk’s about the Anonymous RegSec D-DoS,” Ritter observed. “That was something, especially after the CEO said it couldn’t happen.”
“Not the smartest of moves. So how’s Anonymous going to be here?”
“They’re putting a monitor on one of the stools. Someone representing Anonymous is supposed to participate, using Skype.”
“This should be interesting.”
Ritter shrugged. “I guess. I don’t know why they’re giving these criminals exposure. It only makes them appear legitimate.”
Jeff had thought the same thing. “You have a point.”
“When’s your talk?”
“This afternoon at three thirty.”
“Here we are,” Ritter said, and directed Jeff into a large meeting room. It was filled to overflow what with the rumored appearance of Anonymous. Love it or hate it, no one was neutral about the group, or about hacktivism for that matter.
“I’m glad I ran into you,” Ritter said, pausing at the entry to the room. “Want to grab a drink and then dinner after your session?”
“Sure, it would be good to catch up,” Jeff responded. A major reason to attend conferences such as these was to network with other members of the cyber-security community. Even if Ritter wasn’t one of Jeff’s favorites, their relationship went back many years and Jeff had been too busy leading up to the conference to set up dinner plans.
All the seats were taken so Jeff stood at the back of the room with other latecomers. He recognized the short woman to his left and nodded to her but couldn’t recall her name or where he’d last seen her. Ritter was up front now, taking his place as Clive fixed a miniature mic to his lapel. He’d be moderating this discussion himself.
There were five people taking part on the panel, seated on stools. A large monitor was sitting conspicuously in the center stool and a huge screen to the right of the stage displayed a live image of the panel. Ritter was on the end while Jeff’s friend, Janata Chacko, sat next to him. Chuck, as he was known in the West, was just shorter than average, stout, and with wild black hair. He had become a sloppy dresser since he’d left the CIA but had cleaned himself up for today as the discussion was being streamed live over the Internet.
Beside him, wearing her trademark purple plastic-framed glasses with neck lanyard, sat Agnes Capps. Approaching fifty, she’d carved a name for herself by publishing articles and books related to computer and Internet security and to government policy. Outspoken and popular with the media, she had no respect within the cyber-security community as most people believed she was faking it — she simply didn’t understand certain key issues. She was a clever writer and combative interviewer, though, which she’ parlayed into a successful career.
On the other side of Anonymous was a man in his early thirties, new to Jeff, wearing a dark suit with a neatly trimmed reddish beard. FBI, he thought at once. FBI agents were tolerated at these conferences as most attendees recognized the need for a law enforcement presence on the Internet. These cyber feds generally knew their stuff when it came to computers though they lacked the eccentricity of the committed professional hacker.
Clive opened with a few brief remarks, then introduced each of the panel participants before gesturing to the flat screen. “And from somewhere on the Internet we have a spokesperson for Anonymous. I understand he’s already with us.”
With that an image materialized from the screen, slowly resolving into a Guy Fawkes smiling mask, floating on an ebony background, which served as the public face of Anonymous.
“We are here,” the voice said. The speaker used a program to cause his voice to sound slightly disembodied. The audience tittered.
For all the novelty of the Anonymous presence, the discussion followed a predictable pattern. The man in the suit, who was in fact an FBI agent named Norm Allender, made the point repeatedly that hacktivism was an enormous and growing threat. “Because of it the day may come when the kind of open, unrestricted Internet you enjoy today will no longer exist,” he said more than once in more than one way. “What I want, what I believe we all want, is a secure, universally accessible Internet.”
Capps was pitching her latest book, Hacktivism, Twitter, and Facebook: The Age of Cyberprotest and Flash Revolutions, this time taking the position that governments constituted the greatest threat to the Internet. Whenever she repeated a detail, she’d lean forward and point a finger at the FBI agent, who took it all in with good cheer. “Hacktivism is a mere drop in the bucket compared to you. You need to be stopped,” she said, much to the amusement of the audience.
Chuck dismissed the notion that hacktivism was evil or inherently destructive. “It is a legitimate form of social protest,” he argued, to a round of applause. “They bring accountability to systems that want to evade it. Their positions, whether you agree with them or not, come from a deep sense of morality. These attacks are a form of civil protest intended to identify legitimate issues. If it wasn’t for hacktivism I can see the day Big Brother takes over.” Several booed Big Brother. “When that happens, the real Internet will only exist as an underground movement.”
“It has already begun. You should join the cause,” Anonymous intoned. “Your heart is in the right place.”
“This is absurd,” Ritter interjected. “This freak in his plastic mask has no business here. What’s he afraid of? Why not come out from behind his screen? Hacktivism is simply evil. If Anonymous has its way, nothing we do in our computers or over the Internet will be private. Chuck and Agnes here worry about Big Brother when it’s actually teenagers like this one on the monitor here who are the threat to us all!”
More boos came from the crowd, though there was a ripple of light applause. Ritter wasn’t alone in his view.
Capps returned to her book, particularly a chapter devoted to the invasive surveillance techniques reportedly employed by the FBI. “Internet providers cannot meet the requirements of your subpoenas — the technology doesn’t allow it — so they end up giving you far more information than you have a right to. Cyber agents like you use the extra data on innocent people you collect this way to create massive databases. The Fourth Amendment implications are striking yet you continue doing it. Why? Why are you at war with the American people?” She shouted this last question amid general hoots of approval.
“We are not at war with the American people,” the FBI agent said, but before he could continue Capps interrupted.
“Not at war! What about Carnivore? You’ve been trolling the Internet for decades monitoring e-mail, Twitter, text messages…anything you can get your hands on. You’ve built a customized packet sniffer that monitors all of a target user’s Internet traffic and you don’t care about any incidental data you garner from others in the process. What do you do with all that information? Tell us!”
“You are not immune,” Anonymous said. “We have penetrated law enforcement before. We will penetrate you!”
There were scattered cheers.
And so it went until Clive wrapped up the discussion to allow the panel to field questions from the audience. The woman next to Jeff shouted out, “What’s next for RegSec, Anonymous? Inquiring minds want to know!” She looked up at Jeff with a grin.
Laughter, then the voice from the monitor said, “We will crush them!” With that his image slowly faded into the background, leaving behind just a mocking, nearly hysterical laugh.
* * *
Following a quick lunch with Clive, Jeff settled in the speakers’ room, taking one of the tables and chairs made available for speakers to prep. He spent the next hour reviewing his PowerPoint slides and practicing the talk’s demos, occasionally stopping to chat with other speakers he knew who came in. He glanced at his watch and saw that it was after three, so he packed up.
After locating the room for his presentation, he walked to the front where a draped folding table about four feet high sat on a dais. Behind it was a screen. He placed his water bottle on the table, took his laptop from its bag, and connected it to the projector cable. Then he attached the wireless mic clip to his shirt and opened his PowerPoint. He was ready to go as people streamed in and took seats. Despite other conflicting presentations, there were about 250 people in the room. He smiled at Chuck when he noticed him sitting in the front row.
His talk, entitled “Statistical Analysis of Network Traffic: Finding the Needle in the Haystack,” was well attended, not just because he was popular in the cyber-security community or because he’d once worked for the CIA or even out of an interest in his topic. His role and that of Daryl Haugen in uncovering and muting an Al Qaeda cyber-attack on the West was widely rumored though it had not appeared in the traditional media.
Daryl was now his partner in their company, Red Zoya Systems LP. They were also a committed couple and living together, but she was in Oregon on a forensics case so he’d made this trip alone. He missed her very much despite her occasional text messages and phone calls.
Jeff began by trying out some new jokes, all techy so that only such an audience as this could relate and appreciate with laughter. He followed these with live demos of his log analysis tool. The tool digested massive log files pulling out discrete pieces of relevant information, typically source IP addresses, size of requests, types of requests, then applied statistical analysis to find potentially anomalous activity. Its effectiveness increased with the amount of data it analyzed.
The data he displayed showed suspicious activity on the anonymized logs from some of the clients he’d done work for. He stepped the audience through another of his own tools, which assisted him in locating anomalies in computer data and helped him focus on malware. When he finished there was a hearty round of applause, followed by a stage rush from those wanting to ask questions and to exchange business cards. If this was any taste of what it was like to be a celebrity, he wanted none of it.
Following his presentation, Jeff and Chuck went to the hotel bar for a drink. After settling in a booth, Jeff ordered a glass of white wine and Chuck asked for one of the beers they had on tap. Jeff asked what he was working on. There were several projects but the biggest was with Combined Technologies International.
“They’re remaking the company and have been contracting out a lot of work recently.” Chuck sighed, then took a drink before continuing. “I can’t say I like working for them all that much. Sometimes they make me feel as if I’m on the wrong side.”
Talk turned to Jeff’s current project, and though he couldn’t reveal his client, they discussed how he’d been hired to defend against a threat made by Anonymous. Chuck might guess he meant RegSec, but Anonymous routinely threatened any number of companies. Jeff asked, “You can’t really support the activities of Anonymous. They’ve caused enormous harm to companies who’ve done nothing wrong.”
“Yes, there’s been some of that.”
“It’s primarily a group of teenage script kiddies who get off on the anonymity and from feeling as if they’re part of something bigger than themselves. Even the adults associated with Anonymous are hardly grown-ups. Just look at how they pick targets and how foolish some of their so-called attacks are.”
“I concede all of that but without groups like Anonymous, without hacktivism, the trend on the Internet is toward some form of Big Brother; if not by the United States government, then by some international regulatory body that will have control of all the vital choke points. Surely you can see that?”
“No, I don’t,” Jeff said. “Computers and the Internet are evolving so rapidly and new technology is so often taking center stage that it’s beyond central control. The danger we face is from groups like Anonymous as they develop the ability to take down the Internet presence of any company or organization with which they disagree, as they access private records and make them public. Security is essential for the Internet to grow and all hacktivism is a threat to that.”
“Mind if I join you?”
Jeff looked up and saw it was Ritter. He moved over to make room. “We were just discussing hacktivism.”
Ritter had a double of amber liquid in his glass. He took a long pull, then said, “I was surprised to hear your views on the panel, Chuck. I’ve always taken you to be more responsible than that.” He ran a bare hand across his nearly bald head.
The two men had never much cared for one another and Jeff feared this could turn ugly.
“I think I’m taking the responsible position,” Chuck answered. “Someone has to keep everyone out there honest, you know? You can’t trust governments or Fortune 500 companies to do it. If they had their way you’d have to clear your Internet presence through a layer of bureaucracy, at great expense, and then be subject to arbitrary control by outsiders. We need to keep the Internet open, not threatened by governments.”
“And what about this threat from Anonymous against RegSec?” Ritter asked. “Surely you don’t support them there?”
Chuck gritted his teeth before answering. “What RegSec did was immoral. It helped destroy the financial lives of tens of thousands of innocent people. And why? To increase its unseemly profits. The company even took bailout money! As if they needed it, you know? Then did you read what Hinton did after the court verdict? It was like spitting in everyone’s face. And he publicly called out Anonymous. How stupid can you be? No, I have to say in this case I’m in agreement with Anonymous. Someone has to do something about RegSec. The government and courts won’t.”
“The government tried,” Jeff suggested.
“My point exactly,” Chuck said. “They tried. But companies like RegSec are above the law, you know? They pay Congress to make sure of that. The little people, we average people, get the shaft.”
Before Ritter could answer, Jeff tried changing the subject. “What have you been working on, Dillon?” He immediately regretted the question.
“We’re downsizing.” Ritter finished his drink, then waved at the waiter for a refill.
“They’re outsourcing any new work to avoid permanent hires. Congress is spending money like a drunken sailor but somehow the people I work for have managed to get none of it.”
“You’re still working, though?” Chuck asked, sounding concerned. No one liked a colleague finding himself out of work, not in this economy. They might be specialized in a growing field but hard landings were all too common.
“Me? Sure.” From a CTI colleague the previous month Jeff had heard that Ritter had failed to keep up with the latest technology. This coupled with his age would make him an unattractive hire. “I guess you two heard about my divorce? Well, it caught me by surprise. I had no idea….” His voice trailed off. “At least haven’t been laid off.” He looked directly across the table at Chuck when he said that.
Chuck took it personally. “I wasn’t laid off or let go or whatever you want to call it,” he said. “I’d had enough, you know? Tell him, Jeff. You know what the Company was like then, what it’s still like. The bureaucracy is stifling, there’s no appreciation of innovation, an utter lack of foresight, and getting ahead in your career is the number one concern the moment you reach management. I knew 9/11 was coming, so did Jeff, so did a lot of us, but no one listened. Absolutely no one!”
“Sorry if I touched a nerve,” Ritter said, holding up a defensive hand.
“I won’t pretend they weren’t happy to see me out the door, you know? But every day I’m out of it, I’m grateful. I haven’t attended a meeting since then. I don’t have bosses. Sure, being on my own has been tough, I’ll admit. I think I’ve been blackballed from my contacts. But there’s plenty of work out there if you want it. What I want, what I really want, is to see some justice at the CIA. Heads should have rolled over their incompetence. Instead, the good guys were shown the door, or went of their own accord when they saw the writing on the wall, you know?”
Ritter’s drink arrived. Both Jeff and Chuck shook off another. Ritter turned to Jeff. “How about you? Going to tell us how you saved the world?” That last part came out sounding a bit aggressive and jealous, Jeff thought.
“Nothing like that. Listen, Dillon, I’m hungry and need to get going. I’ve got work to do yet tonight so let’s have dinner here. Care to join us, Chuck?”
Chuck shook his head as he slid out of the booth and straightened up. “No. I’ll see you tomorrow, Jeff,” he said pointedly, and stomped off.
Ritter stared after him with a smirk. “Something I said?”
Dinner was typical hotel fare. As they ate, Ritter said, “I was surprised to hear just how bitter and disillusioned Chuck has become. He didn’t used to be that way.”
“He got a raw deal,” Jeff said. “He was one of the Company’s shining stars and his boss was jealous, did everything he could to push him down, shove him out the door. And he is right: no one listened when he tried to warn them about 9/11.”
Jeff changed the subject and asked more about Ritter, who said he was working on counter measures for a U.S. military project. It was winding down, however, and he wasn’t certain what he’d be doing in a few months. He made light of it though. “They’ll find something for me, they always do.” He sighed, then looked at Jeff pointedly. “Not that I wouldn’t be interested in something else if it was offered.”
Jeff didn’t take the bait. Neither he nor Daryl was looking to hire anyone and if they were, Ritter didn’t have the skill set their work required. He turned to his meal without comment.
A minute later Ritter’s cell phone rang. He looked at the screen and excused himself to take the call. He returned a moment later. “I’m really sorry, but something’s come up and I’ve got to run. This should cover my half,” he said as he dropped a couple of twenty-dollar bills on the table.
“Okay, no problem,” Jeff said. Ritter hurried out. When Jeff finished he paid the check and though he wanted to leave right away, he was pulled into a gathering of young Turks in the industry. They wanted to discuss his talk in more detail and it was half an hour before he could politely extricate himself. It was nearly ten o’clock when he finally stepped outside. He wanted to spend an hour on the RegSec project before going to bed, to double-check and see if he subconsciously hadn’t come up with something else he needed to address.
Outside, away from the background buzz of the convention, Jeff breathed in the cold, damp sea air that was drifting in from off the Pacific. He reminded himself to be certain he spent a few hours at Mission Beach before leaving, though he’d prefer to have done that with Daryl. It didn’t seem they spent that much time together even though they were technically living and working out of the same Georgetown house. One or both of them was nearly always out of town.
Well, there was nothing to do about it now. He set out across the street then ducked into the alley shortcut. As he entered, he realized it was a bit dark and hesitated. But it was a wide, short distance, with splashes of dim light, so he pressed on, his mind turning to the conversations of the evening.
He agreed with some of what Chuck argued, particularly in regard to hacktivists taking a moral stand. But Ritter had a point: hacktivism was illegal and immoral in its own right and those involved should be apprehended and prosecuted. Anonymous was comprised of criminals no matter how seemingly legitimate their complaints.
But in Jeff’s own experience, the real threat to companies came from another source altogether. They simply took cyber-security too lightly, despite their exposure to near-constant onslaughts. Jeff was convinced that some form of cyber-attack that brought a major company — a high-profile name like RegSec — to ruin was what it would take to awaken them. The situation was similar to that of the nation before 9/11. A very public disaster was what it was going to take to open eyes.
The way it was now, companies played the odds, gambling that they wouldn’t be attacked, odds that were no longer reliable. The director of the FBI had put it best when he’d said in his RSA speech, “There are two types of companies: those that have been hacked and those that will be hacked. All will be hacked multiple times.” In Jeff’s opinion, the hacks were becoming increasingly dire.
As he neared the end of the alleyway, he noticed in his peripheral vision a dark figure stepping from the shadows into the dim light next to him, wearing a long coat and a Guy Fawkes grinning mask. Jeff started to react, but the man swung an object like a bat and struck him with a glancing blow to the side of his head, knocking him to his knees. The mocking face leaned down close and whispered into his ear. “Stay away from Anonymous. Forget about RegSec. It’s evil and will be destroyed. If you help their evil, you deserve what we do to you.” The figure straightened, then struck Jeff again, this time kicking him in the stomach, knocking him to the ground.
A minute later — perhaps ten minutes later, Jeff couldn’t be certain — he pushed himself to his feet. His head was throbbing. Gingerly, he felt the side of his head and found nothing wet so he knew he’d not been cut. He brushed off his clothes, then cautiously exited the alley and entered his hotel. At the desk he reported the mugging and asked for the police. The clerks were distressed and solicitous, insisting he take a seat while one brought him a cold towel. They offered to call a doctor but Jeff declined.
A few minutes later two uniformed officers arrived. The pair took his report, asking the expected questions. One was a woman. “A Guy Fawkes mask, you say? You mean with a grinning face?”
“That’s right.”
“Does that mean anything to you?” Jeff told her about CyberCon, the panel discussion, and the RegSec project he was working on. “You think some hacker did this?” she asked incredulously.
“I’m just telling you what happened.”
They completed their report, then the other officer handed him a card with their contact information and police report number. “If you learn anything more give us a call. We’ve not heard of similar assaults in this area. I’d stay out of that alley if I were you.”
After they left, Jeff let himself into his room, feeling wobbly and weak. From his kit he took three pain pills and swallowed them. He leaned close to the mirror and parted his hair to examine the injury more closely. Still no blood but the knots were large and a nasty red.
He closed his eyes but experienced no swimming sensation, no nausea. In the end he decided he didn’t have a concussion and would simply get a good night’s sleep rather than go to the ER.
Still, he had work to do. He confirmed that his log file system was in place and his data mining tool was ready to process whatever it saw. With that assurance he crawled between the sheets and was immediately asleep.
Five hours later he was awakened by his ringing cell phone. “Look at our Web site,” the RegSec IT director said unpleasantly. “I can’t believe it. We’ll be taking it offline in a few minutes. This is a disaster, one we hired you to prevent.” He paused for effect, then said, “We’re already working on a replacement server. I’d like you to spend your time now determining how they got in. Finding that will be greatly appreciated though a bit late.”
With a sinking heart and single-minded determination to figure out how the attack had been carried out and who was behind it, Jeff hung up, then signed in and brought up the corporate Web site. What he saw was nearly as painful as the throb in his head. The site had been defaced.
Staring back at him was a large circle of olive branches backed by an image of the globe with a face on it. The face was familiar: a Guy Fawkes mask. Below was a message.
This domain has been seized by Anonymous under section #14 of the Internet.
Greetings Reginald Hinton.
Your recent attempts at using Anonymous as a means to garner press attention for yourself amuse us. How’s this for attention?
You brought this upon yourself. You’ve tried to bite at the Anonymous hand, and now the Anonymous hand is bitch-slapping you in the face. Now you’ve received the full fury of Anonymous. We award you no points.

Sophomoric, even infantile. But RegSec was a Fortune 500 company and Anonymous had done it again. And the fact that the company was so universally unpopular meant the hackers could expect sympathy for, what was at heart, a criminal act.
Jeff checked several of his favorite tech sites and found stories already posted on the defacement. He went to the bathroom and showered, gingerly feeling the side of his head again. It was tender but nothing that troubled him. His vision was clear. After brushing his teeth he took two more pain pills, then ordered a light breakfast with a large pot of coffee.
Who had attacked him in the alley? he wondered. He found it very hard to believe that a loose cyber community like Anonymous had agents on the ground willing to attack and to threaten someone like himself. Yet it seemed that was what had happened.
There was a CyberCon presentation he wanted to see that morning but the RegSec attack took precedence. For the next several hours Jeff conducted a forensic examination of the penetration. He couldn’t confirm it based on the evidence, but suspected that Anonymous had compromised the site with an SQL server injection vulnerability he had warned the IT staff about. He wouldn’t be surprised if somehow in the flurry of activity these last few days the ball had been dropped and it hadn’t been fixed. He reviewed the software configuration running on the server at the time of the compromise and confirmed his suspicion.
He called his contact at RegSec and told him what he’d learned. Work on the replacement server was nearly finished. “We’ll be back up in an hour,” he said.
Jeff decided to eat lunch in his room, then join the conference at the start of the afternoon events. This would allow him to analyze the network logs to see where the attack had originated. To do this he employed the very statistical analysis that had been the focus of his presentation the previous day. He’d primed his tool with data from the last week of RegSec’s Web logs and directed it to examine the morning’s traffic, looking for Web requests of unusual size, atypical send and receive patterns, and data that looked different from those typically transmitted to and from the site. He culled the list of potential IP addresses down to a handful and because the traffic logs were decrypted, he could see the SQL, or Structured Query Language, injection and its originating IP address.
An SQL injection was a common technique for attacking a Web site. It inputted SQL statements in a Web form to prompt a poorly designed Web site to perform operations on the database other than those intended by the designer. Often the goal was to dump the database into the hands of the attacker. It didn’t look like Anonymous had done that, but they’d managed to get their code inserted onto the server using the hole. By the time Jeff finished lunch, he’d located the hacktivist’s IP address from the noise of RegSec Web site traffic around the time it was hacked. Then he checked the address.
The Anonymous defacement had originated at the hotel where CyberCon was being held.
* * *
Global Computer News Service
The Anonymous Cyber-attack on RegSec
By Cheryl White-Brighton

NEW YORK, New York — Early today the Internet hacker group known as Anonymous defaced the Web site of controversial company RegSec. This followed a brief interruption in the company’s Internet presence earlier when it briefly succumbed to a Distributed Denial of Service attack. This defacement is the latest successful penetration of a major corporate Web site by Anonymous. “We will address whatever issues required and be up and running within hours,” RegSec said in a statement.

* * *
Just then Jeff’s cell phone rang. Daryl. It was good to hear her voice. After pleasantries, she asked what he was doing about the defacement and he told her what he’d just uncovered. Wow, from the hotel where CyberCon is taking place? It must be an attendee.”
“I agree; otherwise it’s too much of a coincidence.” Jeff considered, then immediately dismissed any thought of telling her about the personal attack on him. There was nothing she could do about it and it would just cause needless worry. “Where are you?” he asked.
“At the airport. I’ll be home later today, but probably not for long.” She told him about a request from one of their regular clients. “It’s a rush — again. I’m going to try and do it from home.”
She’ll be gone, Jeff thought with a sinking heart. There was just so much you could accomplish remotely and that was usually only after the heavy lifting on-site had already been done.
“If there was some way to get a name or some other identifiable data from behind that IP address that would tell us who did it,” Jeff thought aloud. “I was thinking of sniffing the Wi-Fi network but doubt that will show anything since any personally identifiable information, like e-mail, is going to be encrypted.”
“I’ve got an idea you might want to try,” Daryl said brightly.
“Tell me,” he said, and proceeded to listen to what she had to say.
After the call ended Jeff glanced at his watch, satisfying himself that there was enough time for the plan. He dressed, then returned to the convention center. Though it was daylight, he avoided the broad alley where he’d been attacked and instead took the longer route around the busy street corner. To his right he spotted the shipyard cranes and the more distant Imperial Beach, where he’d once spent a pleasant Sunday afternoon with his grandparents.
Daryl’s plan, he’d decided, just might do the trick since the hacker’s IP originated at the hotel. There were problems with it, however, and he’d need cooperation to pull it off. The energy level at CyberCon had leaped and the place was abuzz over the RegSec defacement. Some of the younger, grungy attendees wore bright, shiny faces and spoke with animation. Others appeared bemused by the turn of events while the traditionally attired looked sober. He approached Clive, who was sitting in the room talking with someone.
Jeff pulled him away from his conversation with an apology.
“Did you see what Anonymous did to RegSec?” Clive asked. He looked upset.
“I did. I need to speak in private with you. How well do you know the FBI agent?”
“Norm? Very well, I’d say. I’m surprised you’ve not run across him before. He’s one of the good guys.”
“Invite him to join us. And keep this quiet. It’s important.”
Ten minutes later, the trio was seated in Clive’s suite on the third floor. Clive passed out bottles of water from the minibar as Jeff began. “I was contacted by RegSec just after the DDoS attack on their Web site. They hired me to upgrade their security as they were receiving constant cyber-attacks from Anonymous. That’s what I’ve been working on and why I’ve been so absent.”
Norm nodded politely as he listened intently. It was as if he could sense that something important was about to take place. His right hand was raised to his cheek and he moved the fingers through the short hair of his beard.
“I was able to do some patching on their operating system,” Jeff continued, “and encrypted the company’s customer online account passwords database. I then set it up so I could trace any future hacking attack. Unfortunately, the company’s IT people failed to move fast enough on issues I called to their attention and the site was defaced, as you know.”
“I’m constantly amazed,” Clive said, “at how many high-profile companies fail to adequately secure their Web site and information. This is especially surprising since the CEO was so aggressive in his public statements, all but daring Anonymous to go after RegSec.”
“I agree. I’m shocked almost every day at what I learn and that’s not the half of it,” Norm said. “You should see the security shortcomings in many of the government and vendor computers.” He looked at Jeff. “Were you able to trace the IP?”
“I was, and that’s why I’ve asked to see you two.” He paused then said, “The hack originated from this hotel.” Clive and Norm both straightened in their seats. “Given that CyberCon is meeting here, I think a logical conclusion is that an attendee has done it.”
“This is bad,” Clive said. “Very bad.” If — or rather, when — word of this leaked, it would very likely negatively affect him and his company, as it would CTI.
Jeff now told them about the assault on him the previous night. Clive looked at him with concern. “Have you seen a doctor?”
“It’s not necessary. I was just stunned.”
“You know,” Norm said, “it may be that the same person who hacked the RegSec site also attacked you.”
Jeff nodded in agreement. “I think that’s likely. But what’s important now is what we do. I’ve asked to talk to you because I have a plan. If it succeeds, and I think we have a good chance of that, we can turn this into a positive.”
“You mean, catch the Anonymous hacker?” Norm said.
Jeff smiled. “That’s exactly what I mean. Catch him red-handed.” His attacker had been a man so if the hacker was the same person, then they were searching for a “he” not a “she,” unless there was an accomplice.
Jeff watched as a slow smile spread across the agent’s face. “I think I’m going to enjoy learning exactly how you intend to do that.”
By the time Jeff had finished explaining what he wanted, Norm was beaming.
A few minutes later the men went back downstairs to CyberCon, with Jeff retiring to the prep room. The hotel network CyberCon used employed Dynamic Host Configuration Protocol, or DHCP, in its computers. When attendees connected to the network they received IP addresses. That was key to what Daryl had suggested. Next, he just needed to acquire an open source trivia game Web site plug-in.
The plan was simple. Clive would offer the trivia game to attendees. Daryl thought, and Jeff agreed, that almost everyone would participate, especially as Clive was going to give prizes. Next, Jeff wrote a tool that monitored game log-ins and produced their IP addresses on the hotel Web server. If the Anonymous hacker participated in the game, the same IP address would appear and Jeff would have him.
There were some potential problems, though. For one, the hacker might not take part. Jeff thought that unlikely but he had to acknowledge it as a possibility. He would also be out of luck if the hacker had left the hotel after executing the attack and then returned since he would have a different IP. Still, he’d reasoned most attendees were staying at the conference hotel and it was unlikely many had left the premises and then come back. He’d explained the downside to Clive and Norm but in their opinion the plan had a good shot at success. In anticipation of that, Norm had called the local FBI office and summoned assistance.
Jeff called Clive and told him he was ready for him. A few minutes later the man entered the prep room and sat with him. For the next twenty minutes, he and Jeff brainstormed a number of trivia questions such as “What was the first PC virus named?” Answer: “Brain.” The process took less than half an hour.
The conference was scheduled to conclude with a keynote speech. This year the speaker was the head of security for the National Security Agency, or NSA, America’s omnibus information protection and communications intercept agency. The theme of his presentation was that cyber-security was the new theater of war and where the first, even final, shots would very likely be fired. It was a theme everyone in attendance was interested in and it would be well if not universally attended.
When the meeting room was nearly full, but a few minutes before the speaker was to begin, Jeff sat in an outside aisle seat in the middle of the room. Clive took to the public address system, and once he had the attendees’ attention he spoke. “This year,” he said, “as an added event we’re asking you all to take part in a cyber-security game of trivia before the keynote presentation. I think you’ll find it very interesting.” A few minutes earlier Jeff had uploaded the game to the conference Web site. Now Clive gave the Web address. Attendees were to log in as usual to access the game. “The user who submits the most correct answers first,” Clive added, “wins five hundred dollars and a special printed award certificate.” There were smiles all around. “Second- and third-place winners will also receive award certificates. So let’s get playing. We’ll announce the winners after the speech.”
Jeff watched the players frantically log in using their laptops, tablets, and smartphones. As they began playing he felt a thrill. In his work, he protected companies from cyber-attacks, from those whose faces he never saw. Or he cleaned up after such attacks, fixing the digital mess they’d left behind. It was rare he actually faced the hacker, saw the criminal face-to-face.
The events the year before, when he and Daryl had dampened an Al Qaeda cyber-attack on the Internet in the West, had brought him in personal contact with those who’d launched the assault. He’d nearly been killed as a result and those men died. He didn’t expect this to have the same extreme outcome, fortunately.
The game was proving to be popular, as he’d expected. From where he sat, Jeff accessed the hotel Wi-Fi to sniff about and to see if he could identify the culprit. He monitored the network, searching for traffic using the attacker’s IP address. Most of the traffic he saw was, as expected, encrypted and so did not reveal any personal information about any of the users.
He concentrated on the mail server accesses and spotted attendees from cnn.com, techmeme.com, and any number of smaller, less well-known companies. Then he saw Combined Technologies International. Sixteen of their attendees there were playing the game, no, twenty-four,…no, thirty-seven,…now more than forty.
Jeff watched all log-ins closely. Then there it was: the same IP address logging into the CTI e-mail server. The hacker wasn’t staying in another hotel and he’d not left this one. Jeff straightened and drew a deep breath as he experienced a wave of elation. Then for a fleeting moment, he wondered if it could be Dillon Ritter. The very thought struck him as impossible. There was no stronger opponent of hacktivism in the industry.
Then he thought of Chuck Chacko. He was doing contract work for CTI. Could it be possible?
No, Jeff told himself. It was surely another CTI employee, who had an ax to grind. He didn’t know all who were here but realized with a sinking heart he’d very likely know, and probably like, the Anonymous hacker. He’d have to wait to see what the Web site log file said.
Jeff looked about and realized the room was buzzing as the attendees submitted their answers and jovially taunted each other. The speech was about to begin and the room grew silent. A few moments later Clive introduced the keynote speaker to a round of applause. The NSA officer took the podium and walked the attendees through a well-crafted PowerPoint presentation. His point was simple enough: the world was at war and almost no one knew it. That had to change.
None of this was news to Jeff, and he suspected it wasn’t to nearly all of those here. It always seemed to be upper management or senior government officials who didn’t get it. They hid in the forest of the numbers, betting they’d never be targeted or that there was no reason to counterattack.
Hiding from reality had been the case with Reginald Hinton, CEO of RegSec. For all his posturing and bravado he’d run a company with no better than average security. During his forensic investigation Jeff had found all the usual failings — unpatched vulnerabilities, antivirus software not updated, firewalls turned off.
And RegSec held the most private and sensitive information a customer could give. Its Web site bragged that it employed the most sophisticated digital protections in existence. The company asked the public for its trust and Hinton had betrayed them. Anonymous had not looted any accounts — so far that had not been its style — but in such a ragtag group it was inevitable. And to Jeff’s knowledge no private records had been stolen, but Anonymous had done that in the past.
However, Anonymous wasn’t finished yet, Jeff reminded himself. It was important he catch the hacker now.
As the speaker continued, Jeff correlated the username to the attacker’s IP address. The man had simply been unable to resist. With a sinking heart Jeff made the match. He had it. He closed his laptop and looked to his right where Norm was sitting quietly, scanning the audience, glancing at Jeff every minute or two. Jeff texted him the name and watched. After a moment the agent looked at his cell phone, lifted his head, and their eyes met. He’s here in this room, Norm mouthed. I know him.
As he watched the agent exit the room, pressing his phone to his ear, no doubt moving agents outside to cover the exits, Jeff wondered how something like this could have happened. Everyone employed by CTI knew of the terrible consequences of hacker attacks. They’d been on the forefront in providing defenses against the relentless cyber-assaults they all knew originated in China against DOD contractors. They’d written and sold software expressly designed to thwart financial phishing attacks, primarily by former Eastern Bloc organized-crime syndicates. Now one of them had betrayed the very cause that employed them.
Jeff rose and walked quietly to the back of the room. He slowly scanned the audience until he’d spotted the hacker. He wondered what the man was thinking as he listened. Certainly he felt smug about what he’d done, superior to everyone else. But why the attack on Jeff personally? How much anger must the hacker feel to do that? What animus must he have for Jeff?
Jeff struggled to recall an event, something he’d done or said to create or to feed such hatred, and could come up with nothing. It was perplexing.
The speaker finally finished to a round of strong applause. His message was appreciated by the vast majority of those present. Clive took his place at the lectern. After thanking the speaker, then everyone for attending, he said, “Let me call Jeff Aiken up here to join me. He provided us with the trivia game you’ve all been playing and seem to have enjoyed so much. Come on up, Jeff!”
There was a scattering of applause as an embarrassed Jeff walked up the side of the room to join Clive on stage. “Jeff’s been watching the game for us. So…who are the winners?”
“We had six people with perfect scores, so the winners are the three who answered the fastest. Let me call them all up, then I’ll tell you who came in first,” Jeff said. “Sort of like the Miss America pageant.” To the great surprise of the gathering he announced Agnes Capps and asked her to come on stage. She wore a smug expression as she made her way to the front. With a confident bounce she moved like a younger woman than she was.
Next was Chuck Chacko, who came up less ostentatiously and quietly stood beside the woman, looking a bit self-conscious.
“And the last finalist is Dillon Ritter. Come on up, Dillon.”
Ritter joined him with a broad grin. Once all three were there, Jeff noticed Norm move along the side of the room until he was positioned at the front, ready to move. Their agreement had been that the hacker would be announced as one of the three brought to the front of the room regardless of how they scored to make the arrest easier.
“Now, Jeff, who is the overall winner?” Clive asked.
Jeff smiled and announced that Capps had just nosed out Chuck. She grinned as several booed her while others applauded deferentially. “Thanks, everyone, for playing,” Jeff told the audience.
He stood aside as Clive closed the conference by thanking the attendees for coming and the sponsors, especially CTI, for supporting it. Jeff and the three finalists stepped off the stage and Jeff overheard Norm ask Ritter to accompany him out of the room. Ritter appeared perplexed, but Norm’s firm grip on his arm guided him out one of the room’s side doors. Everyone else was busy talking as they filed out the back of the room so didn’t notice what had happened. Jeff was glad that his plan had worked, but was sad that an old colleague was guilty.
Clive said good-bye to someone and then walked over to Jeff with a smile on his face. “Great work, Jeff! Really creative of you. I texted Daryl to tell her that you’re the man of the hour.”
As he said that, a text arrived on Jeff’s phone. “I’m told you are showing off. D.”
Jeff and Clive puzzled over Ritter’s motives for a few minutes until Norm came back in the room. “Ritter wants to see you.”
“Why?” Jeff asked.
Norm shrugged. “He says if you see him he’ll come clean. With what we have we probably don’t need that but it would be good to learn what he knows about Anonymous. I’d like you to talk to him.”
Jeff agreed, then followed the FBI agent out of the meeting room. Ritter was being held in a room not far away. At the door another agent stood as sentinel. Norm ushered Jeff in and there was Ritter seated at a table with a bottle of water in his fist, flanked by two sober agents.
“You want to see me?” Jeff said.
Ritter looked terrible, like a man about to have a heart attack. He was sweating profusely and had already removed his jacket. “Sit down, Jeff. Please.” He gestured toward a chair near him.
Jeff hesitated, than sat.
“I guess…” Ritter stopped. He lifted the bottle and took a long swallow. “I guess you’re wondering why I did it.”
“Yes, and why you attacked me. It’s been on my mind ever since I realized it was you.”
“I regret that. It was foolish of me. More than foolish, it was cruel.” He paused, then continued. “I heard through the grapevine a few days ago that you’d been hired by RegSec and I just wanted to warn you away. I worried you would find me if I’d overlooked the slightest thing. I saw you walking to the conference hotel through the alley yesterday and figured you’d go back the same way. But I’d been drinking and got carried away. I wish I’d never done it.” He dropped his head.
Jeff glanced at Norm, who nodded encouragement.
“Why did you do it, Dillon? Why’d you hook up with Anonymous?”
Ritter looked at him with sudden vigor. “I had to do something! Don’t you see? We’re being smothered by Big Brother. It’s not just the government, though that’s bad enough. It’s these giant multinationals. They bleed us dry, take our personal data, then sell it. They’re arrogant! Reginald Hinton deserves what I did to him. I hope it ruins his company!”
“You’ve never talked about any of this before. You’ve always belittled anyone with these views. Are you sure that’s really it?
Ritter hesitated before answering. “I lost a big chunk of my retirement with those clowns. I’ve still not recovered and don’t ever expect to.”
“You mentioned your divorce last night and I’ve heard that things aren’t going well for you at CTI.”
“I…” Ritter stared at the table. “I guess there’s some truth in that, too. My wife…my ex-wife…It’s been too much. The lawyers…all that money…for nothing.” He finished the water. “And you’re right about CTI. They’ve been nudging me out the door for months. I’m here at my own expense, you know that? I thought maybe it could buy me some time, let me catch up.” Then he eyed Jeff significantly. “Or maybe I’d land a job elsewhere.”
“So why throw it all away?”
“I don’t know. I honestly don’t. I just don’t know what came over me. I’d contacted Anonymous, played around with the RegSec Web site, and saw the vulnerability. I kept it to myself. When I got here I was surprised to see it still unpatched. So stupid! Why are these companies so stupid! It was like an open door. When no one else with Anonymous could get in, I just…I just couldn’t resist walking through. I figured that launching the attack from the conference Wi-Fi would give me anonymity and I guess I wanted to show Anonymous how good I was, and really, prove it to myself. But RegSec deserves it, Jeff. They deserve it!” He paused, then said more quietly, “Anyway, I’m really sorry I hurt you.”
Norm placed his hand on Ritter’s shoulder. “Steady.” He looked at Jeff. “You can go. Thanks.”
Jeff rose, took a final look at Ritter, then left the room, leaving him with the FBI agents.
The day after Jeff was home, Daryl swept into their cozy house, all aglow and looking very inviting. “Did you see?” she said, after they’d kissed. See what?”
“Someone hacked Reginald Hinton’s private e-mail account, and posted some very compromising nude photos he’d sent to one of his bimbos. They’ve gone viral!”
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