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Prologue



A brief verbal exchange that purportedly took place between an American colonel and a North Vietnamese colonel in 1975 during the negotiations that ended the Vietnam War illustrates the importance of good military strategy. The American colonel, Harry G. Summers Jr., said: “You know you never defeated us on the battlefield.” His North Vietnamese counterpart, Colonel Tu, paused a moment, then replied: “That may be so, but it is also irrelevant.”

This exchange is often cited—perhaps too often—to highlight shortcomings in U.S. strategic thinking during the Vietnam War. Winning wars is not just a matter of winning battles. One needs a military strategy capable of making one’s victories count. The United States spent valuable resources winning many of the key battles in the Vietnam conflict only to lose the war, and the assumptions underpinning U.S. military strategy were partly to blame.

No military strategy can guarantee victory, but an inappropriate one all but ensures failure. Even if a decisive success is beyond one’s grasp, a suitable military strategy can increase the odds of a favorable outcome. Military strategy is relevant to any type of conflict, or use of force. Novel technologies, such as nuclear weapons or cyberspace, have brought new possibilities and constraints into being, but they have not diminished the importance of having a good strategy.
 






 


Chapter 1





What is military strategy?




Military strategy is the practice of reducing an adversary’s physical capacity and willingness to fight, and continuing to do so until one’s aim is achieved. It takes place in wartime as well as peacetime, and may involve using force, directly or indirectly, as a threat. Reducing an opponent’s capacity and willingness to fight is always a relative matter; one can achieve it by building a quantitative or qualitative superiority in military power well before hostilities might commence.

Although historically people have defined military strategy, or strategy, in various ways, the principal task of the strategist has remained virtually the same. Simply put, that task consists in countering the strengths and exploiting the weaknesses of an opponent in ways that make accomplishing one’s purpose ever more likely. In practice, strategy comes down to out-positioning one’s rivals, not just militarily, but also diplomatically and, if possible, economically and culturally, even before the first clash of arms and often well after hostilities have ceased. This is true whether the struggle is global or local in scope and whether it involves the highest or least of stakes.

Regardless of scope, scale, or aim, military strategy begins with appreciating the strengths and weaknesses of an adversary as they relate to one’s own, and to what one wants. It often requires 
 
 revising one’s aims and improvising one’s courses of action as the struggle progresses. It ends when one party, or the other, has had enough, or literally can do no more.



Classifying military strategy


History’s military strategists have described their practice in diverse but informative ways. The ancient Chinese military thinker Sun Tzu discussed strategy in terms of gaining material and moral advantages such that a battle is won before it is fought. Others, such as Antoine-Henri de Jomini, a Swiss military theorist and erstwhile member of Napoleon’s staff, referred to it as “making war on the map,” that is, maneuvering for positional advantages. The nineteenth-century Prussian military writer Carl von Clausewitz drew a sharp distinction between tactics and strategy: he defined the former is the use of armed forces to win engagements; the latter is the “use of engagements to achieve the purpose of the war.” Other German military leaders, such as Count Helmuth von Moltke, the chief of the general staff of the Prussian army in the nineteenth century, portrayed strategy as opportunely adapting to war’s changing circumstances until victory is achieved. By comparison, the twentieth-century British military critic Sir Basil Liddell Hart defined strategy as “the art of distributing and applying military means to fulfill the ends of policy.” On the other hand, the eminent British scholar Lawrence Freedman suggests strategy may well be the art of generating power.

Some modern historians refer to strategy as a long-term vision and stress its attendant need for planning and decision making. Contemporary strategic theorists such as Colin Gray represent it metaphorically, as a bridge linking political aims and military means, while historian Hew Strachan prefers to underscore the importance of strategic dialogue in reconciling what is desired with what can be done. Still others characterize strategy as the intellectual architecture that gives structure and coherence to one’s efforts in wartime or peacetime.


 
 Definitions of strategy are indeed many, and experts sometimes muddle the difference between military strategy and strategy in general. Yet, these various definitions are not necessarily unhelpful or contradictory. Each, in fact, refracts strategy through a specific historical and political lens or context, but each also captures recurring themes and activities inseparable from the practice of strategy. Not surprisingly, that practice has evolved with the conduct war. Jomini’s definition of strategy, for instance, deviated little from what the Renaissance political and military writer Niccolò Machiavelli referred to centuries earlier as the art of war. Indeed, the terms strategy
 and art
 or conduct
 of war have been nearly synonymous at times. Nonetheless, from Hannibal’s war against Rome to Vladimir Putin’s aggression in Ukraine, the practice of military strategy has always come down to finding ways to weaken an adversary’s material capacity and willingness to fight with respect to one’s aims.

To throw sharper relief on the characteristics of military strategy, we can compare it to what some experts call grand strategy. Military strategy refers to the “business,” or concern, of the general, a phrase long associated with the eighth-century Greek word strategía
 , which, in turn, captures the spirit of two older Greek terms: streate¯gike episteme
 (generals’ knowledge) and strate¯go¯n sophia
 (generals’ wisdom). Strategía
 was thus a combination of objective knowledge and subjective skill. By comparison, grand strategy can be thought of as the “concern of the head of state” of which the general’s business is but one aspect.

Both grand strategists and military strategists endeavor to out-position rival powers irrespective of whether one’s goal is offensive or defensive in nature. Grand strategists normally do so by building alliances and coalitions, or by securing treaties and agreements aimed at increasing or preserving one’s power relative to one’s rivals. Military commanders make use of the material and psychological advantages made available through such partnerships and agreements to develop specific military 
 
 strategies. Grand strategists weigh the potential costs of an impending armed conflict against its expected benefits, and they attempt to set conditions that will minimize the former and maximize the latter. They also balance concurrent military commitments against long-term interests, and they set priorities accordingly. Military strategists, then, work to achieve success without allowing costs to exceed benefits, or permitting short-term interests to compromise longer range ones.

Ideally, a military strategy should be formulated within the parameters established by a grand strategy so the objectives and priorities of each can be rationalized. However, both levels of strategy function more or less as “open systems,” with players and variables changing frequently. As a consequence, military strategy sometimes drives grand strategy or simply operates independently of it. This situation can occur even when military strategy and grand strategy are embodied in the same person, as was the case with Napoleon. Such arrangements can offer benefits with respect to unity of effort, but they can also bring serious disadvantages by overburdening a single decision maker. At other times, military strategy might be hampered by an indecisive grand strategy. Carthage’s council of elders, for instance, remained divided between landed interests, which wanted to acquire territories in Africa, and maritime interests, which sought to increase Carthage’s influence in the Mediterranean Sea. This division ultimately undercut Carthage’s political will and determination in its series of wars against Rome.

In today’s defense literature, the term grand strategy
 can refer to alliance or coalition strategy or to national strategy (or national security strategy). Alliance or coalition strategies identify objectives and courses of action for multinational partnerships such as the North Atlantic Treaty Organization (NATO). National strategy sets forth goals to be achieved by the sum of a party’s power: its diplomatic, economic, military, and informational 
 
 resources. For example, the West’s grand strategy of “containment” during the Cold War served both as an alliance strategy for NATO and as a national security strategy for the United States.

Military strategy’s equivalent in contemporary defense literature is national military strategy, and it may include any number of supporting strategies for individual regions or theaters. A national military strategy describes how a state will use its military power in pursuit of its policy goals. A regional or theater strategy specifies how military resources are to be used to achieve objectives within a given geographic area. The national military strategies supporting containment, for instance, included deterrence in central Europe and on the Korean Peninsula, as well as several types of coercive strategies carried out in the Middle East and Latin America. Military strategy is thus frequently nested or tiered, particularly when the endeavor is a global one and multiple parties are involved.



Crafting military strategy


Modern defense analysts often divide military strategy (and grand strategy) into three essential components: ends
 (objectives) + ways
 (courses of action) + means
 (resources). This model was advanced by Arthur F. Lykke Jr., an engineer by training, who taught a generation of military professionals in the United States. Ends or objectives may include intimidating, deterring, persuading, coercing, punishing, subduing, or conquering an adversary. Ways are essentially types of military strategy, or combinations of them. Means equate to military power. An example of how these components fit together is NATO’s military strategy in central Europe: its objective (end
 ) was to deter an attack by the Warsaw Pact, and it was accomplished by maintaining formidable defensive postures (way
 ) involving nuclear weapons and a combination of conventional and special forces (means
 ).


 
 Some analysts add the element of risk to Lykke’s equation. A good strategy is said to be one in which all three components (ends, ways, and means) are in balance, that is, the means are sufficient to accomplish the ends through the designated ways. The basic rationale for balance is it reduces risk. However, military commanders tend to view risk differently from heads of state, and it is important to understand why. Commanders define risk as the likelihood a mission might fail: high risk means high probability of failure. They usually try to reduce risk by increasing resources in some way. In contrast, heads of state view risk as a function of the political capital they might have to invest, or have already invested. Put simply, political capital is the trust and confidence the public has in its leadership. As the commitment of resources (lives and treasure) increases, so too does the risk to political capital. Accordingly, political leaders prefer to keep the resources they commit to a military action, especially human lives, as low as possible.

Today, representing strategy as ends + ways + means + risk is common in defense circles. It offers policymakers and military personnel a basic framework for discussing the particulars of a strategy, especially whether the resources are adequate for the desired ends. However, no scientific method exists for determining how much military power is enough, or when balance is achieved. The answer depends largely on the professional judgment of military commanders, and on what domestic conditions will allow in terms of the expenditure of fiscal resources and political capital. In truth, balance, like beauty, is in the eye of the beholder.

In fact, the Lykke equation or structure provides little more than a starting point for planning. One could use it to build a bridge or any complex edifice, for instance. What distinguishes a strategy from a plan is the nature of the environment and the presence of an adversary or a rival. If the environment is competitive and an adversary is present, one needs a strategy; otherwise, a plan will suffice.
 




Practicing military strategy


Experts have long debated whether military strategy is an art or a science, and they will probably continue to do so for ages to come. Today’s military strategists would do better to think of it as a practice; it combines the objective knowledge of science (insofar as it can be objective) with the subjective knowledge (or skill) associated with an art. The practice of military strategy, or any type or level of strategy for that matter, can be thought of as applying technical knowledge, or an understanding of what is possible, and social intelligence, or a sense of what is likely as regards human behavior, to achieve one’s aim. Put differently, the ends-ways-means-risk equation assumes one has an appreciation for military power, what it can and cannot do, and an understanding of some of the fundamental types of military strategy and how they can be linked to form operations and campaigns to achieve what one wants.

Military power can be defined as the ability to perform specific combat missions in a given situation. For example, a force consisting of nuclear submarines and cruise missiles would offer little useful military power in a situation calling for counterinsurgency techniques. Likewise, a well-equipped but poorly trained militia might offer little in the way of genuine military power against a similarly equipped, but better trained, regular force.

Like all forms of power, military power is inherently multidimensional. It is typically categorized as land power, sea power, air power (or aerospace power), and informational and (more recently) cyber power. Land power is the ability of one’s ground forces to exert control over centers of authority and influence, which are usually based on land. Sea power can be thought of as the ability to control maritime lines of communication and commerce, and to project military forces ashore. Aerospace power typically refers to two domains, air 
 
 and space (to orbital distances) and the ability to operate within and project force from them. Informational power has come to include what was once referred to as propaganda and psychological warfare but has now evolved into the much larger category of strategic communications. Information can magnify, or in some cases dampen, the repercussive effects of physical force, and it can also help cultivate useful impressions among targeted audiences. Cyber power is the ability to operate with relative security within cyberspace, and it is usually associated with the ability to facilitate or impede the flow of information or code.

Military power can be augmented by what analysts call principles of war or principles of operations. These principles are sometimes characterized as timeless and universal, but they are not necessarily either. Although they can offer advantages to one party or the other, the extent to which they do so is driven largely by the situation. The following nine principles appear most frequently in professional military literature: (1) objective
 , defining the goal and ensuring every military action contributes toward achieving it; (2) maneuver
 , gaining positional advantage; (3) surprise
 , attacking one’s foe in an unexpected manner; (4) mass
 , concentrating military power to achieve superiority; and its converse (5) economy of force
 , ensuring secondary efforts receive only as much force as necessary; ( 6) offensive
 , gaining the initiative or the temporal upper-hand; (7) security
 , ensuring one’s forces are well protected; (8) simplicity
 , avoiding complicated schemes and communications; and (9) unity of command
 , placing the direction of the war under a single political-military authority to avoid conflicting interests.

The elements of military power are interdependent, and combining them usually enhances the potency of each. Airpower, for instance, can make some of the tasks armies and navies must accomplish that much easier; armies and navies, in turn, can provide the staying power that air forces lack. Also, military power is rarely used in isolation. It is normally employed in conjunction 
 
 with some degree of diplomatic, informational, and economic or financial power. Military leaders might not exercise direct control over all these elements in democratic societies, but that is not necessarily the case in other societies. In any event, strategists must understand how these elements work individually and in combination with others.

There are many types of military strategy. Among the most common historically are annihilation, dislocation, attrition, exhaustion, coercion, deterrence, terror and terrorism, and decapitation and targeted killing. Each is worth exploring further.

Annihilation and dislocation represent the “ideal outcome” in military strategy: a swift victory with as few friendly casualties and economic costs as possible. These strategies often work hand-in-glove, and therefore they can be difficult to distinguish from one another in practice. However, the key difference is annihilation seeks to reduce an adversary’s physical capacity to fight, usually in a single battle or “lightning” campaign; on the other hand, dislocation endeavors to reduce an opponent’s willingness to fight by causing confusion or disorientation through an unexpected maneuver or the use of surprise. Both can employ operational maneuvers, such as double or single envelopments or increased tempo.

Attrition and exhaustion are the polar opposites of annihilation and dislocation. Attrition means reducing an adversary’s physical capacity to fight; exhaustion amounts to wearing down the opponent’s willingness to do so. Again, a close relationship exists between the two, which can make them difficult to distinguish in practice. Nevertheless, the basic difference is that attrition assumes an opponent’s willingness to resist is strong and will not break until its physical capacity to do so is eliminated. Conversely, exhaustion assumes a party’s willingness to resist is weak and can be broken well before its physical capacity to do so is destroyed. Unlike annihilation and dislocation, these strategies accept that 
 
 the process of defeating an opponent may take considerable time. Hence, they are less than ideal for most societies because they put an enormous and prolonged strain on one’s own material capacity and morale. Nonetheless, they are important because many strategies devolve into one or the other of these two, and thus it is not always possible to avoid them. As some experts maintain, attrition and exhaustion represent the most fundamental, if also the most brutal, of military strategies, and all other types may well be but variations of these two.

Coercion and deterrence are two basic military strategies that occur not just in wartime but also in peacetime. In fact, if war breaks out it can mean the peacetime form of one or both of these strategies has failed. Coercion simply means compelling adversaries to do something, while deterrence is dissuading opponents from doing something. Together, these strategies constitute the fundamental dynamic driving most peacetime and wartime situations, at the highest echelons of diplomacy as well as the lowest levels of tactics. Interestingly, very little of the vast literature concerning these two strategies treats them as a single, but linked, dynamic. From the standpoint of military strategy, it is rarely sufficient to compel one’s foes to do something; usually one must also deter them from doing something else. Counterterrorism and counterinsurgency campaigns, for instance, are contemporary examples of this dynamic at work: the aim is to neutralize hostile terrorist groups or insurgents, but to do so in ways that do not add to their recruitment efforts.

Strategies of terror and terrorism endeavor to succeed by leveraging fear. Strategies of terror include the aerial bombing of a hostile party’s vital centers so as to cause its population to demand peace. Terrorism has many varieties, but in general it endeavors to compel a change in a party’s behavior by instilling fear either through selective targeting or through mass targeting of noncombatants. Both terror and terrorism have decidedly coercive aspects, but each also has a deterrent capacity because each can 
 
 bring about a desire not to act. Whether terrorism constitutes a strategy or a tactic is still a matter of debate for some scholars. However, recent research suggests using terror tactics over a prolonged period of time to shape the public’s perceptions and to change its behavior equates to a strategy.

The use of decapitation and targeted killing has increased markedly since the beginning of the twenty-first century, particularly with the widespread production of remotely piloted vehicles or drones. Decapitation and targeted killing derive from dislocation and attrition, respectively. Decapitation is the attempt to paralyze or collapse a group by removing its leadership. Targeted killing is the systematic elimination of an organization’s members, whether these individuals occupy key positions or belong to the rank and file. Both strategies are controversial due to questions regarding how effective and ethical they truly are.

The emergence of cyberspace illustrates how a virtually ubiquitous technology may alter the execution of military strategy. The futurist and visionary Ray Kurzweil declared in 2003, “The twenty-first century will see about a thousand times greater technological change than its predecessor.” Even if his prediction is only an approximation of what kinds of innovations might lie ahead, it underscores the point that technological change can be both vast and profound.

Technology is vital to the practice of military strategy because it speaks to one’s means. The means obviously influence the ways, or what one can do. In any assessment it is essential to ask how particular technologies might influence one’s ability to out-position one’s rivals. Biotechnology and nanotechnology are two emerging fields that will surely alter the practice of strategy; however, cyberspace has already done so. Today’s strategists need to worry less about whether there is such a thing as “cyber war,” which experts continue to debate, and more about how to achieve and maintain cyber power and how to leverage it to augment military strategy.


 
 Practicing military strategy successfully frequently requires dividing the conflict into phases or campaigns, the sum of which should culminate in achieving the war’s purpose. In practicing military strategy, we might design a battle of encirclement and annihilation as part of a campaign of dislocation, which, in turn, might contribute to an overall strategy of attrition or exhaustion designed to coerce our opponent into agreeing to our terms. The art or business of the general, in other words, has as much to do with understanding how each of these strategies works individually as well as how they might be combined for best effect.





 


Chapter 2





Annihilation and dislocation




As Sun Tzu once said, “Victory is the main object in war. If this is long delayed, weapons are blunted and morale depressed”. For this reason, most parties want to win quickly. The military strategies of annihilation and dislocation are classic ways of doing that. Annihilation strategies aim to do so by severely reducing or eliminating an opponent’s material strength through one or two major battles. Such battles usually entail encircling an adversary’s military force or enveloping its flanks. Some examples, discussed in more detail below, include Hannibal’s victory over the Romans on the plains of Cannae in 216 bce
 , Napoleon’s defeat of the Austrians and Russians in 1805 and the Prussians in 1806, and the American destruction of Spanish flotillas at Manila Bay and Santiago Bay in 1898, which has long been hailed as the quintessential battle of encirclement and annihilation. Notable twentieth-century generals, such as Erwin Rommel and Norman Schwartzkopf, are known to have compared some of their own victories to Cannae. However, Cannae also represents the classic pitfall of winning battles only to lose wars since Rome eventually overcame its staggering losses and finally defeated Carthage fourteen years later at the battle of Zama.

Whereas annihilation strategies seek to win by destroying an opponent’s physical capacity to resist, dislocation strategies endeavor to achieve victory through an unexpected maneuver that achieves 
 
 surprise and knocks an adversary off balance psychologically. A classic case of dislocation, described in more detail below, is Hitler’s so-called blitzkrieg campaign against France in 1940. The Germans did not have better technology than the French or British; nor were they necessarily better led. However, they managed to achieve surprise by attacking through the Ardennes Forest, which many considered impassable for motorized formations, and then to strike that part of the Allied lines least prepared for it.

Neither annihilation nor dislocation necessitates massive bloodletting or complete destruction. Sometimes destruction is unnecessary because the shock effect created by encircling or unhinging an adversary’s formations leads to surrender in great numbers. Each of these strategies usually requires military forces trained well enough, and led effectively enough, to execute complex maneuvers. As Sun Tzu said centuries ago, “Both advantage and danger are inherent in maneuver.” A course of action that promises great advantage usually entails great risk as well.



Annihilation


The battle of Cannae is the classic example of annihilation through a double envelopment. Most military professionals are familiar with it, and many academies and staff colleges include it in their courses on tactics and strategy. Nonetheless, the battle’s popularity is, in many respects, unfortunate because Cannae did not decide the war in favor of Carthage. Hannibal’s army (50,000) confronted a larger Roman force (80,000) under Caius Terentius Varro, which was formed up on a frontage too narrow for its numbers. Hannibal took advantage of this error by inviting attack in the center, where he positioned his light infantry (mostly Gauls), while his veteran-heavy infantry (mostly Africans) formed up in columns along the flanks.

Varro accommodated Hannibal by attacking in the center and succeeded in putting his head into the noose the Carthaginian 
 
 
 
 commander had prepared. Hannibal’s light infantry fell back as the Roman formations advanced. The Carthaginian heavy infantry then closed on the Romans from the wings, while its cavalry, which had driven off its Roman counterpart, attacked the rear, completing the encirclement.
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1.
 During the battle of Cannae, Hannibal deploys his troops in a manner that invites the impetuous Roman general Varro to launch a frontal attack; Hannibal’s center then retreats, drawing the legions in deeper while the Carthaginian heavy infantry and cavalry attack the wings and close the trap. Cannae represents the classic strategy of annihilation through a battle of encirclement.





The legions were too disorganized and confined within too small a space to form coherent battle lines, and the fighting thus quickly became one-sided to the benefit of the Carthaginians. At the end of the day, Roman losses numbered some 50,000 dead, with another 20,000 captured. Approximately 10,000 managed to break out of the encirclement and flee the area with Varro. Hannibal lost nearly 6,000 dead, or about 12 percent of his army, and an unknown number of wounded. It was a costly victory, but one the Carthaginian general evidently expected would bring Rome to the negotiating table. By this time, Hannibal had been fighting Rome for nearly two years, and he had killed or wounded some 100,000 legionnaires, more than 10 percent of Rome’s male population of military age.

Contrary to Hannibal’s expectations, the victory at Cannae, devastating as it was, did not lead Rome to surrender. Historical evidence, scant though it may be, suggests Hannibal did not aim to destroy Rome but merely to reduce its power and influence, while at the same time restoring the prestige and influence that Carthage had lost in the first Punic War (264–241 bce
 ). Historians believe two concessions would have satisfied Hannibal: an indemnity from Rome and the return of some of Carthage’s Mediterranean islands, namely Corsica and Sicily. Yet the Roman senate voted not to negotiate, perhaps fearing Hannibal’s terms would prove as harsh as their own usually were, or believing Roman losses, which had been severe indeed, had to be avenged.

Either way, Hannibal’s assumptions regarding what it would take to subdue Rome proved wrong. To be sure, the battle did not win the war, but to say there was little strategic effect is misleading. The victory at Cannae clearly put Hannibal in a better strategic 
 
 position than he had been beforehand. Several Greek colonies and Italian city-states defected immediately to the Carthaginian cause, giving Hannibal bases from which to operate and supply his troops. Although he was also obliged to defend those bases, they created a situation of rough strategic parity that enabled Hannibal to add troops to his army at about the same rate the Romans could raise new legions.

Hannibal’s victory at Cannae clearly did not bring about the result he desired. However, it did place Carthage in a better position strategically for the next phase of the war, which involved a protracted struggle for influence with each side endeavoring to attract allies. Certainly, Hannibal’s initial military strategy rested on an incorrect assumption about his opponent, and he lacked an appealing alternative in the event it proved false. Nonetheless, his error—the “Hannibalic fallacy,” as it is called—lay less in failing to use his victory to full effect, as critics such as the Roman historian Livy later claimed, but rather in expecting his enemy to act in a certain way, the way belligerents had traditionally behaved after a defeat of such magnitude. In any case, Carthage’s failure to win the war was due more to the ambivalence of its grand strategy, which remained fatally divided between landed interests, favoring expansion into Africa, and maritime interests, desiring greater influence along the Mediterranean basin.

A case where a strategy of envelopment and annihilation did win the war is Napoleon’s Ulm campaign. It was carried out in the autumn of 1805 against Austrian general Karl Mack von Leiberich. Facing an armed conflict against an Austrian and Russian coalition, Napoleon decided to take the offensive and to attack the former while the latter were still several weeks away. He sent 40,000 troops across the Rhine River near Strasbourg to fix the attention of the Austrians, while the remainder of his army (160,000) marched eastward and southward, crossing the Danube between Ingolstadt and Münster, to come at the Austrians from behind (la manoeuvre sur les derrières
 ).
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2.
 Napoleon feigns a major frontal attack across the Rhine River between Freiburg and Baden to fix General Mack’s attention, but then swings the bulk of his army against the Austrians’ weakly defended right flank and rear areas. The Ulm campaign illustrates a battle of annihilation on a grand scale.






 
 This maneuver severed General Mack’s lines of communication with Vienna and caused a great deal of confusion for the Austrian high command. Mack attempted to break out of the encirclement several times, but he failed in each attempt. He finally surrendered on October 20, 1805, along with 27,000 of his troops; another 30,000 more followed suit shortly thereafter. The envelopment of the Austrian army led to its swift annihilation and bought Napoleon enough time to regroup and prepare for the Russian army (now 85,000 strong), which he soundly defeated at the battle of Austerlitz on December 2, 1805. The victories at Ulm and Austerlitz shattered the Austrian and Russian armies, but they did not result in a durable peace for the French. Again, this was more a failure of grand strategy than military strategy. Napoleon’s genius lay more with the latter than the former.


 
 The French victory in the Ulm campaign was due not only to Napoleon’s superior generalship, but also to the misjudgments of the “unfortunate General Mack,” as he was to refer to himself in the aftermath. Mack’s misfortune resulted in part from directing his army based on rumors rather than confirmed intelligence; he drew unwarranted conclusions from hasty and incomplete reports, even allowing himself to be deluded at one point that the French were in full retreat. Napoleon’s true intentions remained a mystery to him until it was too late. Mack also lacked a clear sense of the whereabouts of his Russian allies. In addition, Napoleon had a more effective military instrument with which to work. The French army was simply better trained and better led than its Austrian counterpart. It was eminently capable of executing the type of complex maneuver Napoleon had conceived; on the contrary, it is unlikely Mack’s army could have done the same had the situation been reversed.

Superior generalship and training are not the only factors that enable one to execute a strategy of annihilation. A severe imbalance in military technology also can increase the odds disproportionately in favor of one side or the other. Such an imbalance was evident in the naval battles between the American and Spanish fleets at Manila Bay, the Philippines, on May 1, 1898, and at Santiago Bay, Cuba, on July 3, 1898. The Spanish flotilla at Manila Bay numbered some forty vessels, but none qualified as a modern warship. The U.S. Asiatic Squadron (seven warships) had little difficulty annihilating the Spanish, despite being outnumbered and confronted by coastal batteries and underwater mines. The faster American ships were able to make several devastating runs at the Spanish fleet, while evading most of its return fire. Likewise, on July 3, a modern U.S. fleet easily destroyed a Spanish flotilla (four cruisers and two destroyers) as it attempted to escape from Santiago Bay. Intangibles such as bravery and skill are always difficult to weigh and may have been about equal on each side, but the technological superiority of the American vessels was clearly evident and proved decisive. 
 
 However, even in this case, the swift annihilation of the bulk of its naval power did not compel the opposing party to sue for peace. Instead, Madrid agreed to terms only after land forces seized Manila and Santiago.



Dislocation


The paradigmatic example of dislocation is perhaps what famously (and incorrectly) became known as “blitzkrieg,” or lightning war, during the Second World War. While no official blitzkrieg doctrine actually existed, the German army at the time did have an established theoretical and practical preference for a war of movement (Bewegungskrieg
 ) rather than a war of position (Stellungskrieg
 ). In the 1920s, the German army consciously decided the static, positional warfare of the First World War was an aberration, a situation to be avoided in the future. It decided, instead, to return to the principles that had brought victory in the campaigns against France in 1870–1871. Chief among these principles was the idea of relentless forward movement—an unremitting battle, or Schlacht ohne Morgen
 (literally, battle without morning). Once a breakthrough was achieved, the object of a war of movement was to keep an enemy force off balance by constantly moving and attacking so as to retain the initiative and prevent one’s opponent from reestablishing a firm defensive line.

However, a war of movement required reliable means of communication between air and ground formations, forward and rear elements, operational and logistical commands, and higher and lower headquarters. Commanders had to be able to take the initiative and to act without orders (but within the framework of the overall scheme of maneuver) whenever communications broke down, as they invariably would. Logistics, in turn, had to be geared to supporting a high tempo of operations, even if that meant forgoing broad advances in favor of narrow penetrations. The concept of battles of encirclement and annihilation blended easily with the fundamental principles of a war of movement. 
 
 As some analysts and war correspondents at the time observed, the technique of blitzkrieg was based more on the principle of surprise than overwhelming force.

Indeed, the Wehrmacht’s early triumphs came from using force in ways opponents did not expect, and for which they were therefore ill-prepared. The fall of France in the spring of 1940 is perhaps the quintessential illustration of this principle. The main thrust of the German attack occurred through the Ardennes Forest, which was considered impassable for large mechanized formations and thus only lightly guarded. As a result, the German advance reached the English Channel ten days after the attack began and severed the lines of communication and supply for several hundred thousand French, British, and Belgian troops. Hours after the German spearheads had reached the coast, Premier Paul Reynaud told the French senate, “Our classic conception of war has come up against a new conception.” It was a concept that involved “massive use of heavy armored divisions and cooperation between them and airplanes, but also the creation of disorder in the enemy’s rear by parachute raids and by false news and orders by telephone to the civil authorities.” Reynaud then added, “Of all the tasks which confront us the most important is clear thinking. We must think of the new type of warfare we are facing and take immediate decisions.” By stressing the need for “clear thinking” to deal with a “new” type of warfare, Reynaud’s speech betrayed how pronounced and widespread the sense of dislocation had become within the French high command.

One explanation of the German success credits it to the relative swiftness of the Wehrmacht’s command structure and operational responsiveness, which seemed better able to adapt to the fluid situations created by maneuver warfare than its French counterpart. This advantage has been referred to as “getting inside an opponent’s decision cycle,” a phrase that borrows freely from the theories of American fighter pilot and military theorist John R. Boyd. Boyd was trained as a fighter pilot and served in the 
 
 
 
 Korean War, but he apparently never engaged enemy aircraft in combat. Although his later theories drew from various disciplines and aimed at a comprehensive understanding of winning and losing in war, he is most frequently associated with the “OODA” loop, which stands for Observe, Orient, Decide, Act; it basically describes the decision cycle of a fighter pilot in combat: observe the situation, orient on the enemy, decide which course of action to take, and execute it.
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3.
 The German attack into France during the Second World War disoriented the Allied armies and cut most of their lines of communication and supply by striking from an unexpected direction—through the “impassable” Ardennes Forest. The Ardennes campaign is a definitive example of a strategy of dislocation.
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4.
 Boyd’s OODA loop is meant to capture the basic thought processes behind human action: One observes something happening, orients toward it, decides what to do about it, and then acts. Being able to complete this cycle faster than one’s opponent gives one an advantage.





In Boyd’s view, this decision cycle could be applied to all levels and all types of war (or competitive endeavors, such as business), and the side with a command structure capable of completing this cycle faster than its rival would have a distinct advantage. Ultimately, the party with the more cumbersome command structure would find itself issuing orders for situations that no longer existed. Its actions would, in other words, become progressively irrelevant. Some historians believe this irrelevance is what happened to the French command in 1940; by the time it reacted to German movements, it was too late.

Boyd’s OODA loop was enthusiastically embraced by maneuver theorists during the 1970s and 1980s, and it partially underpinned the popular maneuver doctrine of the Cold War era called AirLand 
 
 Battle. This doctrine served as the bedrock for NATO defense policy, and it provided the framework for the coalition victory in Desert Storm (1990–1991). These principles harkened back to the tried-and-true precepts of maneuver, but they also allowed for the destructive power of modern weaponry and the ability to synchronize fire and movement throughout the depth of the battle area.

The Achilles’ heel of Hitler’s so-called blitzkrieg wars became abundantly clear during his invasion of the Soviet Union in the summer of 1941. Although massive battles of encirclement occurred, and they netted more than one million Soviet prisoners and destroyed thousands of Red Army armored vehicles, the enormous distances covered by the German armies caused the troops and machines to wear down. Moreover, even when encircled some Soviet units fought doggedly rather than surrendering, which delayed the advance of follow-on German formations and replicated the conditions of a war of attrition. Large gaps grew between the panzer spearheads and their supporting foot-borne infantry, whose task it was to reduce the encircled pockets. In truth, the Wehrmacht never possessed the level of mechanization or motorization necessary for such an undertaking. Germany’s logistical system, geared more for short, sharp offensives, could not keep pace with the incessant demand for troops and material caused by warfare on the vast Russian steppes.

Strategies of annihilation and dislocation apply most readily to conventional wars. In unconventional conflicts the foe is often too dispersed for an annihilating battle or a dislocating maneuver to take place. Indeed, one of the main objectives of irregular fighters is to avoid being drawn into decisive battles; as Henry Kissinger once wrote, a “conventional army loses if it does not win. The guerrilla wins if he does not lose.” Nonetheless, annihilation is not unknown in irregular wars. The Romans put down many revolts swiftly and ruthlessly, though such measures were not always 
 
 successful. The same uneven pattern is noticeable in the U.S. army’s campaigns against Native Americans in the second half of the nineteenth century. The key to success appeared to be to act quickly to isolate an uprising before it could gather momentum and spread, which usually required co-opting or apprehending rebel leaders and their followers while simultaneously restricting or destroying their logistical wherewithal. Mere acts of reprisal alone, as the Romans (and virtually every army since) discovered, often proved counterproductive. Nevertheless, extending olive branches without a supporting display of force was sometimes interpreted as weakness, and it usually encouraged opponents to hold out for a better deal, or to escalate their attacks.



Dislocation and the “indirect approach”


In 1941, the British military critic and theorist Sir B. H. Liddell Hart published a book titled The Strategy of the Indirect Approach
 , in which he endeavored to coin a distinct type of military strategy. The basic idea of the indirect approach is to avoid engaging opponents head-on, in ways they would expect; instead, the goal is to try to dislocate or surprise them by striking in unexpected (hence, indirect) ways. As he explained: “Throughout the ages, effective results in war have rarely been attained unless the approach has had such indirectness as to ensure the opponent’s unreadiness to meet it. The indirectness has usually been physical, and always psychological. In strategy, the longest way round is often the shortest way home.”

Accordingly, the indirect approach, which the author sometimes reduced to the expression “lure and trap,” could be used offensively or defensively. On the defensive, one could use an elastic defense, or calculated withdrawal, to lure opponents into areas where the trap, or counterattack, could be sprung. On the offensive, one could advance to seize areas “upsetting” to one’s opponents and thereby inducing them to maneuver themselves into the trap. Liddell Hart’s theory of the indirect approach drew from two 
 
 maxims: direct attacks against strong enemies are never justified; and opponents must be knocked off balance, not by the attack itself, but before it commences. These maxims could be found in most of the military literature published since the late nineteenth century, which appreciated the destructive power of modern weaponry and sought ways to avoid or neutralize it. They were also underscored by Liddell Hart’s personal experiences on the Western Front during the First World War, particularly during the battle of the Somme in 1916. The truth is, direct attacks are sometimes necessary and are, therefore, justifiable, if undesirable. Moreover, whether a foe actually will be knocked off balance, and for how long, is difficult to predict. Dislocation is usually temporary or felt only at the higher levels of command.

To illustrate his theory, Liddell Hart claimed to have drawn examples from the whole of history, from wars of antiquity to the modern era. He took pains to explain not only when and why the indirect approach succeeded, but also why direct measures fell short. In each case he tried to show how the degree of indirectness corresponded to the degree of victory: the greater the psychological surprise and dislocation, the greater the victory. Such was his argument regarding Hannibal’s indirect route over the Alps, and the subsequent battles of annihilation waged by the Carthaginians at Ticinus, Trebia, and Cannae. He said the same about the Roman general Scipio’s campaigns in Spain and North Africa leading to the battle of Zama in 202 bce
 . Liddell Hart described Napoleon’s victories at Ulm and Austerlitz in 1805 as subtle variations of “lure and trap” maneuvers. He also claimed Ulysses S. Grant’s capture of Vicksburg in 1863 and William T. Sherman’s campaigns in Georgia in 1864 were instances of the indirect approach applied to “the enemy’s economic and moral rear,” and that it was this approach which ultimately proved decisive in the American Civil War. In short, his argument became circular: every important success in the history of war was due to some application of the indirect approach—thus, the indirect approach is the surest way to achieve important successes in war.


 
 Despite Liddell Hart’s efforts to prove otherwise, history is replete with cases in which avoiding the direct approach ended in disaster or disappointment. Two such examples, both strongly advocated by Winston Churchill, were the aborted Dardanelles campaign during the First World War and the invasion of the Italian Peninsula by Allied forces in the Second World War. The Dardanelles strait connected the Aegean Sea and the Sea of Marmara; a successful landing and campaign there, it was supposed, would threaten Constantinople. Capturing the city might, in turn, knock Turkey out of the war, while also opening a sea lane to southern Russia. In Liddell Hart’s view, “While the Dardanelles move was a direct approach to Turkey, it was an indirect approach to the main Turkish armies then engaged in the Caucasus, and, on the higher level, an indirect approach to the Central Powers as a whole.” However, the campaign was a disaster, bogging down due to excessive optimism in the high command, poor planning, inadequate reconnaissance, and insufficient logistics; it involved some 500,000 British, French, Australian, New Zealand, and Indian troops, of whom more than half became casualties. Liddell Hart had basically explained away the failure as one of execution rather than of conception.

The Italian campaign (1943–1945) was intended as an attack against the “soft underbelly” of Hitler’s Fortress Europe. Liddell Hart described it as a success overall because of the diversion of military strength it forced upon the Third Reich. However, subsequent research has thrown doubt on that conclusion due to the rugged nature of the terrain on the peninsula, which favored the defender and slowed the advance of the Allies, increasing their costs in troops and material. The Allies suffered some 320,000 casualties, compared with 430,000 losses incurred by the Axis. The underbelly of the Italian Peninsula proved anything but soft. More to the point, the burden of the war was still being carried by the Soviets on the Eastern Front, who were applying the direct approach with relentless and brutal effectiveness. By late 1943, the Germans were losing approximately one army division per day 
 
 (13,000 troops) on the Eastern Front. Their losses for the entire Italian campaign were roughly equivalent to one month’s fighting on the Eastern Front. Put differently, Hitler could have fought holding actions like the one in Italy for a prolonged period of time.

Over time, Liddell Hart augmented his theory with additional historical illustrations, but its core ideas remained unchanged. To add illustrative weight, he borrowed several aphorisms from the Chinese military philosopher Sun Tzu and incorporated them into the later editions of Strategy
 . Aphorisms such as “All warfare is based on deception” are often seen as the counterpoise to the alleged Western preference for confronting an opponent’s main strength directly; such references seemed to lend credence to the indirect approach. However, even a brief survey of Western wars shows an abundant use of deceptions and ruses. Liddell Hart essentially pruned and grafted history to fit his theory, which can be reduced to avoiding the most obvious path to one’s aim. Any competent military strategist would prefer to take an opponent by surprise whenever possible. For these reasons, the indirect approach does not actually amount to a distinct military strategy. It can, however, augment other strategies, especially annihilation or dislocation, by increasing their odds of success through the use of unexpected measures.

In sum, annihilation and dislocation can be considered high-risk, high-reward strategies. They hold out the promise of a short war, but they usually require a qualitative or quantitative advantage in military power. They can prove effective against a numerically superior foe, but the maneuvers they are likely to require would prove more complex, and thus entail greater risk. Friction or chance could derail such maneuvers. During the German advance into France in 1940, French reconnaissance flights and Belgian cavalry troops reported considerable enemy motorized and armored formations on the move in the Ardennes Forest. Had Allied air power responded to those reports, it might have wreaked havoc on the lengthy panzer columns inching their way 
 
 along the forest’s narrow roads and the battle for France would have had a very different outcome.

Perhaps the greatest risk, however, lies in assuming a major military victory will prove decisive, and thus end the war in one’s favor. That assumption might prove correct, if political and cultural conditions are conducive. The shock and humiliation of a swift defeat on the battlefield can induce a government to sue for peace or it can inspire fear and greater resolve. Such resolve might manifest itself as a strategy of attrition or exhaustion, which, in turn, would exploit the vulnerability of a party that must fight a short war.





 


Chapter 3





Attrition and exhaustion




In early January 1943, just thirteen months after the United States was drawn into the Second World War, President Franklin D. Roosevelt told the U.S. Congress: “We set as a primary task in the war of the Pacific a day-by-day and week-by-week and month-by-month destruction of more Japanese war materials than Japanese industry could replace.” The military strategy Roosevelt had described to Congress, and that ultimately brought victory to the Allies, was one of attrition. The Allies could afford to pursue such a strategy due to their overwhelming economic and industrial might compared with that of the Axis powers. Simply put, a strategy of attrition aims to win by grinding down an opponent’s material strength.

A complement to a strategy of attrition is a strategy of exhaustion, which is wearing down a foe’s willingness to fight. Often the two go hand in hand; destroying a party’s material strength also can lead to a decline in its willingness to fight. However, sometimes an adversary can be brought to the point of exhaustion by continuing to resist and thereby making the war seem endless or pointless. Vietnamese leader Ho Chi Minh used a strategy of exhaustion to make the French occupation of Indochina too painful for them. On the eve of the first Indochina War (1946–1954), Ho boldly warned a French general, though ten Vietnamese will die for every Frenchman killed, the French will 
 
 tire of the struggle first. With a new French republic struggling to establish itself and to rebuild its economy after the Second World War, the timing was right for Ho’s strategy of exhaustion, and his warning proved prophetic. In brief, a strategy of exhaustion endeavors either to make an adversary grow weary of the struggle or to make victory seem impossible. Both strategies can mean lengthy wars, which, in turn, can impose heavy burdens on one’s population and economy. Hence, they are not always culturally acceptable or economically practical. However, when they are, they can provide effective counters to strategies of annihilation and dislocation, both of which seek to win quickly. Attrition and exhaustion are often said to form the basis of all other military strategies, and there is some truth to this claim. In fact, every military strategy involves wearing down an adversary’s material or psychological strength, or at least threatening to do so. Also, attrition or exhaustion are what typically results when other strategies fail.

The strategy of the Allies in the Second World War is a modern model of attrition. That strategy involved a combination of land, air, and sea campaigns to destroy the military might of the Axis powers faster than it could be replaced, concurrent with the Allies’ advance on their capitals. Rome’s Fabius Maximus, appropriately nicknamed “Cunctator” (Delayer), used a strategy of exhaustion—known at the time as “hitting the enemy army in the stomach”—to weaken Hannibal’s forces logistically. George Washington, referred to by prominent historians as the “American Fabius,” also used a form of exhaustion in the American War of Independence to wear down British resolve.



Attrition


Attrition is perhaps the most straightforward of military strategies. In its simplest form it means destroying an opponent’s forces faster than they can be replaced, while at the same time ensuring one’s own rate of loss remains bearable. Military 
 
 experts have long agreed a party’s willingness to fight and its physical ability to do so are closely linked. The former is considered the most important. Nevertheless, it can be difficult to discern when a party’s willingness to fight has actually been broken; it might have experienced a drop in morale that will be only short-lived. Thus, some military strategists prefer courses of action aimed at eliminating a foe’s physical capacity to fight, in other words, a strategy of attrition. If a party can be deprived of its weaponry, the conflict can become easier to manage, even if that party refuses to concede. Attrition does not require a favorable rate of exchange for every engagement, only on average.

It is worth noting that attrition occurs naturally in war whether or not one’s formations are actually involved in combat. Material and personnel losses take place routinely, indeed, almost daily, even in peacetime, though usually not at a rate as high as in wartime. Weapons and troops are lost not only through combat, but also due to accidents or operational wear and tear. In a single month during the Battle of Britain, the Fighter Command of the Royal Air Force (RAF) lost a third of its aircraft to a combination of friendly fire and accidents. As some historians noted, Fighter Command’s losses through accidents alone would have been enough to bring about its demise by the end of 1940, but for a steady flow of replacements.

Likewise, from 1941 to 1942 the Japanese military reported 40 percent of its aircraft losses were caused by direct combat, while the remaining 60 percent were the result of training or transportation-related causes, such as accidents, sabotage, or the interdiction of transport. The basic operational lifespan for combat aircraft was three months, four months for tanks, and five months for artillery. For instance, the Soviet Red Army had to replace about 20 percent of its heavy equipment on a monthly basis simply due to operational wear and tear.


 
 Militaries also routinely lose personnel through noncombat causes such as disease, desertion, or expiration of enlistments. Historically, disease has eroded the fighting strength of armies or navies much faster than direct combat. Whether the cause is enemy action or routine consumption, militaries must replace their losses to preserve combat power. That requirement, in turn, makes maintaining their lines of supply critical. In its simplest terms, combat power is a subset of military power; it is the ability to perform in battle, and it is a function of numbers and proficiency, that is, quantity and quality. Replacing raw numbers lost in battle, while necessary, is never sufficient. Replacements usually do not immediately restore combat proficiency, since recruits need time to learn how to perform their tasks to the level of seasoned veterans. This fact was clearly demonstrated during the battle for the Philippine Sea in June 1944, when U.S. aircrews shot down their Japanese counterparts at a ratio of 5 to 1 largely because the former had more experience, better training, and a slight technological edge.

An increase in raw numbers can actually conceal a real decline in combat power. By January 1944, for instance, the Third Reich had lost nearly 4.2 million combat troops; however, it had conscripted enough replacements to boast of having almost 9.5 million personnel under arms. Yet, the ages of many conscripts fell outside the optimum range for military service (18 to 25); many others were involuntarily impressed into service with the Wehrmacht from Nazi-occupied territories, which meant their motivation was not high. Also, by this point in the war, German units were often understaffed in terms of experienced officers and noncommissioned officers (some having been promoted to fill vacancies at higher levels), which, in turn, impaired combat performance and led to higher casualty rates.

What’s more, not all losses are equal. Neutralizing command centers can degrade combat power faster than destroying tanks and aircraft. During the Battle of Britain, the potential loss of 
 
 radar (radio detection and ranging) stations—the “eyes and ears” of the RAF’s Fighter Command—would have proved more hurtful than that of aircraft and pilots. Radar was not necessarily the “war winner” most postwar myths made it out to be, but it performed a critical service in an integrated system of air defense. Without its “eyes and ears,” Fighter Command could not have concentrated its resources as efficiently as it did to counter the Luftwaffe’s attacks. A loss in efficiency—especially in terms of managing fuel consumption and aircraft and pilot fatigue—would have resulted in a serious drop in effectiveness.

By 1944, German casualties in experienced pilots proved more damaging than losses in aircraft since more time was needed to train the former than to manufacture the latter. The shortage of trained pilots made the Luftwaffe’s task of providing air cover for land and naval operations increasingly difficult, which, in turn, meant still higher casualty rates for the units conducting those operations. In short, casualties in certain capabilities and functions can lead to far-reaching second- and third-order effects and result in a precipitous drop in effectiveness. To replace their heavy losses at the front after 1943, for instance, the Germans had to draw more and more personnel from their labor force, replacing them with slave labor in some cases, which, in turn, adversely affected production.

The straightforward character of attrition suggests it can be reduced to a few simple equations. Perhaps the two most common of these belong to the British engineer and inventor Frederick Lanchester. At the height of the First World War, Lanchester developed two mathematical “power laws” or equations: the “linear law,” which he said applied to classical warfare, and the “square law,” which pertained to modern warfare. In classical warfare, Lanchester reasoned, each combatant typically fought only one opponent at a time, hence the linear law; whereas in modern warfare, crew-served weapons, such as machine guns, tanks, planes, and artillery, made it 
 
 possible for combatants to engage multiple opponents simultaneously, hence the square law. Lanchester’s laws proved useful in the world of war gaming and in mapping branches and sequels for contingency planning. However, they were based too heavily on quantitative factors to serve as a reliable predictor of combat outcomes. Chance and qualitative factors, such as skill and morale, were too difficult to account for except by random distribution.

When the attack on the United States took place on December 7, 1941, Japan had 10 capital ships, 10 aircraft carriers, 38 cruisers, 112 destroyers, and 65 submarines. Against these, the United States and its allies had some 10 capital ships, 3 aircraft carriers, 44 cruisers, 93 destroyers, and 71 submarines. Of these, 5 U.S. capital ships, 3 cruisers, and 3 destroyers were either destroyed or heavily damaged at Pearl Harbor. Thus, that attack gave Japan a superiority of 2 to 1 in capital ships, 3 to 1 in aircraft carriers, but only roughly 1 to 1 in other categories. However, at the time, the United States had under construction a further 15 capital ships, 11 aircraft carriers, 54 cruisers, 191 destroyers, and 73 submarines. Production rates were subsequently accelerated for these vessels. As a result, U.S. admiral Harold R. Stark’s remarks to the Japanese ambassador in 1941 would prove correct:


While you may have your initial successes due to timing and surprise, the time will come when you will have your losses, but there will be this great difference. You will not only be unable to make up your losses but will grow weaker as time goes on; while on the other hand we will not only make up our losses but will grow stronger as time goes on. It is inevitable that we shall crush you before we are through with you.



Indeed, by war’s end, the Allies had collectively out-produced the Axis by 3 to 1 in aircraft; 4 to 1 in tanks and self-propelled artillery; 7 to 1 in artillery pieces (mostly Soviet); and 2.5 to 1 in warships.



48,000 U.S. planes to 27,000 Axis aircraft; 25,000 U.S. tanks and self-propelled artillery to 11,000 Axis; and two U.S. warships for every one produced by the Axis. British and Soviet output extended the margin even further, adding 49,000 aircraft, 33,000 tanks, and 84 warships.

[Murray and Millett, “Table 2: Major Weapons Produced by Allied and Axis Powers,” War to Be Won
 , 252]






 
 For their part, the Japanese had anticipated the Allies would rebound materially. As Admiral Yamamoto said, “In the first six to twelve months of a war with the United States and Britain, I will run wild and win victory after victory … after that I have no expectations of success.” However, the Japanese also had concluded that waiting for American and British military power in the Pacific to eclipse that of Japan was not an option; hence, the attack on Pearl Harbor constituted a desperate attempt to intimidate American leaders or, failing that, to weaken U.S. military power enough to give Tokyo time to conquer resource-rich islands, such as Borneo and Java, and to establish a formidable defensive perimeter. Japanese leaders estimated they had sufficient combat power to hold that perimeter, or at least to make advancing against it prohibitively costly for the Allies. Obviously, they had egregiously miscalculated.

While attrition is straightforward, carrying it out is not necessarily so. The strategy of the Allies in the Second World War was complex and multilayered. Manufacturing vast quantities of military hardware, mobilizing millions of personnel, and disrupting the production of Axis combat power and its flow to the front lines accounted for only a portion of the Allies’ strategy of attrition. From the standpoint of practical execution, the strategy also required containing Axis advances, then progressively closing the ring ever tighter around Italy, Germany, and Japan. That meant coordinating the planning 
 
 and timing of campaigns to ensure Axis forces were always fighting at a disadvantage, and that their shortfalls would grow increasingly worse with time. The vast territory the Axis powers had conquered became a double-edged sword because they lacked the resources to hold it, and their attempts to relocate reserves to crisis areas left them exposed to greater transportation-related attrition as well as the ravages of Allied air power. With a smaller area to defend, the Axis might have had better odds of inflicting prohibitive casualties on the Allies and possibly arriving at terms short of unconditional surrender. As it was, the aim of unconditional surrender was announced after the Casablanca Conference in early 1943; however, it is not clear whether it actually inspired German and Japanese troops to fight harder.



Exhaustion


Exhaustion can be thought of as a form of psychological attrition. It hits emotional or intangible factors such as morale and public confidence. Although such factors are by definition difficult to measure, they relate to whether an opponent believes further military action is likely to improve the prospects of victory. An adversary’s political parties are likely to have conflicting views over how much a given war aim is worth, and that tension can sometimes be exploited. Exhaustion can manifest itself as quietly as a head of state’s decision to withdraw from a conflict prematurely or as broadly as an increase in antiwar protests and a substantial drop in public confidence. Loss of public support for a war will likely have more to do with perception than reality, and it can occur even as one’s military presence in a theater is growing and the situation in the combat zone is improving. U.S. forces in Vietnam gradually increased from 200,000 troops at the end of 1965 to more than 500,000 by 1968. However, American support for the war steadily declined over the same period, dropping precipitously after the Communist Tet offensive in early 1968, even though the Communists were defeated.



In August 1965, a Gallup poll asked Americans whether direct involvement in the Vietnam War was a mistake: 61 percent answered no; however, this figure decreased to 49 percent by May 1966 and then to 44 percent by October 1967. By the end of that year, only 39 percent of Americans approved of the handling of the Vietnam conflict. This figure dropped to 26 percent after the Tet Offensive in early 1968.

[Gallup Poll conducted August 27, 1965, to November 13, 2000, http://institution.gallup.com
 .]






 
 Exhaustion can leverage all the advantages of the defense. As military theorist Carl von Clausewitz observed, the attacker’s task is inherently more difficult than the defender’s. The defender need merely to survive and to make the attacker grow weary of the struggle, while the attacker must subdue the defender. Thus, a strategy of exhaustion suits the basic nature of defense. When the tide turned in the Second World War, the Axis powers were essentially waging a war of exhaustion. If they could manage to win enough battles and inflict enough casualties, they might have prolonged the conflict and undermined the morale of the Allies. Prolonging the war also might have allowed time for Germany to improve its so-called Wunderwaffe
 (wonder weapons), such as the V-1 and V-2 rockets and Me 262 jet aircraft. However, the growing material superiority and increasing operational skill of Allied forces denied the Axis the victories it needed; Allied ground offensives deprived Germany of the time it required to produce its miracle weapons in numbers sufficient to turn the tide. Furthermore, the leaders of the Axis had miscalculated the resolve of the Allies, whom they saw as racially and psychologically inferior, and their frequent use of terror to weaken that resolve generally produced the opposite effect.

A strategy of exhaustion can take several forms. Among the most frequent are blockades, sieges, “scorched earth” policies that destroy 
 
 land an attacker might use, or almost any approach, including guerrilla warfare, that typically involves trading space for time or avoiding decisive battles until one is ready. Blockades have been defined in various ways, and they can be used for purposes ranging from a quarantine against select items of contraband to cutting a party’s overseas or overland communications. Those blockades designed to starve or undermine an adversary’s civilian and military populations by reducing imports of food and other essentials are typical of a strategy of exhaustion. The object 
 
 of a blockade is usually twofold: to reduce a party’s ability to produce war materials and to bring its population to its knees by increasing the pain it must endure.


[image: image]

5.
 German marines on patrol in Suda Bay enforce the Great Powers’ blockade of Crete in 1897. Europe’s Great Powers had imposed the blockade to prevent Greece from reinforcing a Cretan uprising against Turkish rule.





An example is the Royal Navy’s blockade of Germany during the First World War, also known as the “Hunger Blockade.” Historians debate how many Germans might have died from starvation as a result of it, but most estimates exceed 750,000 people. The blockade reduced German imports by more than 50 percent and cut off supplies of coal and fertilizer materials critical for agricultural production as well as vital food staples such as dairy products, grain, and potatoes. The Germans tried to compensate with Ersatz
 (substitute) food products such as composite bread and powdered milk, but these were greatly inferior in nutritional value. The low calorie count and lack of nutrition in German diets led to higher rates of disorders such as tuberculosis and dysentery. This type of blockade is also a form of economic warfare, and it can require months or even years to generate results. It is essentially a large-scale siege. Blockades can be used in wartime or peacetime, further illustrating how military strategy is not confined to situations in which the parties involved are in a state of overt war.

As alluded to above, a siege is like a cordon or naval blockade, but on a smaller scale. It usually is employed against a city or fortress too strong for the attacker to take outright. During the Second World War, Hitler ordered his divisions to besiege Leningrad (now St. Petersburg) rather than take it by storm because he thought an assault would be too costly. The siege that resulted lasted nearly 900 days from September 8, 1941, to January 27, 1944. More than 600,000 Russians are believed to have perished during it, though some estimates are closer to 1,000,000, in attempting to account for the tens of thousands of people who died but were never reported to authorities. Not only were food supplies cut, but also coal stores were depleted as the winter of 1941 approached, freezing pipes and denying fresh water to the 
 
 residents of the city. Despite extreme levels of starvation and other privations, the city held until Russian forces liberated it in 1944.

In contrast, Dien Bien Phu (1954), a small outpost along the border between Laos and Vietnam, was a completely different kind of siege. In March and April 1954, nearly 40,000 Vietminh forces under General Vo Nguyen Giap systematically encircled some 13,000 French troops occupying the outpost. Nonetheless, French general Christian de la Croix de Castries believed he could keep his forces supplied by air, and he also saw the encirclement less as a danger than an opportunity since it brought his enemy within range of his artillery. However, French resupply efforts fell short in the face of relentless Vietminh assaults, and the defense of Dien Bien Phu collapsed on May 7, 1954, marking one of the most humiliating defeats in French military history. Hunger and disease are usually the attacker’s allies during a siege, but in the case of Dien Bien Phu it was more a matter of combat systems and munitions. Such “allies” can prove fickle, nevertheless, and may bring ruin to any besieging force that is not prepared properly.

A “scorched earth” policy is the proverbial sword that cuts both ways. The Russians employed such policies successfully against their two major invaders of the modern era, Napoleon in 1812 and Hitler in 1941. Napoleon’s Grande Armée had its own supply system, but it gained a large portion of what it needed by foraging the countryside through which it passed—taking crops, livestock, and water from the farms and villages it passed. Thus, Tsar Alexander’s policy of scorched earth removed or destroyed much of what Napoleon’s army needed to subsist on and exacerbated his supply problems. Stalin’s scorched earth policy was a source of frustration for Hitler’s army, which had not prepared adequately for the logistical challenges it would face traversing the vast distances of Russia or for the fierce Russian winter. A strategy of scorched earth also can have an offensive aspect, as Union general William T. Sherman demonstrated in his march on Atlanta (1864). His aim was to make the South, and Georgia in particular, feel the 
 
 “hard hand of war” for seceding. His troops attempted to do this by looting crops and livestock, destroying railroads, and burning buildings; it was a combination of economic and psychological warfare that undermined Southern morale, increasing the economic hardships Southerners faced and showing that the Confederate army could not protect the home front. As always, civilians suffer most when such strategies are pursued, and they suffer by the hands of their own leaders perhaps more than those of the invaders. That is perhaps the chief disadvantage of a scorched-earth policy or a war of exhaustion in general.

Examples of guerrilla-style warfare include ambush and raiding, as carried out by General Nathanael Greene and Admiral John Paul Jones in the American War of Independence, Mao Zedong in the Chinese Civil War, and Ho Chi Minh the First and Second Indochina Wars. Other instances include the use of force in a more conventional sense, as Frederick the Great did in the Seven Years’ War or as George Washington did in the American War of Independence. Of course, any of these methods might be combined as the situation requires.

Greene’s tactics were essentially those of ambush, raiding, and sabotage; these were carried out both to frustrate the British and to influence local public opinion. Gaining influence was doubly important because historical evidence suggests only one-third of the American population at the time supported going to war against the British Crown, while one third remained loyal, and the remaining third was reluctant to commit to either. A psychological campaign was thus crucial to maintaining support for the Revolution and to winning over the uncommitted third. Greene’s forces made use of the existing system of mills, the economic centers of the eighteenth century, to replenish their provisions and, whenever possible, deny replenishment to the British.

George Washington has been referred to as the “American Fabius,” and even Greene described Washington’s strategy as seeking to 
 
 skirmish rather than to seek a decisive battle. However, unlike Fabius, Washington did engage in major battles against his more skilled foe; thus, he took far greater risks than did the Roman general. Washington was sometimes forced to offer battle because Congress urged him to do so in the naïve hope victory could be achieved in one swift engagement or because the British had maneuvered him into a tight position. At other times, he seems to have sought it as a matter of preference. His army initially consisted largely of militia and short-term volunteers, who lacked the discipline and training to go head to head with the British. Nonetheless, they could inflict considerable losses under the right conditions, and every British casualty was many times more difficult to replace than an American one. Thus, the necessary ingredients were present for Washington to inflict both physical and psychological harm on the British, as long as he could keep his army from being destroyed or dissolving from loss of heart.

Victories, even on a small scale, can be important for their psychological value. Victories strengthen resolve, offer proof of military prowess, and help attract allies and other forms of external support. This was as true for Washington’s army as it was for Mao’s revolutionary forces in the Chinese Civil War and for Ho Chi Minh’s guerrillas, though the latter two also made liberal use of terror tactics as well as aggressive “strategic messaging” to control civilian populations.

Attrition and exhaustion remain the Achilles’ heels of annihilation and dislocation. The latter strategies seek quick decisions; the former turn that aim into a vulnerability by prolonging the conflict. Attrition works best when used against materially weaker foes; exhaustion can help inferior powers outlast materially stronger ones, even when they are using attrition. However, one must have the requisite political and cultural patience to employ these strategies. Some political causes, such as “national liberation,” are more tolerant of prolonged military campaigns and high casualties than others. The West’s cultural sensitivity 
 
 to casualties has varied historically. Whatever the reason, sensitivity to casualties can make either type of strategy infeasible. Some military experts eschew such strategies for their lack of imagination and typically high costs, but they can be very effective in breaking an opponent. Moreover, one may have to consider resorting to attrition or exhaustion if one’s initial plans fail.

Attrition requires appropriate metrics for keeping track of how much of an opponent’s combat power has been destroyed compared to how much is being produced; with exhaustion such physical measures are less important, but gauging the morale and confidence of an adversary is critical to sound decision making. Unfortunately, even with modern sensors and information technologies, it is difficult to assess battle damage accurately. Combatants often go to great lengths to conceal the extent of the harm done to them. Damaged vehicles and equipment will be repaired; dead or wounded soldiers will be buried or removed to prevent an accurate count of personnel losses. One of the most egregious examples of casualty inflation is the “body-count syndrome” of the Vietnam War. American leadership made body counts an important criterion for measuring success in Vietnam, which encouraged commanders to inflate their reports of enemy casualties, which, in turn, led to inaccurate assessments of progress and unrealistic expectations. In fact, as several military critics noted, in some cases, on-the-ground assessments were not conducted at all: in 1968, for instance, only 13.5 percent of B-52 strikes were followed by on-the-ground evaluations.

Likewise, both British and German reports of aircraft shot down during the Battle of Britain in 1940 were inflated nearly twofold. (The RAF claimed roughly 2,700 kills, but the Luftwaffe’s actual losses were closer to 1,700. The Luftwaffe claimed 3,200 kills, but RAF losses were nearer to 1,600.) Fortunately for the British, they overestimated the strength of the Luftwaffe at the beginning of the campaign, whereas the 
 
 Germans had underestimated the initial strength of the Royal Air Force. Hence, as the battle progressed the Luftwaffe thought it was closer to breaking the RAF than it actually was and, as a result, took greater risks. With respect to the progress of the war overall, the Allies overcame ambiguities in their statistical measures partly by maintaining relentless pressure on the Axis via conventional land campaigns. They were able to measure progress in terms of not only hardware destroyed or personnel casualties inflicted, but also by the advance of their forces over Axis-held territory. That variable for measuring progress was not available in the Vietnam conflict; other measures, such as counting numbers of villages freed and of South Vietnamese forces trained, were often tentative at best.

Attrition and exhaustion require time to work, and any interval of time affords one’s opponent an opportunity to develop countermeasures, whether those take the form of new resources, stronger allies, or better strategic techniques. In the Second World War, the Allies needed time to build combat power; but they had to do so before some members among them, namely, the Soviet Union and China, were driven to surrender, or the Axis itself simply grew too strong. Even after the tide of the war turned in favor of the Allies, the Third Reich continued to search for superior tanks, aircraft, and rockets capable of making the war too costly for the Allies.

In effect, the relentless Allied advance deprived the Axis of territories from which it could draw valuable manpower and other resources. It also put unremitting pressure on the Axis leadership, causing it to commit newly outfitted replacement formations prematurely, or in suboptimal ways. The Axis powers simply lacked sufficient resources to enable them to overcome such pressures and to recover from their blunders. Fortunately for the Allies, the material superiority they enjoyed enabled them to recover from most of their strategic errors. One such error was the invasion of mainland Italy in 1943, which, according to many 
 
 observers, had seemed a good idea at the time due to the collapse of Italy’s Fascist party and the promise of more airfields for Allied planes. But the Italian campaign proved difficult and costly.

Of course, geography and terrain also can influence the odds of success for either attrition or exhaustion. The U.S. military found it difficult to apply a strategy of attrition during the Vietnam conflict not only because the NVA (North Vietnamese Army) and Viet Cong took advantage of the thick jungle vegetation to conceal their movements, but also because the “political” geography of the region afforded them safe havens in Cambodia and Laos to which they could withdraw to rearm and reconstitute. Likewise, Pakistan became something of a safe haven for al Qaeda and Taliban forces during Operation Enduring Freedom in Afghanistan. Had the physical and political geographies of Vietnam and Afghanistan been similar to that of the Korean Peninsula, where a defensible demilitarized zone could be established, a strategy of attrition in conjunction with “clear-hold-and-build” operations might have succeeded against the opponents’ strategies of exhaustion.

Employing strategies of attrition or exhaustion generally will require taking the following considerations into account. First, one needs to assess how one’s resolve compares to that of one’s opponent with respect to the stakes at hand. Second, one must determine the degree to which material strength alone could prove decisive. Third, one has to evaluate how physical and political geographies in the region will affect the implementation of either strategy. Any kind of military strategy involves costs in human lives, but strategies of attrition and exhaustion differ in that political and military leaders deliberately decide to accept the potentially high costs in human lives.





 


Chapter 4





Deterrence and coercion




The Roman military writer Vegetius once composed an axiom as ironic as it is memorable: “If you desire peace, prepare for war.” To ensure peace, in other words, we must prepare for its opposite. Vegetius’s axiom is surely a warning based on a realist’s view of human nature. However, it also underscores the core principle of deterrence: to discourage aggression, we must appear strong enough to defeat an attack, or at least to make it too costly to be worthwhile. To be sure, preparing for war is not necessarily the best way to secure peace. Arming ourselves can inspire fear and mistrust among our neighbors and possibly lead to a preemptive strike, in effect causing what we sought to avoid. On the other hand, if we appear weak or unprepared for war we might invite aggression. The line between deterring an attack and provoking one is a thin one indeed. By way of illustration, in 1912 France and Russia had begun to outpace Germany in the arms race then under way; that fact added to Germany’s growing sense of insecurity, and it contributed to Berlin’s decision to go to war in 1914 rather than to allow the military situation to deteriorate further.

We can discuss the military strategies of deterrence and coercion (or compellence) together because one is in effect the inverse of the other. Deterrence is commonly defined as making people decide not
 to do something, such as launch an attack. Coercion is 
 
 usually understood to mean compelling people to do
 something, such as withdraw their military forces. Deterring or dissuading someone from doing something usually requires taking one or more coercive actions. Similarly, coercing someone into doing something typically means carrying out more than a few deterrent activities.

Both of these military strategies fall within the category of reducing an opponent’s willingness to fight rather than its material capacity to do so. However, each strategy can achieve that aim by creating a material imbalance short of going to war, either by eliminating some of an adversary’s capabilities or by producing more of your own.

Nonetheless, such an imbalance, however formidable, has little deterrent or coercive value unless it is accompanied by the political will to use it. Yet, determining whether the willingness to use military force exists is ultimately a subjective call. In 1936, Hitler realized Britain and France were much stronger militarily than Germany, but he predicted, rightly, they would not respond with military force if he sent his troops to reoccupy the Rhineland. Had either Britain or France reacted, Hitler later admitted, “we would have withdrawn with our tails between our legs.” At that time, however, neither the French nor the British had the political will to force the issue.

Some experts distinguish between coercion conducted short of war—with activities such as mobilizing military forces, initiating training exercises along a border, or conducting aircraft overflights—and coercion during war. The former is sometimes referred to as “coercive diplomacy” or “armed diplomacy” or “forceful persuasion.” Hitler’s desire for expansion juxtaposed against the desire for peace by Britain and France made his use of coercive diplomacy between 1936 and 1939 quite effective. His style of coercive diplomacy combined elements of deterrence and compellence: the idea of going to war, even with favorable odds, was unpleasant enough to British and French diplomats such that Hitler could use it to both coerce and deter them.


 
 For some military theorists, such as Clausewitz, coercion—or the use of force to compel an opponent to do one’s will—is the basic purpose of war. Since diplomacy does not cease when war begins, and since some uses of force, such as aircraft overflights, can be considered acts of war, it can be difficult to draw sharp distinctions between coercive diplomacy and coercion. This is especially true when the employment of military force occurs in peacetime, or more precisely in situations once referred to in defense circles as “military operations other than war.” Such operations typically include enforcement of sanctions, implementation of no-fly zones, counter-drug operations, and strikes and raids. The use of military force in such operations might still qualify as coercive diplomacy because sometimes the threat of force must become actual force to establish credibility or to demonstrate resolve.



Deterrence


To deter means simply to discourage or dissuade. A military strategy of deterrence amounts to making our adversary believe we have the physical and psychological capacity either to defeat an act of aggression or to make its costs exceed its benefits. Experts generally recognize four types of deterrence: direct
 , which refers to deterring an attack against oneself; extended
 , or deterring an attack against a friend or ally; general
 , or deterring a potential threat; and immediate
 , which refers to deterring an imminent attack. Both Pakistan and India are practicing direct deterrence since each maintains military forces capable of dissuading aggressive acts by the other, though several wars, border incidents, and skirmishes between the two powers have made the state of deterrence imperfect and tentative. Since July 27, 1953, UN military forces have fulfilled an extended deterrence mission along the demilitarized zone (DMZ) on the Korean Peninsula, though again there have been numerous clashes and border incidents. As a negative example, French and British efforts at immediate and extended deterrence on behalf of Poland failed to convince Hitler not to invade that country on September 1, 1939.


 
 During the Cold War, the study of deterrence theories expanded enormously, and virtually every type of deterrence was employed in some fashion by the superpowers or their allies. Given the destructive power of nuclear weapons, preventing their use—whether as part of a general war or otherwise—became the concern of most deterrence theory. Nuclear deterrence hinged on maintaining a “balance of terror,” meaning an attack by any party could result not only in defeat, but also annihilation, which could extend to allies as well as neutral parties. For that reason, in 1946 the renowned strategist Bernard Brodie called into question the utility of the atom bomb—the “absolute weapon”—as a political instrument. Brodie believed nuclear weapons had created a revolution in strategy because it made only two political objectives rational: the avoidance of armed conflict or its containment. Nonetheless, within a few years nuclear weapons had become integral to U.S. president Dwight Eisenhower’s policy of “massive retaliation,” which promised to answer any act of aggression with enough military force to destroy the aggressor. The Eisenhower administration formally announced the policy in 1954, but it was too inflexible to endure long. Using nuclear weapons against an all-out invasion of one’s homeland, or that of an ally, might be justifiable, but employing them against a minor power engaged in a local conflict would have been seen as excessive, perhaps even immoral.

As a consequence, nuclear weapons would be referred to by some political leaders, such as Mao Zedong, as a “paper tiger.” Indeed, the conflicts in Korea and Vietnam seemed to prove Mao’s point; Brodie’s absolute weapon neither prevented nor contained the spread of conflicts associated with revolutionary movements. That point notwithstanding, Mao’s views did change once he came to appreciate the value of nuclear weapons in deterring both the United States and the Soviet Union from attacking each other directly.

Although the balance of terror did not bring about the revolution in strategy Brodie described, it did create a new strategic reality 
 
 and a novel challenge for deterrence theorists. The United States and the Soviet Union eventually settled into a deterrence policy of mutual assured destruction, or MAD (the irony of the acronym was lost on no one). The basic concept of MAD was that each party should possess sufficient second-strike capability to ensure the destruction of the other in the event of a surprise first strike. Yet for the policy to work both parties had to agree the other could possess a second-strike capability sufficient to cause assured destruction. Hence, as histories of U.S.-Soviet nuclear policies show, MAD quickly gave rise to mutual agreed assured destruction (MAAD). While the concept of mutual agreed assured destruction had its weaknesses, it underscored an important corollary for a strategy of deterrence, namely, mutual vulnerability could contribute to mutual security. In other words, if both parties truly desired peace, they would have to permit some degree of vulnerability within their defense postures.
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6.
 American paratroopers and Ukrainian mechanized troops work together in live-fire training exercises near Yavoriv, Ukraine, in January 2016. Combined training exercises of this sort contribute to deterrence by strengthening relationships among allies and coalition partners and by demonstrating resolve to would-be aggressors.






 
 By 1985, the United States possessed some 24,000 nuclear weapons and the Soviet Union owned about 40,000, not including chemical and biological munitions. Both sides eventually agreed to limit their nuclear stockpiles with the Strategic Arms Limitation Talks (SALT), and then to reduce them through the Strategic Arms Reduction Talks (START). By 2002, the United States and the former Soviet Union had reduced their nuclear stockpiles to 11,000 weapons each.

The balance of terror had held, and nuclear conflict had clearly been averted.

The Cold War ended in the early 1990s with the economic exhaustion and dissolution of the Soviet Union. That outcome inspired experts to claim, with some justification, that deterrence had succeeded. However, others challenged this view, insisting that while no major war took place between NATO and the Warsaw Pact, several peripheral or “brush-fire” wars broke out in Latin America, Asia, and the Middle East. The Cuban missile crisis in 1962 and the 1973 Arab-Israeli War, for instance, were crises that came very close to escalating. Critics also argued that the Reagan administration dangerously undermined deterrence in the 1980s by vastly increasing U.S. spending in conventional weapons, such as the Strategic Defense Initiative (also known as “Star Wars”) and stealth technologies. Experts also wondered whether the West could learn from the mistakes it made during the Cold War and apply deterrence more effectively in the multipolar, post–Cold War environment.

Since the end of the Cold War, the United States, its allies, and the People’s Republic of China have been practicing various kinds of deterrence in the Western Pacific region. Beijing has implemented a form of direct deterrence by positioning several hundred land-based, anti-ship ballistic and cruise missiles in a manner that could deny or restrict the movement of other countries’ naval vessels within the East China Sea and the South China Sea. 
 
 Beijing may well see this strategy as “counter-intervention” or “peripheral defense,” since it is designed to prevent foreign powers from interfering in off-shore areas the Chinese see as vital to their interests.

In the Pentagon’s view, by contrast, this strategy is one of “anti-access/area-denial” (or A2AD) since it hampers the ability of the United States to provide extended deterrence for its allies in the region. Beijing’s counter-intervention strategy includes not only the use of modern air and missile technologies, but also what the Chinese call “political warfare,” which entails refuting the lawfulness of any interventionist acts (also known as law warfare or “lawfare”), the mobilization of public opinion against an intervention, and psychological warfare. In response, the United States and its allies have considered employing their own A2AD strategy, one that would restrict the movement of Chinese and North Korean vessels within the Western Pacific region. If implemented, the West’s countermove will result in overlapping missile and aircraft defensive zones along the Pacific Rim.

Clearly, deterrence can succeed, but it has several important limitations. First, it can be difficult to assess how well a strategy of deterrence is working. It is not always possible to know whether the absence of armed conflict was because of deterrence or despite it. As Henry Kissinger, the former U.S. National Security Advisor, once noted, “Since deterrence can only be tested negatively, by events that do not take place, and since it is never possible to demonstrate why something has not occurred, it became especially difficult to assess whether the existing policy was the best possible policy or a just barely effective one.”

The second limitation is deterrence’s inherent fragility, which is closely related to its ambiguity. By the mid-1980s, it was not uncommon for experts to see deterrence as a gamble involving any number of shifting technological, military, political, and diplomatic variables.


 
 For these reasons, it is unreasonable to expect deterrence to preserve peace over the long term unless both sides actively commitment to avoiding war. Technological, military, political, and diplomatic power relationships will inevitably alter over time, sometimes dramatically, giving one party an opportunistic advantage over the other. In 1890, for instance, Britain held the lead in naval power (in terms of capital ships) with France and Russia in second and third place, respectively. By 1906, the situation had changed: Britain still held first place, but now the United States had moved into second, France had slid to third, Japan had moved into fourth, and Germany into fifth. By 1913, Britain continued to lead, but Germany had overtaken the United States for second place, while France and Japan had become tied for fourth. In short, the naval balance of power changed at least three times in the quarter century before the Great War, giving several nations relative advantages over their rivals and potentially opening the door to an armed conflict. It is useful, therefore, to think of deterrence not only as desired outcome, but also as a process requiring constant attention.

Third, as with any military strategy, successful deterrence depends on knowing one’s adversaries, especially since not all would-be aggressors can be deterred. Some, like Adolf Hitler, can be delayed, but not truly deterred; if they pause, they do so only long enough to gain a better advantage. In addition, in the post–Cold War era, the phenomenon of so-called suicide bombers has challenged the traditional understanding of deterrence. The certainty of death, for instance, did not prevent the terror attacks of September 11, 2001, in the United States. If would-be attackers do not fear death, how can they be deterred?

Various theories have been advanced regarding how to deter fanatics and so-called irrational actors. These theories include using denial (hardening defenses, dispersing targets) to reduce the likelihood the attacks will achieve their desired effects (such as mass casualties), and the use of retaliatory strikes to ensure the 
 
 costs of such attacks are always high and are borne more broadly. Again, the success of such measures remains difficult to assess. This difficulty is further compounded when a marked dissimilarity exists in the respective values of each of the belligerents.

Fourth, perhaps more than any other type of military strategy, deterrence requires a similarity in outlook, or a baseline of expectations, from which each party can understand the actions and reactions of the other. One way to describe this similarity in outlook is by means of the term “rational actor.” It can be defined in various ways, but in this context it means parties inclined to weigh the costs and benefits of military actions in a similar manner. Without such a basis, misunderstandings are likely to occur, which can lead to overreactions.

The theories of Herman Kahn, a defense analyst at the RAND Corporation, are examples of thinking that could be classified as outside the rational-actor model. Kahn rejected the conventional wisdom, which was held to be rational at the time, that nuclear war was suicidal. Instead, he dared to “think the unthinkable” and assume a nuclear exchange could be won. To support his argument, he developed a detailed escalation ladder consisting of forty-four steps, the last of which was “Spasm” or “Insensate War.” By this step each party’s command centers have been destroyed, but they continue to launch their weapons reflexively, like a spider whose legs continue to twitch after it has died. According to Kahn, either side could choose not to escalate at any point along the ladder. However, his analysis downplayed the influences of fear, friction, culture, and psychology (though it acknowledged them), all of which would make it difficult to halt escalation once it has begun. By positing that nuclear war was winnable and by oversimplifying the dynamics of escalation, Kahn’s theories required heads of state to accept undue risk in their strategic calculations; in short, any head of state who subscribed to those theories would have been acting “irrationally” in the eyes of most strategic thinkers at the time. Kahn’s ideas thus won more 
 
 acceptance in the transparent world of game theory than in the much foggier realm of international relations.

Finally, because deterrence rests on a delicate balance of power, it may be more vulnerable to friction and chance than other military strategies. By definition, accidents, whether large or small, happen despite (or because of) our efforts to avoid them. In the realm of strategy, it can be difficult to determine whether an accident was truly accidental; was the military aircraft that crossed another party’s borders simply lost or was it on a special mission? How parties respond to accidents or unforeseen events can easily upset deterrence, particularly if efforts at communication are misperceived; this is especially true of nuclear deterrence. The destructive capability of nuclear weapons and the speed with which they can be delivered offer little room for error. Communication is, therefore, vital, but cultural and psychological filters can act like a form of friction and distort one’s intended message. That is not to say ambiguity is never beneficial in strategy. Sometimes it can be useful to keep rivals guessing as to where one stands; ambiguity is, in fact, one of the principles underpinning the 1979 Taiwan Relations Act, which clearly stated the United States did not support Taiwan independence, but also laid the groundwork for what official sources refer to as a “robust unofficial relationship” between the two parties.



Coercion


Much like deterrence, strategies of coercion, which typically include such measures as punishment, denial, intimidation, and reward, have been used for centuries. Rome’s legions fought many punitive actions designed to coerce opponents rather than to annihilate or enslave them. Punishment might have been severe in some cases, but ultimately Rome wanted tribute, not ruins. Medieval wars, as well, often aimed at coercing foes through military actions designed to punish or deny, such as taking livestock, burning crops, or imposing levies. Despite the abundance of such 
 
 conflicts throughout history, the vastly destructive wars of the industrial age and the advent of nuclear weapons made it necessary to rediscover coercion (or compellence, in international relations parlance) as a military strategy for situations short of all-out war.

In the 1950s and 1960s, national security analyst and military veteran Robert E. Osgood became the first political scientist of his generation to explore how to use military power beyond explicitly crushing an adversary, as in the Second World War. His book, Limited War: The Challenge to American Strategy
 , first appeared in print in 1957. In it, Osgood defined the purpose of war as employing “force skillfully in order to exert the desired effect on an adversary’s will along a continuous spectrum from diplomacy, to crises short of war, to an overt clash of arms.” He believed the measured application of military force could modify an opponent’s behavior. At the time, the idea was as ageless as it was revolutionary because coercion, as a form of violent bargaining, is as old as warfare; yet, by the middle of the twentieth century, military practitioners such as General Douglas MacArthur believed the true aim of war should be decisive victory, which would, in turn, make bargaining much easier or perhaps even unnecessary. According to such thinking, bargaining meant one had failed to achieve a compelling victory.

Osgood also regarded diplomacy and war as a “continuous spectrum” rather than as discrete activities divided between political and military authorities. Although the spectrum of conflict is often partitioned for legal, doctrinal, or bureaucratic purposes, Osgood reminded policymakers and military professionals that these divisions are essentially artificial. Strategic coercion was, in short, the continuation of diplomacy by other means.

Soon after the publication of Osgood’s Limited War
 , another important strategic theorist, the Harvard economist and Nobel Prize winner Thomas C. Schelling, achieved lasting recognition for his systematic exploration of the concept of coercion. Schelling 
 
 published a path-breaking book on this topic, called Arms and Influence
 , in which he argued that military force could not only shape an adversary’s behavior short of all-out war, but also it could be applied in controlled and measured ways to compel, intimidate, or deter. “The power to hurt,” asserted Schelling, “is bargaining power. To exploit it is diplomacy—vicious diplomacy, but diplomacy.” The object of coercion or vicious diplomacy, therefore, is to alter an opponent’s behavior, without having one’s own conduct modified too greatly in the process. Schelling regarded most armed clashes as “bargaining situations,” and this view formed the foundation for the “bargaining model” of war, in which military power serves as a form of currency to be expended in a process of violent bartering. The problem with this theory was amply demonstrated in Vietnam because Hanoi was prepared to endure more pain than Washington could inflict. As a consequence, political leaders in Washington found it difficult to barter their way to an honorable peace.

The U.S. Army’s campaigns against the Plains Indians of North America illustrate Schelling’s vicious diplomacy in action. Between 1865 and 1890, the U.S. Army fought nearly 1,000 engagements against the Plains Indians, the larger aim of which was to compel them to relocate to territories considered less valuable by the U.S. government, but to do so without provoking public outcry over the blatant inhumanity of the program. The compellence aspect of the program was based on the proverbial carrots and sticks (rewards and punishments) so characteristic of coercion; it consisted of positive incentives, such as offering food and shelter for relocating, and negative consequences for refusing to do so in the form of military force. The military element (the stick) concentrated on doing what armed forces have traditionally done in war, that is, attack an opponent’s capacity to fight and to subsist. This strategy included a blend of attrition, exhaustion, terror, and divide and conquer approaches. The loss of shelter, food, ponies, and in some cases hostages, usually broke the will of the Indians to resist, particularly if such physical and psychological 
 
 harm were inflicted during the harsh winters or summer droughts. Once the Indians’ wherewithal was destroyed or taken, they had little choice but to comply with U.S. relocation policies. This brutal process of coercion—threats, negotiations, attacks, renegotiations, and renewed threats—was repeated time and again until the U.S. government achieved its aims.

Coercion theorists returned to the concept in the 1990s when stealth and precision bombing technologies enhanced the potency of Western airpower. These technologies gave airpower greater flexibility as a coercive tool—one could hit an opponent quickly, precisely, and with much lower risk of friendly casualties. Contributions to coercion theory from this period attempted to take Schelling’s ideas further. In the process, at least two schools of thought emerged. The first believes coercive strategies are most successful when threats need not be carried out; it is the threat of force, or pain yet to come, more than its actual use, or pain already inflicted, that is most important. That was surely the case in 1994 when the United States threatened to intervene with military force to reverse a coup in Haiti; the threat was credible enough that no member of the Haitian junta that had overthrown President Jean-Bertrand Aristide opted to challenge it, and thus Aristide was restored to power. However, an even greater threat of force was not enough to coerce Saddam Hussein into withdrawing his forces from Kuwait in 1990–1991; Saddam’s compliance was secured only through combat. What’s more, limiting one’s use of coercion to the threat of force runs the risk of overlooking just how common it is in virtually all wars—recall Clausewitz’s definition of war as the use of force to compel an opponent to do one’s will—save those aimed at genocide or extermination. Even ethnic cleansing, which differs in nature from genocide or the elimination of a group, involves coercing the group into removing itself from a territory.

Accordingly, the second school of thought views coercion as a function of the threat of military failure, which typically involves 
 
 the systematic destruction of an opponent’s military capabilities until it realizes it would be better off if it complied. This is known as coercion by denial because at its core is the use of destruction to deny a party the ability to accomplish its aims. That form of coercion was demonstrated in 1999, when NATO conducted a heavy bombing campaign against Serbian forces under President Slobodan Miloševicˊ. NATO’s goal was to compel Serbian troops to withdraw from Kosovo, and the bombing campaign began systematically eliminating Miloševicˊ’s military capabilities. Yet, Miloševicˊ’s decision to withdraw did not occur until June 3, 1999, more than seven weeks into the bombing campaign. By then, NATO leaders had publicly agreed to consider committing ground troops, the alliance had as yet shown no signs of cracking, and the Russians, who had previously backed the Serbs, had begun to cooperate with NATO. Amid such developments, Miloševicˊ’s prospects for success dwindled. It was never clear whether there was any single move on NATO’s part that induced Miloševicˊ to concede. Regardless, airpower and land power advocates debated afterward which of their respective military instruments was truly decisive in bringing about Miloševicˊ’s decision. It may well have been neither; former U.S. National Security Advisor Zbigniew Brzezinski suggested it had to do more with Russian diplomatic pressure on Serbia.

Another notable success occurred in December 2003, when Libyan president Muammar Qaddhafi agreed to destroy his weapons of mass destruction and to open his program to Western inspection and verification. Again, pundits debated why Qaddhafi conceded. But long months of diplomatic pressure and economic sanctions as well as the threat of replicating the exercise of military force in Afghanistan in 2002 and Iraq in 2003 all likely contributed to his decision.

Both Kosovo in 1999 and Libya in 2003 illustrate how difficult it can be to determine which instrument of military power, if any, produced the truly decisive coercive effect against a foe, despite 
 
 very strong arguments by the military services. The West’s track record of successful applications of coercion, even with the potency of modern airpower, is mixed in any case. Accepting single-factor explanatory theories is always risky whether one is at peace or at war. Rather than attempting to sort through situational ambiguities to find the
 single most decisive coercive measure, if such exists, it is best to think of coercion as a compound employment of multiple forms of diplomatic, military, economic, and informational means. These means need not preclude the use of “carrots,” such as the lifting of certain sanctions, even though doing so may run counter to some definitions of coercion. What matters in practice is not the definition; rather, it is whether the strategy can succeed.

Coercion has many of the same limitations as deterrence. It requires active monitoring of potentially fluid situations, credible communications across cultural and psychological boundaries, and at least some shared expectations as to certain actions. Like most other strategies, coercion is vulnerable to mirror-imaging, or projecting one’s values and ways of thinking onto one’s adversaries. Such projections lead to risky assumptions about what one’s rivals hold dear and how they will behave. The American use of aerial bombing in the Vietnam War failed in part because of mirror-imaging; policymakers in Washington assumed Hanoi’s leadership would respond to the bombing in the way they would have responded.

In theory, coercive diplomacy and other forms of coercion offer more flexibility and greater control over escalation than military strategies such as attrition or annihilation. For instance, one can apply force in the form of “graduated pressure” to achieve limited gains, much like Moscow and Beijing have done in the second decade of the twenty-first century. One might first make a show of force as an implied threat, then apply force incrementally, such as by occupying select islands in the South China Seas; then one might increase the intensity or amount of force by adding troops or by 
 
 increasing one’s defensive measures in the vicinity until one’s objectives are achieved. To stop the process, one’s opponents have to use military force more assertively, which they might not be prepared to do. In this way, one can exert influence gradually, operating just under an adversary’s escalation threshold. Theoretically, one could maintain the same approach once the shooting starts without necessarily committing more military power than necessary, or more than one’s public will abide. However, in practice this gradualist method can backfire dangerously by giving one’s foes the opportunity to seize the initiative, particularly if they do not feel the need to avoid escalation.

On the one hand, applying military pressure gradually or in stages offers the possibility of achieve one’s objectives at minimal cost. On the other hand, it can also prolong a conflict, increase one’s losses, and put one’s objectives at risk, particularly when an administration presides over an indifferent, unwilling, or divided public. The influence of friction and human emotion can also make it difficult to measure and control the level of force one must employ. As the Johnson administration discovered, its gradualist methods in Vietnam resulted in incremental escalation in the hope that one more uptick in the level of violence would result in achieving U.S. aims. Yet it is unclear whether an American victory, or at least a favorable settlement, might have been achieved had the United States employed greater force at the outset; this option enjoyed only limited political support at the time.

In sum, deterrence and coercion constitute the proverbial opposite sides of the same coin. Making adversaries choose not
 to do something is closely related to making them elect to do
 something else. Both strategies require similar conditions for success: reliable knowledge of one’s opponent, credible military power, active monitoring, and some shared communications and expectations. Without the latter two especially, both deterrence 
 
 and coercion are vulnerable to unanticipated events. Certainly, the conditions for success are not always present, and either strategy can lead to an arms race—defined as an effort to keep pace with, or surpass, an adversary’s military might. As history shows, arms races are often merely instruments of both deterrence and coercion.





 


Chapter 5





Terror and terrorism




“Terror is a psychological weapon of unbelievable power,” claimed Jacques Soustelle, the governor general of Algeria during its bloody war of independence (1954–1962). “Before the bodies of those whose throats have been cut and the grimacing faces of the mutilated,” he continued, “all capacity for resistance lapses; the spring is broken.” More than one million people lost their lives in the Algerian conflict, though terror was not the only weapon responsible. The use of terror typically takes one of two forms: either wholesale, indiscriminate bombing designed to break civilian morale, as with the strategic bombing campaigns of the Second World War, or selective, precise targeting, as with the political assassinations carried out by Algerian nationalists during their war of independence. Terror and terrorism are military strategies largely because of their coercive power. They are used to break an opponent’s willingness to fight or to induce a change in a rival power’s policies or behavior. Terrorists usually choose their targets for psychological value rather than for material gain. In fact, a terror attack may cause little harm to a party’s physical capacity to fight. Terror is not just a military strategy; criminal gangs and drug cartels often use it to protect their respective operations and to send warnings to their rivals. While the use of terror to coerce or intimidate may be as old as human society, it certainly appears more prevalent in the age of digital communications since the effects of every act of terror can reach a global audience the instant they occur.


 
 If terror is little more than the use of violence to instill a crippling sense of fear, as Soustelle described, terrorism itself is more difficult to define. Official definitions of terrorism describe it as violence (discriminate or otherwise) directed against noncombatants to influence public opinion or to modify a government’s policies. The U.S. Department of State, for instance, defines terrorism as “premeditated, politically motivated violence perpetrated against non-combatant targets by subnational groups or clandestine agents.” However, as is often said, one person’s terrorist is another person’s freedom fighter. That was certainly true of Nelson Mandela, who became South Africa’s first black president and helped abolish apartheid but not before being roundly condemned as a terrorist and enduring more than a quarter century as a political prisoner. Many militant groups—such as the Irish Republican Army (IRA), the Basque Homeland and Liberty (Euskadi Ta Askatasuna, or ETA), the Revolutionary Armed Forces of Colombia (Fuerzas Armadas Revolucionarias de Colombia, or FARC), and Hamas, Hezbollah, and al-Qaeda—have been identified as terrorist organizations, but of course they see themselves differently. In fact, distinguishing an act of terror from an act of resistance, or from an act of war, can depend almost entirely on one’s point of view.

Some experts see terrorism as a tactic, a set of techniques, rather than a type of strategy. To be sure, in many cases that is true. Between 66 and 73 ce
 , the Jewish Sicarii (dagger-assassins) in Jerusalem killed high-profile religious and political figures who were thought to be loyal to the Romans. It was not just the assassinations, but the particular manner in which they occurred that caused terror and anxiety among the Jewish population: the Sicarii would approach their unsuspecting victims, perhaps while in a busy market square, inflict lethal wounds with concealed daggers, and then quickly melt back into the crowd. Such swift and brutal attacks created an air of terror that contributed to coercing portions of the population into supporting Jewish liberation from Roman rule.


 
 However, experts also agree, when used systematically in pursuit of larger policy aims, terrorism can become a consistent and coherent strategy. At the 1972 Munich Olympics, for example, Palestinian terrorists killed eleven Israeli athletes. The massacre was purportedly part of a larger plan to bring the Palestinian cause onto the world’s stage and, thereby, to force political change. One can find strategic uses of terror employed by several of history’s revolutionary leaders, among them Vladimir Lenin, Mao Zedong, Ho Chi Minh, and Che Guevara. Many of them were to discover, however, that the use of terror can prove counterproductive because it can repel the very audience it seeks to attract.



Strategic terror bombing


Strategic bombing doctrine developed shortly after the First World War. It was shaped initially by the theories of an Italian army officer, Giulio Douhet, who in 1921 published an influential treatise, Command of the Air
 . American officers such as William “Billy” Mitchell and British officers such as Hugh Trenchard and John “Jack” Slessor also contributed ideas that advanced airpower doctrine during the interwar years. Mitchell was a signal officer in the U.S. Army who commanded American aviation units in France during the First World War. He published a number of works in the United States, most notably Our Air Force: The Key to National Defense
 (1921) and Winged Defense: The Development and Possibilities of Modern Airpower—Economic and Military
 (1925), each of these conveying essentially the same message as Douhet, namely, that modern warfare called for an independent air force capable of carrying out long-range bombing. Hugh Trenchard was the commander of the Royal Flying Corps during the First World War, and from 1919 to 1929 he served as chief of the Royal Air Force. Slessor was a fighter pilot in the Royal Flying Corps (RAF) during the First World War who later served as the RAF’s director of plans, and he helped develop its operational doctrine; his most important publication on air doctrine was Airpower and Armies
 (1936).


 
 Douhet claimed one could terrorize a state into submission by bombing its “vital centers”—the social, political, economic, and military nodes essential to its functioning—thereby making a ground campaign redundant. Mitchell seconded these views, though he and other American airpower theorists at the time concerned themselves more with bombing industrial targets, such as armaments factories, rather than population centers; however, in many respects this was a distinction without a difference as factories and population centers were often in close proximity, and air power was not accurate enough to strike only factories. In any case, the underlying logic was that loss of morale would go hand in hand with the elimination of physical capability. Trenchard also favored the idea of bombing industrial centers; he saw the benefit in terms of not only disrupting production, but also as possibly breaking the morale of factory workers and, by extension, that of the general population. In his postwar report, Trenchard wrote: “At present, the moral effect of bombing stands undoubtedly to the material effect in a proportion of 20 to 1, and therefore it was necessary to create the greatest moral effect possible.” As he went on to explain, the finite assets he possessed during the war could not destroy every major industrial center in Germany without prolonging the conflict for another four or five years. Instead, he focused on “attacking as many centres as could be reached, [and thus] the moral effect was first of all very much greater, as no town felt safe.”

Although these early airpower advocates explicitly discussed striking industrial targets, the accuracy of aerial bombing was never sufficient to destroy those targets without causing massive collateral damage. Moreover, the goal of terrorizing the hostile populace was never truly absent from the discussion, and it was always at the very least implied.

Trenchard’s ratio of 20 to 1 seemed high to critics at the time (and ever since), and it was unverifiable in any event. It was likely driven in part by his own experience with the bombings 
 
 of London, as he was one of several commanders to offer a pessimistic outlook to the War Cabinet after the initial German attacks. It was also brought on partly by the low regard many officers and policymakers had for the “decaying” moral strength (psychological resilience) of the urbanized masses, which purportedly had grown more “nervous” and unstable after decades of enduring the enervating strains of modern conditions. In other words, if there was a weak link in a society’s willingness to fight, many believed it was likely to be found among the underprivileged classes, who had already shown a tendency to band together in unions and to follow “antipatriotic” doctrines.

Terror bombing of this sort was explicitly mentioned as a possibility well before the Great War. In his War in the Air
 (1908), the British science fiction writer H. G. Wells predicted air bombardments would be terrifying, vastly destructive, and yet indecisive. By the next year, aviation experts in Europe and the United States readily warned how the great bombing planes of the future would prove to be veritable terrors. In fact, many claimed, the terror would reduce the likelihood of war in the long run. In 1912, General Helmuth von Moltke, chief of the German General Staff, had expressed high hopes for the results that might be achieved by launching air raids into the heart of Britain and France. Admiral Alfred von Tirpitz, chief of the German navy, agreed, but he expressed reservations about whether such bombing might provoke a moral backlash if bombs hit innocent children and the elderly. Perhaps if the destructive power were great enough, though, such concerns would disappear in the immensity of the bombing. Only months before the First World War began, aviators in America warned that air attacks against major cities such as New York could prove devastating given the likely loss of life from fire, high explosive bombs, and resulting panic.

Germany’s dirigibles were better suited than fixed wing aircraft for such long-range terror bombing since they could cruise at high altitudes and carry a heavier payload. All told, the Germans made 
 
 fifty-four raids on London and other British cities during the First World War, and panic did spread as a result. Factory workers reportedly lost sleep from the stress, the media was in an uproar, debates in Parliament were heated, and British morale was said to be dipping. However, the challenges posed by weather and improved air defenses diminished the effectiveness of the zeppelins and other airships. In addition, once Britons proved to themselves they could survive such attacks, subsequent bombings became less terrifying. In short, a party’s citizenry could rebound psychologically from the terror and shock of aerial bombing. The psychological effects of terror were thus not necessarily permanent.

None of that discouraged political and military leaders during the Second World War, however. Both Axis and Allied leaders attempted to win quickly by terror bombing each other’s cities. Hitler’s attempt to knock Britain out of the war in 1940 by bombing London and surrounding cities was the perhaps the most infamous instance. In the first two months of the “London Blitz,” as it was called, nearly twenty missiles fell on London per day, causing great alarm and many casualties; but the blitz did not break British morale.

Later in the war, Hitler resorted to a new class of terror weapons, the so-called Vengeance weapons (V-1 bombs and V-2 rockets), in a desperate attempt to undermine British resolve and possibly rupture the alliance. From June 1944 through March 1945, some 2,500 V-1s and 1,000 V-2s rained down on London and nearby towns, killing 8,700 people and wounding thousands more; but, again, such terror from above failed to break Britain’s willingness to fight. The Allies, too, tried terror bombing, partly in retaliation for Axis bombing campaigns, but also because many believed it could break German and Japanese morale, and thereby bring about a speedier end to the war.

Strategic terror bombing assumes the will of a people and that of its leadership are linked. Accordingly, terrorizing the populace should drive the latter to capitulate. However, that did not happen 
 
 in the Second World War, despite historically unprecedented destruction. The massive U.S. Strategic Bombing Survey, published after the war, attempted to explain why. One of its conclusions was that the morale of the Germans and Japanese did not break because they were under the harsh control of the state, which impeded the flow of information about the bombings and influenced public opinion through propaganda. Overlooked was the fact that strategic bombing against Britain, which was clearly not a police state, also had failed.

The survey’s investigators calculated the Allies dropped approximately 1.3 million tons of bombs on German cities, which killed more than 300,000 people and wounded many hundreds of thousands more. The city of Hamburg alone lost more than 40,000 people within a few days in late July 1943; similarly, the use of incendiary bombs produced as many as 80,000 casualties in Dresden in February 1945. The city of Tokyo was also repeatedly bombed, the most devastating raid of which is believed to have caused 125,000 casualties in March 1945. During the course of the Pacific war, nearly 161,000 tons of bombs were dropped on the Japanese home islands. However, the U.S. Strategic Bombing Survey, published after the war, estimated that less than 10 percent actually hit their targets.

The Japanese finally surrendered in August 1945, but not before the United States had dropped two atomic bombs, one each on Hiroshima and Nagasaki, causing some 220,000 total casualties. The degree to which these attacks actually influenced Japan’s decision to surrender remains a matter of fierce debate, especially since the Allies had already destroyed some 40 percent of Japan’s largest urban areas and had inflicted 2.2 million casualties, of which 900,000 were fatalities. In other words, the atomic bombs added a further 10 percent to an already appallingly high total number of casualties. Nor was it clear whether Japanese officials had sufficient time to assess the damage caused by the first attack before the second one was launched.


 
 Despite such unclear results, advocates of strategic bombing remained convinced it could win wars, or at least shorten them, if the right targets could be struck, and with sufficient frequency. However, strategic bombing also was tried during the Vietnam conflict, although to little avail. Hanoi and other cities were repeatedly pounded from the air in an effort to bring North Vietnamese leaders to the negotiating table. American bombing rose steadily, from 63,000 tons in 1963 to 643,000 tons by 1968, a tenfold increase in five years. North Vietnam’s manufacturing capacity was disrupted for a time, but its facilities were dismantled and relocated to other areas. The White House also had to deal with a growing moral backlash—as bombing levels rose, the antiwar movement intensified at home, and U.S. allies began to waver in their support of American direction of the war.

In the 1970s and 1980s, the advent of “smart bombs” and other precision munitions greatly increased the accuracy of air strikes, and they offered the possibility of collapsing a state’s will to resist while avoiding the horrific civilian casualties and vast devastation characteristic of previous strategic bombing campaigns. Accordingly, new air power theories emerged, such as “Shock and Awe,” based on modifying an adversary’s behavior through the pinpoint use of terror. American air commanders put the theory into action in Iraq in 2003 with a massive strike of combat aircraft and cruise missiles, the aim of which was either to decapitate the Iraqi leadership or, failing that, to terrorize it into submission. Some U.S. officials predicted the Iraqis would awaken to find their country’s political and military infrastructure shattered. However, such precision applications of terror proved less effective than expected, partly because the fear they inspired was only temporary and targeted populations simply waited out the storm.



Terrorism


By the middle of the twentieth century, it became possible for experts to refer to strategic bombing as “terror from above” and 
 
 the attacks of revolutionaries and terrorist groups as “terrorism from below.” Some of the most notable revolutionary leaders of the twentieth century initially saw terror as integral to their strategies for political change. Lenin openly advocated the use of “guerrilla warfare and mass terror” to coerce “the masses” psychologically and to defeat, if not exterminate, any counterrevolutionaries. Violent overthrow and control of the population through terror were key principles in Lenin’s theory of revolution. Mao Zedong, too, promoted a theory of revolution in which the use of terror was essential to securing the support of the civilian population. “To put it bluntly,” he said, “it was necessary to bring about a brief reign of terror in every rural area; otherwise one could never suppress the activities of the counter-revolutionaries.” Mao’s general theory consisted of three phases: creating and consolidating a political base of support among the population, expanding the base of support through progressively bolder attacks, and launching a full-scale counteroffensive. Clearly, support of the population was critical to all three. In what would become one of his signature sayings, Mao claimed: “The people are like water and the [Revolutionary] army is like fish.” Without water, the fish simply die. Likewise, without the people’s support, the revolutionary army dissolves. In early Maoist thought, that support was to be secured by whatever means necessary.

In a similar sense, Ho Chi Minh also built his base of support in Vietnam largely through terror and psychological coercion. Minh’s revolutionary forces, the Vietminh, attacked not only occupying troops—first Japanese, then French, then American—but also many Vietnamese civilians. By 1956, their successors, the Viet Cong, routinely used violence to intimidate Vietnamese villagers and to assassinate political leaders. Such actions sent clear warnings about where the population’s political allegiances should lie. Between 1957 and 1960, the Viet Cong committed some 2,000 kidnappings and 1,700 assassinations. Sources at the time claimed this wholesale use of terror had essentially 
 
 murdered “the cream of village officialdom,” and created a pervasive sense of fear and insecurity among the Vietnamese people. This climate of terror further undermined the already dubious authority and legitimacy of the government of South Vietnam, which was perceived as corrupt, inept, and uninterested in protecting its citizens.

However, Mao and Che Guevara, among others, would eventually come to view the use of terror as a double-edged sword. In their view, the wholesale use of terror could prove egregiously counterproductive. In the late 1930s, Mao’s guerrilla forces faced a better-equipped Chinese nationalist army and a brutal Japanese invader; thus, they needed the support of the population for provisions and concealment. An indiscriminate use of terror during this period would have marked the Communist Red Army as no better than its opponents—the nationalists and Japanese—and perhaps lead to the betrayal and capture of some of its forces. As Mao said of his army’s efforts in those years, it had been “70 percent expanding our own forces, 20 percent resisting the Guomindang [Nationalists] and 10 percent fighting Japan.” Throughout the campaign against the Japanese, Mao’s propaganda machine claimed responsibility for nearly every successful raid or ambush, whether conducted by his forces or not, and he accused his nationalist allies of incompetence and corruption (some of which was true). By the time Japanese troops withdrew in late 1945, Mao’s army had a relatively firm physical and psychological hold over many areas within China.

Initially a steadfast proponent of the use of terror, Che eventually came to believe it should be used only selectively. “Terror,” he stressed, is “generally ineffective … since it often makes victims of innocent people and destroys a large number of lives that would be valuable to the revolution.” At the same time, it could be used discriminately to “put to death some noted leader of the oppressing forces well known for his cruelty,” or “for other qualities that make his elimination useful.”


 
 After Castro’s successful overthrow of the Battista government in Cuba, Che attempted to export the revolution to other Latin American countries. His revolutionary model was based on using a cadre of hard-core revolutionaries (the foco
 ) to agitate against the government and to create the conditions for an insurrection. As Che noted in his Guerrilla Warfare
 , Castro’s successful revolution in Cuba offered three main lessons. First, popular forces can win a war against a regular army, despite an initial inferiority in numbers and equipment. Second, one need not wait for the conditions to be right before beginning a revolution because the insurrectionist foco
 can create them. Finally, in underdeveloped lands, such as Latin America, the armed struggle should be fought mostly in the countryside where the lack of communication and transportation networks would prevent government forces from quickly reinforcing one another.

Although Che’s foco
 failed utterly in Bolivia in 1967 and led to his execution, it is illustrative as a method not least because its approach resembles that of the Zapatistas in southern Mexico and that of al-Qaeda in the Middle East in the early twenty-first century. In each of these cases, conditions were conducive for insurrection: tensions and discord were already present for such groups to exploit. In 1967, Che found the Bolivian peasants receptive but unresponsive. Moreover, the Bolivian communist party not only refused to assist him, it actively blocked his recruitment efforts. He and his foco
 thus became the equivalent of Mao’s fish without
 water, and they ultimately succumbed because of it. Additionally, the rugged Bolivian countryside reduced the mobility of the foco
 considerably, rendering it vulnerable to the government’s search-and-destroy tactics, aided by the Central Intelligence Agency (CIA) and other U.S. support.

In the meantime, counterrevolutionary theories also had recognized the importance of the populace. Military doctrine concerning counterinsurgency and counterterrorism began to refer to the necessity of “winning hearts and minds.” This was a truly 
 
 unfortunate phrase believed to have originated with British field marshal Sir Gerald Templar, who led a counterinsurgency campaign against guerrillas of the Malayan Communist Party during the “Malayan Emergency” of 1948–1960. The phrase had a range of meanings: from establishing or reestablishing an ideological bulwark against the spread of communist ideology in Malaya to encouraging the “undecided middle” of the population to collaborate with counterinsurgent forces. One should not take this slogan to be a recipe or formula for victory, though it has been repeatedly treated as such. Rather, it ought to be understood to mean that, for long-term success, counterinsurgency and counterterrorism require more than merely eliminating insurgents and terrorists. It also underscores terror’s potential to do more harm than good by making one’s opponent appear to be the lesser of two evils.

In fact, counterinsurgency theorists, such as the French officer David Galula, who served in the Algerian War, perceived immediately that the support of the population is essential for both insurgents and counterinsurgents. That was Galula’s first law of counterinsurgency warfare. He developed three others. The first was that support is gained through an active minority; it is better to have a small base of support that is vocal and active than a large one that is silent and passive. Second, gaining the support of the population is contingent on achieving successes that demonstrate the will, means, and ability to win; it goes against human nature to support a cause that seems doomed to fail. Lastly, one needs to maintain an intensity of effort and have ready recourse to extensive means; counterinsurgencies are not for the uncommitted or indifferent, nor are they necessarily inexpensive. Galula added a number of lesser principles; these together with the laws mentioned above served as guidelines for counterinsurgency operations, the overall aim of which was to make the “water” uninhabitable for Mao’s “fish.”

In 1962, France lost its bid to retain Algeria. Nonetheless, Galula’s laws and many of his principles became popular among those who 
 
 advocated for greater counterinsurgency capabilities in modern military forces. However, such principles were all but forgotten in U.S. and NATO military doctrine in the years after the Vietnam War. The campaigns in Afghanistan and Iraq that occurred in the opening decades of the twenty-first century forced a rediscovery of counterinsurgency techniques. Unfortunately, counterinsurgency experts promised more than the techniques alone could deliver, which, in turn, led to unfulfilled expectations, a decline in public support, and a long and acrimonious debate in defense circles.

Modern experts consider insurgencies (and counterinsurgencies) not as types of strategies, per se, but as types of warfare, much like revolutionary warfare or partisan warfare. Belligerents in such wars might use strategies—ranging from decapitation, to attrition, to exhaustion, to terror or terrorism—either to overthrow or to strengthen a political regime.

Scholars may well continue to debate whether terrorism is a strategy or a tactic. Yet we may view terrorism not as specifically either, but as a strategic way or technique. In this sense, it constitutes an essential component in a larger strategy aimed at striking a government through its population. Terrorism can have any number of objectives, some of which will serve the terrorist group itself, some of which will manipulate or maintain control over the populace, and some of which will target the government. Such objectives might include coercing or enforcing obedience (intimidating), advertising, attrition or exhaustion (cost imposing), dislocation, provocation, outbidding, undermining security and stability (spoiling), and punishing. These objectives vary little from those any legitimate government might have, but their real importance lies in how they can facilitate linking terror tactics, such as bombings, assassinations, contamination of water or food supplies, and hostage-taking, to an organization’s overall aims, such as regime change, territorial change, a revision of policy, or even maintaining the status quo. The basic point of using terror is to cause fear and then to leverage that fear to achieve one’s goals.


 
 In contrast to the revolutionary movements discussed earlier, some terrorist groups have sought territorial change rather than regime change. Instead of taking control of a state through revolution and attempting to reorient its entire political, social, and military structures, these groups sought to provoke a government to grant them independence or at least greater autonomy. Thus, they also needed to attract public support, not alienate it, and tended to use violence more selectively, limiting their targets to specific political, cultural, or military icons. In some cases, terrorist groups might target civilians in order to blame their rivals for the attack or to provoke a disproportionate response by the government. In any event, violence is too blunt an instrument for terrorists or counterterrorists to employ error-free for any length of time; terrorist attacks will provoke outcry and revulsion among the public, but so will retaliatory measures. Hence, the balance between terror and counterterror can be a precarious one.



A new terrorism?


By the last quarter of the twentieth century, many terrorist groups had grown dissatisfied with selective targeting. In their eyes, it seemed to have failed, and so they sought instead to obtain more visibility and leverage by causing greater casualties and thus creating a general atmosphere of terror. As a result, experts have come to classify terrorist groups, broadly speaking, as “traditional” and “new.” Traditional terrorist groups include the IRA, ETA, and FARC, and others. In contrast, the new generation of terrorists—typified by al-Qaeda and like-minded jihadist groups—has adapted to the forces of globalization and leveraged them to build international networks and transnational capabilities. Their organizations increasingly include members from the migrant and diaspora communities, and they have become more multinational and multiethnic than the so-called traditional terrorist groups. The new terrorism is driven by political aims of a nature and scale reminiscent of the revolutionary movements of the twentieth 
 
 century; many contemporary terrorist groups seek regime change. They have subsequently turned to inflicting maximum casualties through indiscriminant bombing and the use of ever more powerful explosive devices. The logic driving them seems to be: if 11 deaths can make 500 million people aware, as with the Munich massacre in 1972, then 110 deaths will achieve more, and 1,100 deaths even more. The purpose of such escalation is not merely to cow the opposition into granting concessions, but rather to weaken it, to undermine it by exposing its vulnerabilities, and, as far as possible, to reduce or negate its influence, perhaps ultimately destroying it.

On the other hand, even what many experts regard as the bloodiest terrorist organization of the twentieth century, Peru’s Shining Path (Sendero Luminoso) has not killed as many people in its twenty-year campaign of violence as traffic accidents have taken on U.S. highways or as many lives as terminal diseases, such as cancer, have claimed over the same period. The Shining Path is believed to have killed some 69,000 people over two decades, a tragic number. However, in 2003, a total of 42,643 traffic fatalities occurred in the United States alone. Added to this toll, some 585,720 people died of cancer in the United States in 2014; that number would equate to more than 10 million people over a twenty-year period. Dealing with terrorism, in other words, requires a sober perspective so as to avoid political and social overreaction; the effects of terrorism are obviously more dangerous than mere statistics might suggest especially because they can provoke negative political change and exacerbate social divisions.

Jacques Soustelle described terror, correctly, as a psychological weapon of unbelievable power. However, that weapon cuts both ways. Terror can indeed cause the “spring to break,” but it also can cause it to recoil. Nations and groups can recover from the psychological trauma of terror tactics more quickly than attackers might expect. Moreover, attempting to bomb an opponent into submission also can prove damaging to an 
 
 
 
 administration’s image at home and abroad. Considered historically, “terror from above” (or strategic terror bombing) has failed to live up to expectations. Nonetheless, it is likely to remain an attractive option for modern states because it offers a way to take some kind of immediate action while also limiting one’s liability and reducing one’s risks. That might satisfy the public’s demand for action in the short term, or until the next crisis.
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7.
 Passengers in the New York City subway are warned to stay alert and to observe anything out of the ordinary that might indicate an imminent terrorist attack. This is one of many such warning signs to appear in public places after 9/11, and it illustrates how terrorism can alter fundamental aspects of everyday life.





Considered objectively, strategies of “terror from below” have proven more effective at achieving negative aims rather than positive ones. Negative aims include preventing contentious factions from uniting, sabotaging already tentative peace talks, convincing a wavering coalition member to withdraw rather than to stay the course, psychologically coercing a population to support a cause, or attracting additional fighters through headline-grabbing attacks. Positive aims, such as obtaining international support for claims of legitimacy, winning over neutral parties, or establishing a foundation for long-term stability, are much more difficult, since terror triggers not just fear but revulsion and antipathy. Such emotions can unite populations against a cause and deplete its well of support. In short, terror may indeed raise public awareness of a cause, but, at the same time, it may strengthen the public’s determination to see that cause fail.





 


Chapter 6





Decapitation and targeted killing




In his timeless but controversial masterpiece, The Prince
 , the sixteenth-century political writer Niccoló Machiavelli warned his readers: “It is simply not sufficient to kill the ruler and his close relatives, for the rest of the nobility will survive to provide leadership for new insurrections.” His words ring true even today, underscoring as they do the basic vulnerabilities of two popular and closely related strategies: decapitation and targeted killing. These military strategies attack an adversary’s willingness to fight and physical capacity to do so. However, both are vulnerable to assuming that removing a leader or specific individuals will solve the problem rather than making it worse; sometimes a great deal more time and effort is needed to achieve peace.

Both strategies have been used widely to combat terrorists and insurgents. Both attempt to be more precise and more discriminate in the way in which, and against whom, force is applied than other strategies. Both terms are so closely related that one is often taken for the other, though they actually differ in important respects. In colloquial terms, decapitation is sometimes referred to as “striking the head of the snake,” which usually means one of two things: either the elimination of a group’s leaders so as to cause it to collapse, or to degrade swiftly; or the forceful replacement of a hostile party’s leaders with more 
 
 amenable ones. So decapitation does not necessarily mean assassination. In fact, it sometimes yields better results if a group’s leaders can be captured and “turned” rather than killed. Decapitation resembles a strategy of dislocation insofar as it can disorient an organization, at least temporarily, by removing or “converting” its leader.

In contrast, targeted killing—also known as “leadership targeting,” “strategic assassination,” or “targeted assassination”—is more akin to attrition. In brief, targeted killing is the systematic assassination of personnel belonging to a hostile group, and it is analogous to what former CIA counterterrorism expert Bruce Riedel has called “mowing the grass.” “You’ve got to mow the lawn all the time,” he advised; the “minute you stop mowing, the grass is going to grow back.” Targeted killing uses assassination as its primary method, and it is typically what follows a failed decapitation strategy. A strategy of targeted killing might aspire to destroy a hostile group; but a lack of will or of resources, or both, usually means the goal is more modest, perhaps only disrupting or decimating an organization to buy time. The individuals who are targeted are not always the highest ranking leaders, or what counterterrorism professionals call “high-value targets” (HVTs). In many cases, they are mid-level organizers, planners, or suppliers, rank-and-file fighters, or some combination of these.

The United Nations defines targeted killings as “premeditated acts of lethal force employed by states in times of peace or during armed conflict to eliminate specific individuals outside their custody.” However, targeted killings are not conducted solely by states. They also can be carried out by violent nonstate actors such as terrorist groups, criminal gangs, and militias, or even individuals. The Mexican criminal syndicate Los Zetas (the Zs), for instance, used terror tactics to increase its influence throughout Mexico. This group purportedly began when thirty-one mercenaries and commandos, most with special forces training in the Mexican military, became assassins and bodyguards for a drug-trafficking 
 
 organization known as the Gulf Cartel. The Zetas eventually split from the Gulf Cartel and formed their own illicit drug and human-trafficking organization, which at one point controlled more territory in Mexico than any other crime syndicate. They are well armed with state-of-the-art weaponry such as rocket-propelled grenades and assault rifles, and the original thirty-one members (many of whom have since been arrested or killed) were well trained. Some of the tactics employed by Zetas include car bombs, grenade attacks, ambushes, mass killings, and targeted assassinations of mayors, judges, and police officers; they often leave a signature “Z” carved in the bodies of their victims as a warning to rival gangs and to law enforcement officials.

The opening decades of the twenty-first century have seen an increased use of drone strikes, which, in turn, has heightened public awareness of decapitation and targeted killings. However, these strategies are hardly new. Alexander the Great used a modified version of decapitation at the battle of Gaugamela in 331 bce
 ; he attacked the center of the Persian army where its leader, Darius III, was positioned. Alexander’s assault never reached Darius, but it caused him and his entourage to withdraw, which, in turn, created confusion in the Persian ranks and rendered them vulnerable to defeat in detail by Alexander’s Macedonian hoplites.

Modern examples of decapitation include the capture of Abimeal Guzmán in 1992, the leader of Peru’s terrorist group Shining Path (Sendero Luminoso). The Shining Path emerged as a Marxist revolutionary movement in the 1960s, and its goal was to overthrow the Peruvian government; its name derived from the motto of one of Peru’s original Communist Parties: “Marxism-Leninism will open the shining path to revolution.” By the 1980s, it was employing aggressive guerrilla tactics against Peruvian officials, and it had attracted some 10,000 followers. Counterterrorism experts estimate that it has been responsible for killing at least 69,000 people from the 1980s to the early 2000s. Fortunately, Peruvian police captured and imprisoned Guzmán 
 
 and several other Shining Path principals in 1992, which caused a leadership vacuum within the organization as no clear lines of succession had been drawn up. The Shining Path’s activities declined sharply thereafter, it suffered a number of military defeats, and eventually split into smaller, contentious factions. This state of decline and disorganization remained in effect for nearly a decade after Guzmán’s capture, when signs of Shining Path’s resurgence began to appear.

In a similar manner, the apprehension of Abdullah Öcalan in 1999, one of the founders of the Kurdistan Worker’s Party (PKK), led to the group’s rapid, if temporary, decline. Öcalan helped form the PKK in Turkey in 1978 with the goal of establishing an independent Kurdish state, an idea the Turkish government refused to entertain. The PKK employed terrorist methods—kidnappings, assassinations, suicide bombings, ambush, and sabotage—in its bid to achieve an independent Kurdistan; some 40,000 people (Turks and Kurds, military personnel and civilians) are believed to have been killed as a result of PKK actions, many sanctioned by Öcalan. In 1999, Turkish authorities captured and imprisoned Öcalan, which prompted a cease-fire that lasted until 2004 when the PKK resumed its terrorist activities. In 2013, the imprisoned Öcalan issued a written statement declaring another cease-fire and calling for a withdrawal of PKK forces from Turkey. Undoubtedly, had Öcalan been killed instead of captured he simply would have become a martyr for Kurdish independence rather than being able to exercise a moderating influence on PKK activities.

Naturally, capturing hostile leaders is not always possible or desirable. Sometimes such leaders prefer to fight to the death or to kill themselves rather than surrender. At times, suspects are in locations that do not permit extradition. At other times, government officials may fear that bringing such figures to trial will only provoke more violence. That was certainly the case with the killing of al-Qaeda’s principal leader, Osama bin Laden, in a raid on his Abbottabad, Pakistan, compound in 2011 by U.S. special forces. 
 
 However, in other cases, states simply want to proceed with the systematic elimination of hostile or criminal leaders in the hopes their removal sends a warning to followers or potential imitators. Beijing, Moscow, and Washington have pursued such policies relentlessly for decades, despite vocal criticism about the lack of due process. Similar criticisms have long dogged Israel’s targeting of militant leaders, one such case being the killing of Mahmoud al-Mabhouh, one of the purported leaders of the Palestinian terrorist group Hamas, in January 2010. Western officials and the international media have accused the Israeli intelligence agency, the Mossad, of tracking Mabhouh to a hotel in Dubai and murdering him there; Mabhouh was thought to have abducted and killed two Israeli soldiers in 1989, and his assassination might have been meant as both a retaliation and a warning.

Despite such examples of the increased employment of decapitation and targeted killing, they remain highly controversial strategic techniques. Some critics reject them as ineffective over the long term, and they also find them objectionable on legal and moral grounds. Yet effectiveness is a function of what one wants to achieve, and how well one can measure whether it has been accomplished. An important point often obscured in the debate over effectiveness is the use by critics of arbitrary metrics to define success. Some describe success as a marked decline in the number of terrorist attacks or as a specific interval of terrorist inactivity. However, such statistics may have little to do with the aims of those policymakers and practitioners actually involved in developing and implementing a particular strategy. Success of any course of action must depend on what decision makers wanted to achieve, compared to the actual outcome (insofar as it can be known) and how expensive the strategy was to implement in terms of physical and moral capital. To assume otherwise is to obscure the issue.

Critics, academic and military, can rightly claim that neither decapitation nor targeted killing has worked in all cases. The 
 
 foremost reason is that these strategies fail to address the root causes of a conflict, and they may make matters worse by perpetuating a vicious cycle of attack and reprisal. Indeed, some evidence suggests killing one insurgent often creates others who desire nothing more than to retaliate. Skeptics also can point to how easy it is for states to use (or abuse) decapitation and targeted killing without taking sufficient measures to limit collateral damage. Israel’s assassination of the former Hamas leader Saleh Shehadeh in 2002, for instance, also resulted in the deaths of his wife and children, as well as dozens of casualties among others in the vicinity. It cast Israeli leadership in a negative light; the U.S. government and others roundly condemned the attack as “heavy-handed” and detrimental to prospects for peace. In such cases, however, it is less the tool that is at fault than those who misuse it.

Most legal concerns have to do with ensuring due process and accountability are preserved through the entire sequence of events from the selection of targets to the act of firing. Some legislation already has been enacted for such purposes. However, more may be needed. The targeted killings of al-Qaeda and Taliban leaders, for instance, were ruled legal under U.S. law, specifically the September 2001 Authorization to Use Military Force Act, passed shortly after 9/11. U.S. legal authorities also determined that such killings were in accord with international law under Article 51 of the UN Charter. Nevertheless, these legal instruments do not grant authority to extend targeted killings beyond those groups involved in 9/11. In the meantime, legislators and civil rights organizations such as the American Civil Liberties Union (ACLU) continue to lobby for greater oversight of targeted killings in order to prevent overreach of executive powers.

The moral issues surrounding targeted killings are more complex. They turn on whether one believes assassinations can ever be morally justified. Broadly stated, Just War theory says a war must have a just cause, be a last resort, be declared by a proper authority, possess right intention, have a reasonable chance of 
 
 success, and that its aim must be proportional to the means used. However, such conditions do not necessarily apply in cases not classified as war. If a state assassinates a criminal, for example, Just War principles would not apply. Also, the marked asymmetry in cultures or, more often, the outright rejection of any moral guidelines by one party in an effort to instill a paralyzing level of terror in the other raises the question of the universality of Western norms, such as Just War theory or its associated traditions. In addition, debates between consequentialists (those who justify a war act based on whether the consequences of not doing it are worse) and intrinsicists (those who believe certain acts are just or unjust in themselves) continue, and may do so for some time. Yet in some ways, the increased use of strategies of decapitation and targeted killing in the ongoing conflict against terrorists are forcing these two views into a new synthesis of sorts, one that may well update the Just War tradition even as it opens it to looser interpretations.



Decapitation


Such controversies notwithstanding, history suggests that decapitation works under certain conditions. For instance, the United States used it to break the back of the Filipino insurrection against the American annexation of the Philippines at the beginning of the twentieth century. Emilio Aguinaldo was the insurrection’s key leader, and he was captured in March 1901 by American troops. U.S. authorities ultimately persuaded Aguinaldo to swear an oath of allegiance the United States, which he did in April of that year, and quickly followed with a proclamation calling on all Filipinos to lay down their arms. Although some Filipino fighters continued to resist for another year or so, most followed Aguinaldo’s urging and surrendered because his example carried such significant weight among the Filipinos, and his successors could not match his leadership and charisma. Had he been killed instead of persuaded to swear allegiance to the United States and call for an end to the fighting, he might well have 
 
 become a martyr and inspired months if not years of further fighting. Again, it is sometimes more beneficial to capture hostile leaders rather than to kill them. Capture also proved important in the collapse of the Kurdistan Worker’s Party and the Shining Path.

At other times, it may not be clear whether capturing is better than killing a hostile leader. Such was the case during the Haitian “Cacos” wars (1915–1916 and 1918–1920), when American forces captured some bandit leaders and killed those fighters who refused to surrender. Cacos were Haitian peasants who became guerrillas and mercenaries under the control of local warlords. As the bandit leaders were eliminated, the groups tended to dissolve since few peasants had the desire or skill to hold them together. At the same time, U.S. troops put into play a “guns-for-cash” program to encourage guerrillas to trade their weapons for money and amnesty; such incentives made holding the ill-disciplined groups together even more difficult. In this case, decapitation succeeded, but only as part of a two-pronged, top-and-bottom strategy: guerrilla leaders were pursued with violent means, while their followers were offered incentives to disarm. Nor was decapitation a long-term solution for securing U.S. political and economic interests in Haiti. Those interests required the United States to maintain military forces in Haiti capable of performing stability and support operations. In fact, the last U.S. troops did not withdraw from Haiti until 1934, some eighteen years after the first Caco war began.

Decapitation also has proven effective when one’s quarrel is with a head of state and not with the general population. Removing a head of state from power is referred typically to as “regime change,” and, at times, it can be accomplished with minimal bloodshed. In 1954, for instance, a CIA-backed coup forced Guatemalan president Jacobo Árbenz to step down. The CIA had fostered an information campaign that undermined the Guatemalan army’s support for Árbenz; in fact, the army turned against him and threatened to depose him if he did not resign. In 1963, Washington and London cooperated in removing Prime Minister Cheddi Jagan of British 
 
 Guiana by subjecting his country to an extended general strike and by altering its election system so that a coalition of minority parties won. In 1964, the White House supported a bloodless coup that ousted President Joaˉo Goulart of Brazil. Much more controversial were the results of the 1973 coup that ended the presidency of Salvador Allende of Chile. The CIA helped create the conditions, or climate, for his removal. General Augusto Pinochet then seized power as a result of the coup. He subsequently presided over one of the most brutally repressive regimes in Chilean history.

In contrast to these successful efforts at decapitation, the U.S. attempt in 1961 to overthrow Fidel Castro as prime minister of Cuba failed utterly. A brigade of 1,400 CIA-trained Cuban exiles landed at the Bay of Pigs intending to attract enough popular support to mount a revolution that would eventually unseat Castro. On paper, he had some 30,000 regular troops under his command, and he could call upon a further 200,000 militiamen, though it was unclear how politically reliable they would prove to be. As events were to show, the CIA had greatly underestimated how loyal Castro’s forces would be to him. Some of the brigade’s landing craft foundered in the bay, and those exiles who made it ashore never received the anticipated support of the local Cuban population. The White House, which continued to deny American involvement throughout the operation (and beyond), eventually decided to cut its losses and refused to commit additional military resources to the invasion. As a result, the brigade failed to secure a foothold on the island, and most of its troops either surrendered or became casualties. Some of the prisoners were executed, though Castro later agreed to return the others in exchange for cash, food, and medical supplies. Over the ensuing years, the United States made several other attempts to remove the Cuban dictator from power, but none succeeded.

Decapitation and targeted killing are increasingly attractive to Western policymakers largely because of the increased reach and 
 
 greater accuracy of modern airpower. Weaponized drones and stealth aircraft, especially, seem to offer the possibility of conducting precise attacks against hostile leaders, thereby affecting radical political change from afar but with much lower risk than typically is involved with using ground forces. As an example, military advisors and defense pundits enthusiastically discussed the possibility of decapitating Saddam Hussein’s regime through airpower alone before the First Gulf War (1990–1991). As General Michael Dugan of the U.S. Air Force argued, Saddam Hussein was a “one-man show” in Iraq and without him, Iraqi troops would quickly “lose their legitimacy and … be back in Iraq in a matter of hours.” By destroying targets in Iraq, Dugan added, the U.S.-led coalition would “convince [the Iraqi] population that [Saddam Hussein] and his regime cannot protect them,” thereby undermining his leadership and authority. However, the White House rejected the idea on the grounds that it meant expanding the war beyond the coalition’s objectives (i.e., the liberation of Kuwait), and Dugan was summarily relieved of his post. Nor was it clear who or what would have filled the resultant power vacuum in Iraq or how—with a crippled communications infrastructure—that person or group could have ordered the Iraqi army’s withdrawal from Kuwait, if in fact that army did not disintegrate as Dugan predicted. Although his ideas were dismissed, they were not unusual for airpower theorists at the time.

One such theorist was Colonel John Warden of the U.S. Air Force, whose concepts relate directly to decapitation and targeted killing. Warden believed that precision airstrikes could sap a foe’s willingness to fight without causing undue casualties and collateral damage. Warden’s theory likened an opponent to a dynamic system of five interconnected subsystems: leadership, organic or system essentials (raw materials, energy and food sources, etc.), communications and transportation infrastructures, population, and fielded military forces. He depicted these graphically as a series concentric circles or “rings,” which earned Warden the moniker “Lord of the Rings.” The object of any 
 
 modern air campaign would then be to identify the critical points in each ring and to attack them systematically until the opponent either surrendered or became paralyzed strategically. Attacking critical points in the leadership ring, in particular, would separate the “head of the snake” from its body, thus effecting decapitation, and deprive hostile forces of their guiding intelligence. Warden’s theory is problematic in the sense that strategic paralysis, if it were to occur, could well prevent an opponent from complying with one’s will. However, the theory also had obvious applications as a form of targeted killing, since the specific points to be attacked could be adjusted as desired, either as a prelude to, or in lieu of, full decapitation.
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8.
 Warden’s five rings portray an opponent as an integrated system consisting of key leaders and their chief means of communication and control, energy production facilities, transportation infrastructure, population and deployed military forces. By launching precise attacks against specific points in this system, Warden believed, one could cause it to collapse.





The United States and its coalition partners finally succeeded in removing Saddam Hussein from power in a decapitation operation in 2003. Before the main military offensive, CIA operatives worked at driving a wedge between the Iraqi military and its head of state. For the most part this effort succeeded, and large numbers of Iraqi regular units surrendered, though some Republican Guard and 
 
 irregular forces remained loyal to him. Iraq was subsequently overrun by Coalition forces and Saddam Hussein was captured; however, the coalition found itself unprepared to confront a budding civil war between religious and political factions vying for influence and control over Iraq’s future. In short, although the decapitation phase of the operation was accomplished successfully, the coalition struggled with assisting the Iraqis to establish a viable and representative successor regime.

As Clausewitz once noted, an insurrection’s center of gravity—the person, thing, or idea that is vital to holding an organization or movement together—consists of its principal leaders and public opinion. One way to think about decapitation, then, is to view it as an attack against half
 an insurgency’s center of gravity. Without appropriate measures for addressing the other half, the task of putting down an insurgency is likely to grow more difficult over time.



Targeted killing


If decapitation is an attack on half an insurrection’s center of gravity, then one way to view targeted killing is as the systematic decimation of the insurgency’s rank and file. As a form of selective attrition, its application must be controlled and weighed against the potential for causing collateral damage or a moral backlash. Under President Obama, the American use of targeted killings in Iraq and Afghanistan expanded greatly with the employment of drones. They have targeted not only key leaders, but also many mid-level managers, and in some cases even lower ranking fighters. By 2012, some reports claimed that between 1,500 and 2,600 militants had been killed by drone strikes; by 2014, and after greater scrutiny, the total was reckoned to be closer to 2,400. Priority generally went to eliminating those who coordinated militant strikes, experts who constructed improvised explosive devices (IEDs), those personnel who provided or arranged for logistical support, and groups of individual fighters.


[image: image]

9.
 A U.S. Predator drone flying over a desert landscape in southern California in 2012. Armed drones have become a common, but highly controversial, weapon for conducting assassinations of terrorists and criminals.






 
 Such an offensive might dissuade some would-be insurgents from joining an organization that is under attack and might convince some of those who are already members to desert their groups. As one former Taliban leader admitted, “American operations are very effective; the night raids, the airstrikes and ground attacks … I was afraid they would kill me too.” Obviously, such confessions can result from a captive’s tendency to tell interviewers what they want to hear. We must also weigh such statements against whether violent militant acts actually rose or declined during the period, and why. Contrary to expectations, for instance, reports published around 2013 by the defense consulting firm RAND and by the U.S. State Department showed a rise in terrorism globally, despite a concerted targeted-killing campaign. Targeted killings might not contribute directly to an increase or a decrease in terrorist or insurgent incidents. Other factors usually are involved, such as renewed sectarian fighting, support from neighboring states that allowed militant groups to retreat to safe havens and 
 
 rearm and refit, and the political or seasonal timing of insurgent counteroffensives. Targeted killing may accomplish little more than “mowing the grass” in some situations. Still, that may be all one wishes or is able to do.

Targeted killing can prove useful in situations in which decapitation will not work or when an organization’s complete collapse is not desired. Decapitation works best against a centralized foe. However, many contemporary terrorist and insurgent groups are decentralized, that is, they have no single head. Rather, each “snake” has many heads. Moreover, some groups have found ways to adapt to decapitation of their leaders by preparing mid-level leaders to step in swiftly when the principals are killed or captured. Several Hamas leaders have been eliminated over the years by Israeli attacks, for instance; but in each case the organization’s effectiveness was impaired only briefly, until second-tier leaders ascended to fill the gaps. Similarly, officials once believed al-Qaeda in Iraq had been all but vanquished; but, instead, some of its followers migrated to other organizations, especially, the one known as Daesh, or the “Islamic State of Iraq and Syria” (ISIS), the “Islamic State of Iraq and the Levant” (ISIL), or simply the “Islamic State.” In such cases, targeted killing can enable states to keep pressure on such organizations and to restrict their movements while other strategies or policies are developed.

Neither decapitation nor targeted killing will necessarily destroy an organization permanently. Nonetheless, both can degrade its effectiveness for a time. Most research, in fact, shows that any leadership turnover, violent or otherwise, contributes to a degradation in organizational performance. Sustained leadership turnover appears to contribute to group’s demise over the long term. This is true whether the organizations are regular military units or irregular gangs. Casualties are expected in war, and for that reason most organizations have some resilience built into them, or they develop it if given enough time. Hence decapitation 
 
 and targeted killing should be seen not only as temporary solutions, but also as temporal ones, with windows of opportunity meant to be exploited quickly. When that does not occur, the result is usually a strategy of attrition competing against a strategy of exhaustion in a race against time.

As Machiavelli keenly observed, killing the leader and his closest cohorts will seldom suffice for lasting success. The survivors are likely to have an interest in overthrowing any foreign regime. His opinion was borne out in a sense in 2003 when the U.S.-led coalition disbanded the Ba’ath party and, with it, Iraq’s centralized structure of authority. At the same time, it is easy to take Machiavelli’s statement out of context. He was referring not only to conquest by decapitation, but also to holding onto and managing one’s conquests thereafter. His statement thus pertains to managing the aftermath of regime change. This is the chief problem with a political goal such as regime change, and one that policymakers and military strategists must consider beforehand. As the legacy of Chile’s General Pinochet shows, regime change does not always result in a better peace.

From the standpoint of collapsing an organization, decapitation runs the obvious risk of removing from power the person or group who actually can order opposing military forces to stop fighting. To illustrate the problem with an analogy, if the adversary were an octopus rather than a snake, the head might indeed be severed from the body, yet the individual legs and tentacles can still inflict a great deal of harm. Even if only one of the tentacles manages to detonate a weapon of mass destruction, that lone incident could cause enough physical and psychological damage to force an administration to step down. Under such circumstances, pursuing a strategy of decapitation would be counterproductive.

To reduce the effectiveness of targeted killing and to make it more difficult to execute politically, militant groups may try to move into densely populated areas so they can use noncombatants as 
 
 human shields. Such countermeasures will put more pressure on ensuring the accuracy of one’s intelligence, and they will likely restrict the frequency and timing of targeted strikes. Even if little or no collateral damage occurs, hostile groups may launch sophisticated information campaigns claiming it has done so. For that and other reasons, such operations require highly trained personnel and state-of-the-art equipment, since conscripts, however willing, are less likely to possess the requisite skills.

Success with targeted killing depends on many of the same factors as a strategy of attrition. Quantitative analysis might not capture progress (or its opposite) accurately. As with any strategy, reliable intelligence concerning a group’s basic strengths and weaknesses and its lines of succession is essential. It also is useful to employ multiple or nested strategies whenever possible, so that one’s opponent has more than one problem to confront. For instance, one might consider employing decapitation in conjunction with diplomatic and information campaigns aimed at causing divisions among the opposing groups. These strategies could be paired, in turn, with attrition strategies that sever or disrupt the group’s lifelines. Some groups can be bribed into cooperating; some can be co-opted in other ways.

In sum, the utility of decapitation or targeted killing, as with any strategy, depends on the conditions under which they are used, and on what one wishes to achieve. It is not always desirable, nor even possible, to address the root causes of a conflict. This is particularly true if one lacks the will or the wherewithal to arrive at a durable solution, which is often the case.

In such situations, temporary disruption of a militant group’s operations or reduction of its overall effectiveness may be all that is possible or desired. Decapitation and targeted killing can also serve the purposes of policy by sending “messages,” not only to opponents, but also to domestic audiences. They also can satisfy public cries for retaliation (which admittedly may only add to the 
 
 cycle of violence). Given reliable intelligence, either strategy can help preempt attacks or delay undesirable events, such as the development of nuclear programs by rival powers. Decapitation and targeted killing also can buy time for one’s strategic situation to change, so as to allow the entry of new allies or partners who may perhaps be better equipped to resolve a difficult situation. A very real risk exists, however, that choosing to buy time—and thus avoiding the problem instead of solving it—can become an egregiously difficult habit to overcome.





 


Chapter 7





Cyber power and military strategy




In 2012, U.S. Secretary of Defense Leon Panetta declared that cyberspace was the “new frontier,” and the “new terrain” for warfare. He was by no means the first to do so. Rather, his declaration signaled that even federal bureaucrats, usually the last to embrace change, had come to appreciate the power of digital communications and the Internet in contemporary wars. Controversy has certainly surrounded our understanding of the proper role of cyber power in armed conflict and in military strategy. However, what is clear is cyber power offers a potent means to help reduce a rival party’s physical capacity and willingness to fight. That fact alone makes it important to military strategists. Any exercise of military force today is highly likely to involve the use of cyber power. Unfortunately, cyber power is often conflated with the more provocative term “cyber war.” We may define cyber power as the ability to operate with relative security within cyberspace; cyber war or cyber warfare, in contrast, generally means using digital “code” to inflict material or psychological harm on another party, and thereby to coerce that party into doing what we want. Some experts, however, contend that since cyberattacks cannot inflict much in the way of casualties or physical damage, cyber war itself is not possible and those who use the term are engaging merely in hyperbole.


 
 Experts disagree over whether cyber war will occur, or indeed whether it already has, or what it might look like if it were to occur. This debate continues despite the fact that countless “cyber-battles,” involving both states and nonstate actors, are said to be taking place constantly. Like the advent of nuclear weapons, therefore, the invention of cyberspace has caused us to take another look at our basic conception of military strategy and to consider whether we might need to revise it.



Cyber war


Books like Cyber War
 (2010) by Richard Clarke, former chief counterterrorism advisor on the U.S. National Security Council, caused a public stir by claiming that cyberattacks against America’s critical infrastructure could trigger an Armageddon-like event. Reviewers quickly debunked most of Clarke’s claims. However, the tendency to hype the threat of cyber war—whether to attract the attention of busy policymakers or for other reasons—continued. In October 2012, Leon Panetta was guilty of a similar kind of rhetorical excess when he referred to the possibility of a cyber “Pearl Harbor” occurring in the United States. His remarks were intended to draw attention to the need for enhanced cyber security, but they were easily taken out of context, and in ways that partially discredited the threat of a cyber breach.

In January 2014, the director of U.S. National Intelligence, James Clapper, avoided the pitfall of rhetorical excess when he reported, accurately, that the true source of America’s cyber vulnerability was its trust in the security of online infrastructures coupled with the rapid migration of “essential government functions, industry and commerce, health care, social communication, and personal information” to digital networks. Eighteen months later, that assessment proved correct when the U.S. Office of Personnel Management admitted its security had been breached and that sensitive information about some four million U.S. government employees had been stolen. All told, the harm to U.S. citizens and 
 
 to American intelligence activities cost billions of dollars to repair, insofar as any fix was actually possible. At the same time, confidence in the U.S. government’s ability to protect the private information of its citizens was severely undermined, and that was not so easily repaired.


[image: image]

10.
 This illustration of war in cyberspace is one of a series developed by Project X of the U.S. Defense Advanced Research Projects Agency (DARPA) to help cyber warriors envision warfare in the digital universe and to enable them to design better cyber operations.





What is commonly, and rather loosely, referred to as cyber war is really a three-way competition between the rapid migration of essential data and functions to online networks, which creates very attractive targets; the ongoing efforts of cybersecurity systems, which struggle to protect those networks; and the persistent attempts of cyber attackers, whether criminals or spies, who find ways to defeat those security measures. Unfortunately, this dynamic is often lost in the hyperbole surrounding the term cyber war
 .

Some experts have helped clear away much of the hype, but their efforts have focused on explaining why cyber war is not like real war. They correctly point out that little evidence exists to show how 
 
 cyber operations have caused anything but limited physical damage and very few, if any, human casualties. The realities of cyberspace are such that it is nearly impossible for cyberattacks to achieve an “Armageddon” or Pearl Harbor–like event, or so they claim.

A further limitation is the difficulty of establishing attribution within cyberspace, that is, determining reliably who launched an attack. The attack against the U.S. Office of Personnel Management, for instance, may have come from within China; but was it launched by cybercriminals operating there or by agents working for the Chinese government? To what extent were other foreign agents involved and from where? In theory, without the ability to attribute an attack reliably, anyone can claim credit (or receive blame) for it, which, in turn, diminishes the ability of the real attackers to derive political value or gain leverage from it. By implication, then, the inability to attribute a cyberattack to a specific perpetrator or group of perpetrators should reduce the utility, and thus the appeal, of cyber war as a political instrument. Yet, in practice, the opposite seems to be true.

Other experts have suggested cyber war is only marginally about physical or financial damage, such as when people’s personal identification numbers or PINs are stolen or when bank transactions are blocked by denial of service attacks, that may or may not be possible through cyberattacks. Instead, cyber war is more about the potential cyberspace offers for the manipulation of information. Such manipulation facilitates the shaping of political opinions, consumer biases and habits, social norms, group identities, and cultural values. In a word, real cyber war is about what some researchers call the “political economy of Internet freedom.” In this sense, cyber war is the process of, or battle over, communicating ideas and influencing minds through the power of words and images transmitted through online networks.

To be sure, governments waged such propaganda wars or wars of ideas long before cyberspace was invented, and they will continue 
 
 to take place if cyberspace is superseded by something else in the future. Nonetheless, cyberspace both accelerates and intensifies the process. At the same time, reducing cyber war to such strategic-communications battles is tantamount to overlooking the material and psychological harm that can be done when vast amounts of sensitive information are stolen and exploited. That exploitation can include holding sensitive information “hostage” so as to gain coercive or deterrent leverage over a rival power, in a word cyber coercion.

Moreover, debating whether cyber war is “real war” misses a critical point, namely, that the essential issue is not war but power. Cyber power is the ability to move data and perform functions in cyberspace with relative security, and this ability can serve as an instrument of policy just as much as traditional military power can, albeit in different ways. That it also can be used for criminal purposes is just as true of virtually any other type of national power, and thus it is a distinction without a difference. What matters is not whether cyber war is taking place, as some form of cyber competition between opposing interests clearly is. Instead, what matters is whether a party has sufficient cyber power to protect its sensitive information and the core functions of its governing system, and, conversely, whether it can hinder or diminish the cyber power of its rivals, or at least threaten to do so. Cyber strategy is essentially about managing both the defensive and the offensive aspects of cyber power, and it is not limited to the use of cyber resources only. Other forms of national power and intelligence collection come into play whenever cyber power is used; attribution, for instance, is not done just through cyber forensics but is corroborated through other forms of intelligence gathering.

What’s more, attribution has not always been as essential to the use of coercive or deterrent force, despite what political theory might suppose. Heads of state from Mao Zedong to Vladimir Putin have taken credit, or been assigned blame, for many abuses of military power. They certainly have benefited from doing so 
 
 whether the facts on the ground were ever clear enough to have supported such claims. Indeed, political value, however temporary, accrues in multiple ways and can even be “borrowed.” Mao Zedong did just that during the Chinese Civil War, when he and his Communist Party took credit for any successful counterattack against the Japanese invader, while at the same time criticizing Chiang Kai-shek’s Nationalist Party for idleness and incompetence. Political value also can be derived from coups and uprisings, much as Putin did in the conflict in the Ukraine, even while denying responsibility for them.

Cyber power enables such value to be exploited more rapidly than ever before, particularly in what some analysts refer to as “grey zone” wars, those conflicts that take place under other parties’ response thresholds. Attribution can be appropriated as well as denied, and when the truth is discovered, if it is, it may no longer matter. Cyber power is, therefore, just as critical as other types of military power, and its use in conjunction with those varieties can prove synergistic.



Cyber power


Cyber power has unique properties, and thus analysts have struggled to find the best analogy or framework for thinking about it strategically. Some have proposed air power or sea power metaphors; others have likened it to nuclear warfare; and still others have compared it to biological weaponry. Indeed, biological terms such as “hosts,” “viruses,” and “contamination” have already migrated into cyber speak. On the other hand, biological agents are not yet programmable and cannot yet manipulate data or give instructions to machines the way digital code can. Cyberspace consists of physical and virtual components. The former includes terminals, nodes, and conduits; the latter involves the access, manipulation, and representation of data. The virtual component is not susceptible to the laws of physics in the same way as the physical component is; nor are the factors of time, distance, terrain, and weather equally relevant to each. Any computer system can be 
 
 reached by any other in mere seconds. Network connectivity and a steady power supply are critical; without them, the virtual component ceases to exist and the physical component is useless.

As Clausewitz said, war has its own grammar, or operational principles, but not its own logic. Cyber power follows a military grammar that differs from that of other domains. For instance, one can launch attacks from anywhere on the globe, even within the target country. One also can use a single code to attack multiple targets, at designated times, for specific periods, and without creating logistical demands or necessarily revealing one’s identity. Unlike other types of military power, cyber power has the political advantage of rarely causing human casualties, though it can produce extensive collateral damage by unintentionally infecting nontargeted systems. The offensive is clearly stronger than the defensive in this domain, yet cyber defense—maintaining security of critical information—is actually more important. Indeed, it is indispensable to all types of military operations regardless of the type of power used.

Cyber tactics, moreover, borrow their basic principles not just from one domain, but from all: honey-pot traps designed to lure attackers to counterfeit sites, which then gather information about them; use of digital decoys loaded with falsified data; employment of remotely controlled “botnets” (robot networks); methods of IP-address and signature identification; and use of backdoor infiltration techniques, Trojan horses, phishing schemes and spearing attacks, and the transmission of infected links or emails. Thus, collectively, cyber power does not lend itself to easy analogies with other types of power. Moreover, use of such analogies is likely to misinform the crafting of cyber strategies.



Cyber strategy


Cyber strategy is simply the management of cyber power (and other resources) in ways that protect one’s critical information and 
 
 essential functions in cyberspace, while inhibiting or rolling back the ability of one’s rivals to do the same. A viable cyber strategy requires three basic capabilities: the ability to deny access to data, the ability to intervene and collect data, and the ability to manipulate data.


Denial
 means refusing access to critical information or activities, such as financial transactions, energy production and transfer, intelligence gathering, or routine communications. It typically involves such stratagems as “distributed denial of service” attacks (DDoS). However, it also can include a combination of policy and cyber blacklisting, as with the U.S. Treasury Department’s fiscal isolation of “rogue” actors, such as al-Qaeda, North Korea, Iran, Iraq, and Syria. Any bank or financial institution conducting transactions with them is designated an “enabler or associate of terrorism,” and some of their IP addresses can be denied access to the U.S. financial system. This type of policy denial, which was facilitated through cyber power, has made it difficult for such actors to raise and move capital for their operations.

On the other hand, cyberspace still offers a means of communication for criminals or terrorists to conduct their activities and to recruit followers. Fortunately, thanks to better investigative and forensic techniques, such usage is not risk-free. Furthermore, contrary to the claims of some cyber pundits, it is difficult to launch denial of service attacks against a state’s critical infrastructure on a scale large enough to strike fear in the heart of its populace and prompt political change. Targeted sanctions, such as banning travel and freezing financial assets, against foreign elites or individual companies, are another form of denial. The effectiveness of such measures is debated, however, since it is not always clear whether all of an individual’s assets are actually frozen or whether unobserved collateral damage might have occurred.


Intervention
 means penetrating cyber traffic and data storage to eavesdrop and collect intelligence, or, in other words, to conduct 
 
 espionage. Cyber espionage is simply the illicit appropriation of sensitive information by accessing other computer systems or networks. Examples of cyber espionage include the 2015 attack of the U.S. Office of Personnel Management, as well as the 2003 “Titan Rain” attacks, which targeted the U.S. Departments of Defense, State, and Homeland Security over several years. These attacks, which were traced to Chinese computers (though not necessarily to Chinese personnel), were evidently intended to steal the identities of as many U.S. government employees as possible and then to use those identities to gain greater access to other sensitive networks.


Manipulation
 means sabotaging or disrupting a system to “crash” it, or to make it yield an outcome different from the one it was intended to produce. A common way of accomplishing cyber manipulation is through a malicious code or virus (malware) that spreads to other systems. Manipulating an adversary’s systems can be more advantageous than destroying them, but it requires remaining undetected until the opportune moment. The so-called Stuxnet virus, which disabled a number of computer systems in Iran’s Natanz nuclear plant, is an example of this type of cyber sabotage. Disruption means undermining the control or authority of a system. Cyberspace and social media have enhanced the ability of revolutionary movements to gather momentum, but they also have strengthened the ability of heads of state to respond to and curb that momentum.

Manipulation also can facilitate economic or financial warfare. Economic warfare is the struggle for control of goods and services; financial warfare is the fight for domination of the credit and monetary foundations that underlie an economy, particularly production and distribution. The aim of financial warfare is to disrupt an adversary’s ability to conduct basic monetary activities, such as pricing goods, setting exchange rates, forming capital, and managing risk. Without such activities, an economy will grind to a halt quickly.


 
 Economic and financial warfare can be used against enemies as well as friends. In November 1956, U.S. President Dwight Eisenhower used a form of financial warfare to roll back British and French occupation of the Suez Canal. Eisenhower threatened to unload extensive U.S. holdings of pound-sterling bonds, and he ordered the U.S. Treasury to block the International Monetary Fund from providing credit to London to bolster the pound. Britain thus had little choice but to withdraw from the Suez rather than suffer a devaluation of its currency.

Cyber power enables such financial wars to occur much faster than in the 1950s. It also accelerates contemporary “currency wars,” or the competitive devaluation that occurs when governments attempt to manipulate market processes to influence the rise and fall of their currencies or to encourage exports or improve trade deficits.

In sum, whether or not cyber war has occurred, cyber power has become indispensable to military strategy. The attribution issue may limit cyber power’s ability to deter or to coerce, and it may not be able to threaten to impose an “unacceptable cost” on potential belligerents, as pundits warn. Nonetheless, it is a “force multiplier” that can facilitate executing the various strategies available. According to some experts, cyber power will become increasingly important in arms races and planning scenarios. Hence, those parties who possess greater cyber capabilities than others are likely to become more attractive as alliance or coalition partners.

In some respects, and contrary to political science theory, the difficulty of achieving verifiable attribution may make cyber power more useful as a political instrument, rather than less. Until enforceable rules are established, anonymity means most people will be faced with a cyber-world of “all-against-all” in which cyber battles rage incessantly. Still, the majority of these battles will occur under the response thresholds of many parties. 
 
 Such conditions may open the door to more military strategies aimed at gradually, yet persistently, stealing sensitive information so as to weaken a rival’s security posture and the trust of its public. Such an approach could augment any number of grand strategies.





 


Chapter 8





What causes military strategies to succeed or fail?




Sun Tzu once declared the best military strategists are those who could win without fighting: “Those skilled in war subdue the enemy’s army without battle. They capture his cities without assaulting them and overthrow his state without protracted operations.” Yet, most experts would agree the practice of military strategy is fraught generally with misjudgments, miscalculations, and missteps on all sides. The ideal strategist described by Sun Tzu is rare indeed. Even when military commanders possess exceptional skills, they frequently lack the full authority to attack who, what, when, where, and how they wish; nor do they necessarily have enough of the right means at hand to execute the ideal strategy. Instead, what typically happens is the opposing sides do their best to pursue victory in an environment characterized by chance and uncertainty. André Beaufre, a twentieth-century French general and military theorist, fittingly referred to this clash of opposing expectations of victory as strategy’s dialectic. The back-and-forth nature of this dialectic, in which strategies might be thoroughly altered, can make for some very untidy consequences, and all but ensure the ideal outcomes praised by Sun Tzu rarely, if ever, occur.

Given the many constraints of the real world, how then should military strategists improve their odds of success while reducing their chances of failure?
 




What enables military strategies to succeed?


Numerous theories explain why strategies succeed or fail. Ultimately, though, a successful military strategy is simply one that works. Nothing in war is certain, but nothing in war should be left to chance either. Taking all the right steps will not guarantee victory, but doing so can tip the odds in one’s favor.

Among the myriad tasks that need to happen for a strategy to succeed, four stand out, though the sequence in which they should occur is by no means rigid, and some can occur concurrently. The first task is conducting a critical appraisal of the adversary’s strengths and weaknesses and matching those against one’s own. The result should be a totally objective overall assessment that must be updated as new information becomes available, and as the war’s circumstances change. As Sun Tzu advised: “Know the enemy and know yourself, and in a hundred battles you will never be in peril. If you are ignorant of the enemy but know yourself,” he added, “your chances of winning and losing are equal; if ignorant both of your enemy and of yourself, you are certain in every battle to be in peril.”

Second, this net assessment should serve as a baseline for developing courses of action that weaken the foe enough to get what one wants. One of the oldest recorded instances of such an assessment was composed in 1194 by the medieval churchman and writer Gerald of Wales; it described the strengths and weaknesses of the Welsh, from the tactical advantages afforded by their countryside to the temperament and character of their clans to the particular cultural practices that rendered them vulnerable to a strategy based on economic warfare, concentric military pressure, and “dividing and conquering.” In the war of 1276–1277, King Edward I of England purportedly succeeded in conquering Wales by following a plan similar to that outlined by Gerald.

Third, the head of state must select a military commander with the knowledge and level of competence needed to develop and 
 
 implement the desired strategy. Finding the right commander can take time. U.S. President Abraham Lincoln fired six generals before he found one, in Ulysses S. Grant, capable of defeating the Confederacy’s armies consistently enough to bring the war to an end. British prime minister Winston Churchill went through three generals before he found one, in Bernard L. Montgomery, capable of defeating Erwin Rommel, the Wehrmacht’s famed “Desert Fox.” As historians have noted, the strategist is probably more important than the strategy because one needs wisdom to know when and how to adjust one’s strategy, and this quality is critical for success. In short, the execution of any strategy will likely fail unless the hand of the strategist directing it is a skilled one.

For this reason, accurate knowledge of an opposing strategist is pertinent to one’s assessment. As the Greek historian Polybius wrote, “There is no more precious asset for a general than knowledge of his opponent’s guiding principles and character, and anyone who thinks the opposite is at once blind and foolish.” Polybius had in mind the example of Hannibal, who exploited key personality traits of several of Rome’s commanders to defeat them.

The Greek historian’s advice holds even for the conditions of modern warfare. As in cards, playing one’s opponent is just as important as playing one’s hand. The generals of antiquity acquired information about their opponents largely through spies and by interrogating captives and local inhabitants. Today, knowledge of enemy leaders is obtained not only through spies, but also through more highly technical means of intelligence collection and dissemination, including electronic eavesdropping, satellite imagery, and cyber espionage.

Although intelligence is often incomplete and is sometimes distorted by institutional pressures, it is essential to discover as much as possible about one’s foes (and friends), whether they are heads of state or tribal chieftains. Not only is knowledge of an opposing commander important, so too is intelligence regarding 
 
 the type of force under that person’s direction—its morale or fighting spirit, the quality and quantity of its weaponry, and its basic tactics and ways of fighting.

Fourth, coherent and comprehensive war plans are needed to pull everything together. The war plan is the practical face of strategy and is the real link between policy aims and the use of military force to achieve those aims. It is here that the components of strategy come into play. The war plan establishes military objectives, sets the parameters for campaigns, and assigns tasks and subtasks to specific commanders, who then can be held accountable for achieving them, and it identifies details that must be dealt with lest they hinder the plan’s execution. The war plan, or a plan of campaign, can be direct and brutal in character, as was the case with U.S. General William T. Sherman’s march on Atlanta in December 1864; or it can be indirect yet simple, as was General Erich von Manstein’s plan for Hitler’s conquest of France in 1940.

Each of these examples also illustrates a fundamental difference in orientation: Sherman’s campaign was oriented on terrain, Manstein’s on enemy forces. The former can be said to be Jominian in character in that it seeks to control (or neutralize) the “decisive points of a theater of war,” such as cities, depots, fortresses, and transportation hubs. The force-oriented approach can be likened to that of Clausewitz, who advised studying battles and engagements, what goes into winning them, and how to use the outcomes of such encounters for the purpose of the war. Neither orientation wholly excludes the other.

It should be clear by now that military strategy is much more than pushing steel across a battle area to destroy enemy forces. It requires a deft hand capable of balancing not just ends, ways, means, and risk, but also two potentially divergent tasks: that of weakening an adversary’s capacity to fight and that of achieving the war’s purpose.


 
 Often, these tasks draw one’s efforts in opposite directions—with military commanders pursuing the first and political leaders looking to accomplish the second and to keep costs down. Military strategists must ensure the foe’s resistance is sufficiently broken; otherwise, the war may drag on. Yet they must do so in ways that accommodate the broader agendas of policymakers, which, in turn, often desire maximum flexibility, especially as the course of events gives rise to unanticipated opportunities. It is not always wise to abandon one’s original goals to pursue such opportunities, tempting as they may be. History is replete with examples of heads of state and generals, who, whether influenced by hubris or greed, imprudently attempted to seize goals beyond the reach of their military power. Napoleon and Hitler, for instance, were both guilty of what some might call “imperial overstretch,” particularly as regards their fateful decisions to invade Russia. On the other hand, the failure to exploit opportunities can lead to greater costs, perhaps prolonging the conflict or causing it to fail.



What causes military strategies to fail?


Obviously, military strategies fail when they lack some of the elements crucial to success, namely, objective assessments, sound courses of action, expert military commanders, and war plans coherent enough to pull everything together. During the Second World War, Germany and Japan each had capable commanders and disciplined military forces; however, their hubris, combined with the racial biases and antipathies inherent in their ideologies, made it difficult to produce objective assessments. Consequently, their military strategies and plans were based on faulty assumptions regarding the reach of their own armed forces and what they could conquer and hold, as well as their underestimation of the willingness of the Soviet Union and the Western democracies to continue fighting in the face of heavy casualties.

Some critics attribute strategic failure to the inherent difficulty of implementing any strategy or war plan. Factors such as 
 
 incidental friction, weather, misinformation, misunderstandings, bureaucratic inertia, defection, treason, and similar misfortunes certainly can cause operations to fail and otherwise sensible plans to collapse. As Clausewitz observed, “In war, everything is simple, but even the simplest thing is difficult.” These factors, however, affect both sides, and any responsible military planner will take them into account. They may make success difficult, but they do not guarantee failure.

Instead, a larger factor actually has more bearing on the question of winning or losing. Experts will offer elaborate theories and lengthy lists explaining why failure occurred, but the most important reason a military strategy fails is because the opposing party refused to concede, even when its continued resistance was patently self-destructive. Continuing to resist can drive up the costs of a conflict until they exceed its anticipated benefits, causing political division and disillusionment, and perhaps ultimately wearing down an adversary’s resolve. The key variable in success, therefore, is the opposing party’s willingness to resist, how strong it is and why. The rub is whether breaking that will or co-opting it can be accomplished with available resources and courses of action and without jeopardizing one’s long-term interests. Sometimes it cannot be done.

Resembling the process of bartering, many strategic dialectics end without a clear winner or loser, but with each party getting enough to justify its sacrifices and to claim victory. Some military strategies, such as deterrence, may continue indefinitely, in “quasi-win-win” situations, where the aim is to dissuade attack. Others, such as decapitation, ultimately may benefit both parties by leading to better relations, regardless of the original cause of hostilities. Still others, such as targeted killing, may persist because neither party possesses the wherewithal or the willingness to do more; one party may simply find it politically beneficial to have a manageable threat at hand rather than to eliminate it altogether. Therefore, the general assumption that half of all 
 
 strategies must fail (since only one side can win) is simply not always true. Neither war nor strategy is necessarily a zero-sum game. Many armed conflicts end in negotiated settlements, and, in the grand scheme of things, these arrangements might produce only a temporary peace.
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